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Preface

Organizations today are more widely distributed than ever before, which can
make systems management tasks, such as distributing software, patches, and
security policies, extremely challenging.

The IBM® Tivoli® Endpoint Manager platform is architected for today’s highly
diverse, distributed, and complex IT environments. It provides real-time visibility
and control through a single infrastructure, single agent, and single console for
systems lifecycle management, endpoint protection, and security configuration
and vulnerability management. This platform enables organizations to securely
manage their global IT infrastructures faster and more accurately, resulting in
improved governance, control, visibility, and business agility. Plus, it gives
organizations the ability to handle tomorrow’s unforeseen challenges.

In this IBM Redbooks® publication, we provide IT security professionals with a
better understanding around the challenging topic of endpoint management in

the IT security domain. We focus on IBM Tivoli Endpoint Manager for Security

and Compliance and describe the product architecture and provide a hands-on
design guide for deploying the solution.

This book is a valuable resource for security professionals and architects who
want to understand and implement a centralized endpoint management
infrastructure and endpoint protection to better handle security and compliance
challenges.
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Part 1

Architecture and
design

In part 1, we describe the overall business context for IT endpoint security and
compliance management and explain the general business requirements for an
endpoint security and compliance management solution. We then describe a
framework for providing functionality throughout an organization. In addition, we
introduce the high-level components and new concepts for the design of an
endpoint security and compliance management solution that uses IBM Tivoli
Endpoint Manager.

Additionally, we provide an understanding of the high-level product architecture
of IBM Tivoli Endpoint Manager for Security and Compliance.

© Copyright IBM Corp. 2012. All rights reserved.
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Business context for
endpoint security and
compliance management

In this chapter, we describe the overall business context for IT endpoint security
and compliance management. We examine the drivers that influence why and
how IT endpoint security and compliance management must be conducted in a
certain business context. We also describe the business requirements for an IT
endpoint security and compliance management solution. This chapter is
organized in the following manner:

» “Drivers that influence security” on page 3

» “Introducing the IBM Security Framework” on page 9

» “IBM Security Blueprint” on page 12

» “Endpoint security and compliance management” on page 16

1.1 Drivers that influence security

Most projects are driven by both business and IT drivers, although we can
probably agree that business drivers are almost always the initiating factor.

© Copyright IBM Corp. 2012. All rights reserved.



We look at these influencing factors:

» Business drivers: Business drivers measure value, risk, and economic costs
that influence their approach to IT security. Value drivers determine the worth
of the assets of the system to the business and the worth of the business
itself. Risk drivers involve compliance, corporate structure, corporate image,
and the risk tolerance of the company. Economic drivers determine the
productivity impact, competitive advantage, and system cost.

» IT drivers: IT drivers represent operational constraints in the general IT
environment. For example, the complexity of a system, including its
environment, that is exposed to internal and external threats presents risks
that the organization must address.

Business drivers also represent issues and consequences of significance to the
stakeholders of the managed business system. This set of drivers might vary
from industry to industry, from organization to organization in the same industry,
and even between different business applications in an organization.

IT drivers represent technical considerations that affect the trustworthiness of the
IT environment and likely the managed business systems as a whole. IT drivers
are universal and must be considered within the context of the business drivers in
all efforts. The combination of business and IT drivers represents the key
initiatives for security management.

1.1.1 Business drivers that influence security

Business drivers represent a relationship between the IT organization and the
rest of the business. They refer to business values that must be supported by the
IT security infrastructure.

Correct and reliable operation

Correct and reliable operation is the degree to which the business must be
accurate and consistent in its operation. Correct operation means that the
operations perform the appropriate response or function with no errors. Reliable
means that the same result occurs all the time. Any IT system must consistently
provide stakeholders with the expected results.

Security events and incidents might affect the correct and reliable operation of
these business processes. It might also affect the underlying IT infrastructure or
upstream and downstream business processes. The consequences of a
defective service (incorrect or varying results over time) might be significant to
the consumer of the service, and therefore to the provider of the service.
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Service-level agreements

This driver applies to circumstances where security threats and threat agents
can affect the ability of an organization to conduct business. Service-level
agreements (SLAs) incorporate acceptable conditions of operation within an
organization. SLAs might vary from business system to business system or
application to application. Availability of systems, data, and processes is a
condition commonly referenced within SLAs.

IT asset value

From the business perspective, the IT asset value directly relates to the value of
the business transactions that it supports. These assets might be tangible or
intangible. For an e-retailer, these assets are tangible assets. For a financial
services company, the asset might be the client information or other data used in
transactions of the system.

Protection of the business asset value or brand image

This driver captures the desire of the firm to protect its image. The loss of
goodwill from a security incident or attack has a direct consequence to the
business. Therefore, the security measures are likely to be proportional to the
consequence. When the desire to avoid negative publicity increases upon
encountering a security breach, the stipulation for this driver becomes stronger.

Legal and regulatory compliance

Legal and regulatory compliance refers to the externally imposed conditions on
the transactions in the business system and the company, including the rules and
policies imposed by regulatory and government agencies. Civil, criminal liability,
or regulatory penalty from a security incident or attack have a negative impact on
the business. Therefore, the amount of regulation and steps to ensure
compliance must be factored in this driver, which includes privacy issues, the
ability to prove the transaction initiator, and proving compliance.

An implemented log management system can tell who did what, where, and
when. Log management, therefore, is part of an IT security compliance
management system. For the retention period of the logs, it is ensured that the
necessary information is available and can be analyzed or interpreted to a level
that can help management to better investigate security incidents or comply with
external regulation or laws. Compliance is a key business driver today, and log
management must be a part of every IT security compliance management
solution. But, it can also be implemented alone as an initial step toward a larger
IT security compliance initiative.

Many international standards and regulatory controls require logging to be
enabled and implemented. Also, these logs must be analyzed periodically and
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stored for a specific period of time, depending on the particular standard or
regulatory control.

Contractual obligation

Security measures for an IT system are likely to be proportional to the
consequences encountered when the business encounters contractual liability
from a security attack. Depending on the structure and terms of the contract, the
consequence might lead to financial loss or liability. For example, when security
incidents are encountered, the business might be unable to fulfill its contractual
obligations of providing goods or services.

Financial loss and liability

Direct or indirect financial loss is a consequence to the business as a result of a
security incident. Direct loss might include theft of an asset, theft of a service, or
fraud. Indirect loss might include loss based on civil or criminal court ruling, loss
of good will, or re-prioritized budget allocation. This driver identifies the fact that
security measures for an IT system are likely to be in proportion to these
consequences.

Critical infrastructure

This driver applies where security threats or threat agents can have a major
impact on services or resources that are common to, or shared among, a
community of businesses, the population at large, or both. Examples include
telecommunications, electrical power, transportation systems, and computing.
The loss of critical infrastructure by its provider might have a ripple effect,
causing secondary losses and driving security decisions for affected businesses
and resources. An important part of risk analysis is identifying critical
infrastructure.

Safety and survival

This driver applies where security threats and threat agents can have a major
impact on aspects of human life, government function, and socio-economic
systems. Examples of processes to be considered for their safety and survival
impact include the continuity of a critical infrastructure, medical system, life
support, or other high-impact or time-dependent process.

1.1.2 IT drivers that influence security
IT drivers make up the second group of key security initiatives. These universal

drivers must be considered in every modern IT solution in a manner
commensurate with the risks and consequences of a related failure or incident.
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Internal threats and threat agents

Security-related failures and incidents are caused by threats or threat agents
found within the physical and logical boundaries of the organization or enterprise
that operates and controls the IT system. These threats and threat agents might
be associated with technology or people.

An example of an internal threat is a poorly designed system that does not have
the appropriate controls. An example of an internal threat agent is a person who
uses an ability to access the IT system or influence business or management
processes to carry out a malicious activity.

External threats and threat agents

Security-related failures and incidents are caused by threats or threat agents
found outside the physical and logical boundaries of the organization or
enterprise that operates and controls the IT system. These threats and threat
agents are also associated with technology or people. They seek to either
penetrate the logical or physical boundary to become internal threats or threat
agents, or to influence business or management processes from outside the
logical or physical boundary.

Examples of external threats are single points of failure for one or more business
or management processes that are outside the enterprise boundary, such as a
power system grid or a network connection, or a computer virus or worm that
penetrates the physical or logical network boundary. An example of an external
threat agent is a malicious hacker, or someone who gained the ability to act as an
insider, by using personal electronic credentials or identifying information.

IT service management commitments

This driver identifies the fact that failure to manage the operation of the IT system
might result in security exposures to the business. This driver can be divided into
two categories: IT service delivery and IT service support.

» Service delivery commitments

The failure of the IT system to meet its metrics for managing itself can be
viewed as a security exposure to both business or management processes.

An example of security exposure for service delivery is when IT operations
processes cannot respond to critical events in a timely manner. Another
example is when IT resilience processes cannot recover from a denial of
service attack in a timely manner, resulting in a loss of capacity or response
time for business processes.
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» Service support commitments

The failure of the business or IT management system to meet its service level
agreements (SLAs) can be viewed as a security exposure to business or
management processes.

An example of security exposure for service support is a situation in which the
customer relationship processes do not add, modify, or remove users from
access control lists in a timely manner.

IT environment complexity

The complexity of the IT environment might contribute to the security or
insecurity of the IT system. The IT environment reflects the infrastructure on
which the business system is placed.

For example, any IT environment that is connected to the intranet or extranet is
exposed to internal or external threats or threat agents and requires specific
security responses. A stand-alone facility for our system represents the lowest
complexity. A hosting facility with other systems and other firms represents a
more complex environment. An environment with a larger number of systems,
varied network access paths, or a complex architecture, is a complex IT
environment.

Business environment complexity

Because most businesses rely on IT, most business environments are an
interconnected set of businesses, each with its own complex IT environment,
business processes, and IT management processes. This complexity might
contribute to the security or insecurity of the IT system.

Audit and traceability

This driver identifies the need for the IT system to support an audit of information
contained within the system, whether it is associated with management data or
business data.

IT vulnerabilities: Configuration

Configuration vulnerabilities are potentially present in every IT system, providing
an opening to a potential attack based on the system and how it is designed and
set up.

IT vulnerabilities: Flaws

Software flaws potentially exist in every IT system. These flaws represent
vulnerabilities that were not detected and are not evident in the design
documents. Therefore, they are an unexpected deviation from what was
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designed. An example is a defect in an operating system or application that is
discovered after implementation.

IT vulnerabilities: Exploits

The basic design of software in any IT system might be exploited by threats or
threat agents as a part of an attack on the IT system, the business, or the
management processes, which might include the use of a function within a
system in a way to compromise the system or underlying data. Although certain
people might define an exploit as both the flaw and the method, we treat them
separately because an exploit might involve the use of normal functions as
designed in an unusual manner to attack the system. The exploits can also be
viewed as the openings or avenues that an attacker can use.

Now it is time for us to introduce the IBM Security Framework, which focuses on
the what, not the how. It can help you translate your requirements into
coarse-grained business solutions, not into specific IT components or IT
services.

1.2 Introducing the IBM Security Framework

Business leaders are expected to manage risk in their areas of responsibility in
the same way that CFOs manage risks in their domains. Security risks and the
potential impact on IT need to be communicated to executive peers in business
terms. Additionally, they need to align IT security controls with their business
processes, monitor and quantify IT risk in business terms, and dynamically drive
business-level insight at the executive level. Finally, business leaders need to
manage risk and orchestrate security operations in a way that enforces
compliance and optimizes business results.

As an organization secures its business processes, a business-driven approach
needs to become the guiding influence for ensuring that all the different security
domains work together in a holistic and synergistic manner, in alignment with the
over-arching business objectives. Otherwise, the risk stance of the organization
becomes vulnerable due to misalignment of priorities between IT and the
business strategy. Using a standards-based approach to map business drivers to
IT security domains is often difficult and is often an afterthought.

IBM created a comprehensive IT security framework (Figure 1-1 on page 10) that
can help ensure that every necessary IT security domain is properly addressed
when using a holistic approach to business-driven security.
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IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY
@ DATA AND INFORMATION
@ APPLICATION AND PROCESS

@ NETWORK, SERVER AND END POINT
@ PHYSICAL INFRASTRUCTURE

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software

Figure 1-1 The IBM Security Framework

IBM provides the full breadth and depth of solutions and services that can enable
organizations to take this business-driven, secure-by-design approach to security
in alignment with the IBM Security Framework. Comprehensive professional
services, managed services, and hardware and software offerings are available
from IBM to support your efforts in addressing the different security domains
covered by the IBM Security Framework.

1.2.1 Security Governance, Risk Management, and Compliance
model

Every organization needs to define and communicate the principles and policies
that guide the business strategy and business operation. In addition, every
organization must evaluate its business and operational risks. It must develop an
enterprise security plan to serve as a benchmark for the execution and validation
of the security management activities that are appropriate for the organization.
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These principles and policies, the enterprise security plan, and the surrounding
quality improvement process represent the enterprise Security Governance, Risk
Management, and Compliance model. Specifically, the five security domains
have the following requirements and compliance criteria:

» People and Identity

This domain covers how to ensure that the correct people have access to the
correct assets at the correct time.

» Data and Information

This domain covers how to protect critical data in transit or at rest across the
organization.

» Application and Process
This domain covers how to ensure application and business services security.
» Network, Server, and Endpoint (IT infrastructure)

This domain covers how to stay ahead of emerging threats across IT system
components.

» Physical Infrastructure

This domain covers how to use the capability for digital controls to secure
events, on people or things, in the physical space.

We now look at the Network, Server, and Endpoint domain. We focus on this
domain because it is the driving factor for implementing an endpoint security and
compliance management solution. For more information about the other IBM
Security Framework domains, see the IBM Redpaper™ publication Introducing
the IBM Security Framework and IBM Security Blueprint to Realize
Business-Driven Security, REDP-4528.

1.2.2 Network, Server, and Endpoint Domain

Organizations need to preemptively and proactively monitor the operation of the
business and the IT infrastructure for threats and vulnerabilities to avoid or
reduce breaches.

The Security Governance, Risk Management, and Compliance model can
provide guidance on the business implications of technology-based risks. In
practice, the definition, deployment, and management of technology-based
threats, and the technical aspects of incident response, can be delegated to
operational management and staff, or outsourced to a service provider.

Security monitoring and management of the network, server, and endpoints of
the organization are critical to staying ahead of emerging threats that can
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adversely affect system components and the people and business processes
that they support. The need to identify and protect the infrastructure against
emerging threats dramatically increased with the rise in organized and financially
motivated network infiltrations. Although no technology is perfect, the focus and
intensity of security, monitoring, and management can be affected by the type of
network, server, and endpoints deployed in the IT infrastructure and how those
components are built, integrated, tested, and maintained.

Endpoints need to be kept secure to effectively manage risk. In far-reaching
environments, the number of endpoints is growing at unprecedented rates.
These endpoints are commonly used on unsecured networks as they cross
physical boundaries from the workplace to the home.

Figure 1-2 shows a summary and additional topics to be addressed within the
Network, Server, and Endpoint domain.

0 NETWORK, SERVER AND END POINT

= Mass commercialization and automation of threats
= Parasitic, stealthier, more damaging attacks

Manage ® Pgor understanding of risks in new technologies and applications, including virtualization and cloud
Infrastructure : Xueik ?pz!:::altlon coTroIs . T
: ack of skills to monitor and manage security inputs
Security : ' g SSCUITLy Inpu

= Compounding cost of managing an ever increasing array of security technologies
m . ®= Undetected breaches due to privilege access misuse and downtime from incidents

= |nability to establish forensic evidence or demonstrate compliance
Systems  Storage

<>
= Values
Virtual Netvwork

‘How does my business ® Reduces cost of ongoing management of security operations
benefit from infrastructure = Improves operational availability and assures performance against SLA, backed by industry’s only
security protection?” guaranteed SLA for managed protection services

= Increases productivity by decreasing risk of virus, worm and malcode infestation
= Decreases volume of incoming spam

= Drill down on specific violations to quickly address resolution

®= Readily show status against major regulations

Figure 1-2 The Network, Server, and Endpoint domain of the IBM Security Framework

1.3 IBM Security Blueprint
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The IBM Security Framework divides the area of business-oriented IT security
into five domains. The next step is to break down these domains into further
detail to work toward a common set of core security capabilities needed to help
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your organization securely achieve its business goals. These core security
capabilities are called the IBM Security Blueprint.

The IBM Security Blueprint uses a product-independent and
solution-independent approach to categorize and define security capabilities and
services that are required to answer the business concerns in the IBM Security
Framework.

The IBM Security Blueprint was created after researching many client-related
scenarios, focusing on how to build IT solutions. The intention of the blueprint is
to support and assist in designing and deploying security solutions in your
organization.

Building a specific solution requires a specific architecture, design, and
implementation. The IBM Security Blueprint can help you evaluate these areas,
but does not replace them. Using the IBM Security Blueprint in this way can
provide a solid approach to considering the security capabilities in a particular
architecture or solution.

IBM uses a high-level, service-oriented blueprint, which is based on the IBM
service-oriented architecture (SOA) approach. Services use and refine other
services, for example, policy and access control components affect almost every
other infrastructure component. To better position and understand the IBM
Security Blueprint, see Figure 1-3.

IBM Capabilities
& Offerings

IBM Security Solution Architecture View

Blueprint
Frameworky Technical View
Foundational Security Common Security
Business View

Eatalogs orniearated LITANG
Security Domains services and solutions
Describes the technology
landscape

Describes the business
landscape

Figure 1-3 IBM Security Blueprint positioning
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The left portion of Figure 1-3 on page 13 represents the IBM Security
Framework, which describes and defines the security domains from a business
perspective. It was covered in 1.2, “Introducing the IBM Security Framework” on
page 9.

The middle portion in Figure 1-3 on page 13 represents the IBM Security
Blueprint, which describes the IT security management and IT security
infrastructure capabilities needed in an organization. As discussed earlier, the
IBM Security Blueprint is product and vendor independent.

The right portion of Figure 1-3 on page 13 represents the solution architecture
views, which describe specific deployment guidance particular to an IT
environment. Solution architecture views provide details about specific products,
solutions, and their interactions.

Figure 1-4 on page 15 highlights the components and subcomponents of the IBM
Security Blueprint that must be examined for every solution in the Network,
Server, and Endpoint security domain. In addition to the Foundational Security
Management Services, you can use the IBM Security Blueprint to determine the
Security Services and Infrastructure components by reviewing the component
catalogs for these Foundational Security Management Services. Each of these
components can then be assessed by determining whether each infrastructure
component is required to make a Foundational Security Management service
functional so that it can address the issues or provide a value associated with the
particular business security domain, in this case, Network, Server, and Endpoint.
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IBM Security Framework: Business Security Reference Model

T People and Identity (PR ———

Application and
Process

Software, System Identity, Access and Data and Information Threat and
and Service Entitlement Protection Vulnerability
Assurance Management Management Management

IT Service
Management

Command and Security Policy Riskand Compliance

Control Management Management Assessment

Idenlﬂy.ruccess and Security Policy Cryplo.rKey and
Entitlement T = T Certificate
Infrastructure Infrastructure

Host and End-point _ _ _
Security Network Security Physical Security

Security Info and
Event Infrastructure

Service Management
Infrastructure

Architectural Principles

Figure 1-4 IBM Security Blueprint components for the Network, Server, and Endpoint solution pattern

We can see in Figure 1-4 that almost all infrastructure components can be
required for a Network, Server, and Endpoint security solution apart from Storage
Security, Application Security, and Physical Security. The reason why those
components are not included is that they are mostly covered by other domains of
the IBM Security Framework.

If you want to learn more about the Foundational Security Management and the
Security Services and Infrastructure subcomponents, see Introducing the IBM
Security Framework and IBM Security Blueprint to Realize Business-Driven
Security, REDP-4528.

In the next section, we examine the endpoint security and compliance
management.
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1.4 Endpoint security and compliance management

Organizations can have few or as many as several hundreds of thousands of
endpoints that must be tightly controlled to effectively manage risk. In
far-reaching environments, the numbers and varieties of servers, desktops,
notebooks, mobile IT devices, and specialized equipment, such as point-of-sale
devices, ATMs, and self-service kiosks, which are known collectively as
endpoints, are growing at unprecedented rates. With rapidly increasing numbers
of remote workers and roaming devices, there is no well-defined perimeter
anymore. The perimeter, by necessity, must be the endpoint itself.

The pains caused by security and compliance issues, however, are not only in
the attacks, but also in the way that organizations protect themselves. Protection
can be costly, complex, and time-consuming, stretching IT staff thin and driving
costs even higher. After security is in place, many organizations must prove
compliance with internal policies, security standards, and government
regulations. In addition to the pain involved in achieving initial compliance,
compliance drift is another key concern. After compliance levels are attained,
organizations must ensure that the compliance levels are continuously
maintained.

Controlling costs is high on the priorities of IT leaders, affecting IT teams that are
being asked to do more with less. Organizations require a tool that is simple and
scalable. The tool must automate management capabilities so that costs and
complexity are controlled, while still being able to meet compliance mandates.

The Tivoli Endpoint Manager Agent constantly monitors endpoint compliance,
communicating endpoint status and providing real-time visibility through a single,
centralized console. And by using a continually updated policy database of
thousands of IBM Fixlet® messages, and providing the ability for clients to create
their own Fixlets, the Tivoli Endpoint Manager Server always contains current
endpoint compliance, configuration, and change status, enabling real-time
reporting. Reporting through a centralized console provides real-time visibility
into the configuration and compliance status in various easy-to-understand
reports.
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Managing compliance can be seen as operating in accordance with
expectations. These expectations are formalized from mission statements and
requirements that are derived from external laws and regulations, such as the
following examples:

Payment Card Industry Data Security Standard (PCI DSS)
ISO 27001/27002

Sarbanes-Oxley

Basel Il

Food and Drug Administration (FDA)

NERC-CIP

Health Insurance Portability and Accountability Act (HIPPA)
Federal Information Security Management Act (FISMA)
Gramm-Leach-Bliley Act (GLBA)

v
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Addressing these challenges requires a flexible, cross-platform approach that
provides the visibility of all of the IT endpoints of the organization and also the
control to manage the configuration. Continually enforcing the configuration of
endpoints helps to reach a compliant state and therefore satisfies the
stakeholders in an organization.

Audit reports help document the level of compliance to any internal policy,
external regulation, or applicable law. The mandate to produce these reports can
be a time-consuming process. Considering the management of endpoints starts
with managing the configuration of these endpoints. Enforcing the configuration
for a particular endpoint requires an intelligent agent to be deployed that
constantly evaluates the state of these settings. The unified Agent deployed with
Tivoli Endpoint Manager can identify current patch and configuration levels,
comparing them against defined policies. It can then apply operating system and
application updates, regardless of the endpoint location, connection type, or
status, and continuously enforce policy compliance, even if endpoints are not
connected to the network at all times.
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Compliance versus control: If you were audited (or if you audited someone
else), you probably know that there is a difference between being in
compliance and being in control:

» When you are in compliance, all your systems and processes are operated
and delivered according to the security policies and standards (and you
have evidence for compliance).

» When you are in control, you know what is in compliance and what is not,
you know why, and you create an action plan (and you have evidence for
control).

Now, which is more important? Being in control is more important because
you can be in compliance by accident. Furthermore, if you are compliant but
not in control, chances are high that you cannot stay compliant for long.

If you are in control, you end up being compliant eventually, or at least you
have it on record why you are not compliant.

In addition, if you are not compliant and not in control, gaining control must be
your primary goal, which is why more often regulations shift from compliance
to control objectives.

Addressing the security needs of endpoints has to be a holistic approach that
starts with gaining visibility into the endpoints within the infrastructure. The
saying that you cannot manage what you cannot see is as true in the realm of
security as it is anywhere else. To properly remediate vulnerabilities and enforce
configurations, you must first know which endpoints are at risk. Many failed
audits result from poor visibility into endpoint vulnerabilities due to endpoint
configuration drift, or the inability to rapidly deploy (and confirm) the application
of patches and updates.

Delivering a range of capabilities through a single intelligent agent at the
endpoint and a light but scalable platform can provide key security capabilities:

» Security standards support

Using the Tivoli Endpoint Manager platform and the single intelligent Agent
can shorten patching times and can provide feedback for assurance that the
actions taken are applied to endpoints even on low-bandwidth, globally
distributed networks, regardless of whether the endpoint is in or outside of the
organization firewall.

» Security configuration management

The capability to deliver meaningful information about the health and security
of endpoints regardless of location, operating system, applications installed,
or connection type.
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» Vulnerability management

Assesses endpoints against Open Vulnerability and Assessment Language1
(OVAL)-based vulnerability definitions and reports on non-compliance in real
time to support the elimination of known vulnerabilities across endpoints.

» Patch management

Using the Tivoli Endpoint Manager platform and the single intelligent Agent
can shorten patching times and provide feedback for assurance that the
actions taken apply to endpoints even on low bandwidth, globally distributed
networks regardless of whether the endpoint is inside or outside of the firewall
of the organization.

» Client manager for endpoint protection

Provides a single point of control for managing third-party antivirus and
firewall products from vendors, enabling organizations to enhance the
scalability, speed, and thoroughness of protection solutions.

A unified solution that incorporates this range of capabilities with a single console
can help organizations move to a unified management approach, enhancing
visibility and control. It can help bridge the gap between the establishment of
security strategy and policy, execution of that strategy, real-time operational
endpoint management, and security and compliance reporting, for example.

IBM Tivoli Endpoint Manager offers functionality that operates from the same
console, Management Server, and endpoint Agent. This approach can help to
consolidate tools, reduce the number of endpoint agents, and lower your
management costs.

Endpoint security and compliance management are important to managing IT
security. The ideal response involves a level of planning and assessment to
identify risks across key business areas, including people, processes, data, and
technology throughout the entire business continuum. It is important to plan a
holistic approach that can facilitate a business-driven security blueprint and
strategy that can act as an effective shield of defense for the entire organization.

We think that organizations must build services that are secure by design,
meaning that security is intrinsic to their business processes, their product
development, and their daily operations. It is factored into the initial design, not
added afterward. This methodology allows an organization to securely and safely
adopt new forms of technology that run on new endpoint devices, such as cloud
computing or virtualization used on netbooks and mobiles. Business models,
such as teleworking and outsourcing can be used more safely for cost benefit,
innovation, and a shorter time to market.

' For more information about OVAL, go to this website: http://oval.mitre.org/
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1.5 Conclusion

20

In this first chapter, we examined the business and technology drivers that
influence security in organizations. We then examined the approach and tools
available for considering a holistic approach to securing the IT operations of an
organization. The IBM Security Framework and the IBM Security Blueprint can
help avoid misalignment of priorities between IT and the business strategy.
These tools aim to ensure that every necessary IT security domain is properly
addressed when taking a holistic approach to business-driven security. We also
discussed the business context for specifically endpoint security and compliance
management.

This IBM Redbooks publication proceeds with a technical discussion around
endpoint security and configuration to meet compliance. The second part of this
book introduces a scenario for an organization that is looking for a solution to
endpoint security and compliance management. Chapter 5, “Overview of
scenario, requirements, and approach” on page 187 discusses the business and
functional requirements of the solution. It uses the IBM Security Blueprint as an
example of how an organization can comprehensively achieve core capabilities
to secure its operations as it implements a holistic approach to security.
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Introducing the IBM Tivoli
Endpoint Manager solution

In this chapter, we introduce the IBM Tivoli Endpoint Manager solution, which
offers various features to help administrators be in charge of their endpoint
environments. While introducing the platform and presenting methodologies and
processes used by Tivoli Endpoint Manager, we focus on the security and
compliance capabilities of the product.
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2.1 Overview

There is an unprecedented increase in the volume, virulence, and velocity of new
security threats plaguing every computing asset. Organizations recognize that
traditional systems management tools do not provide the ability to effectively
manage change to successfully defend against these new attacks. Traditional
tools cannot defend against attacks across large, geographically distributed
environments with a growing number of mobile computers that operate outside of
their secured network perimeter. Revealed vulnerabilities are being exploited by
the attackers within hours of releasing patches, well before most organizations
can respond.

Administrators must rely on latent data collected by a slow scanning process or
an intermittently scheduled resource-intensive agent, which is limited to only
computers that are online at that particular time. Administrators must create
custom packages or scripts to deploy and install the change. Typically, they have
little to no automated feedback on the progress of the deployment. Only after
rescanning or waiting for the agents to report on their predetermined schedule,
can administrators begin to calculate the success of the change. Often this
information comes days after the change was initiated.

Even worse, administrators have no ability to manage computers that are not
directly connected into the organizational network, for example, using virtual
private networks (VPNSs). Organizations must overcome these limitations and
meet the increasingly strict internal service level agreements (SLAs) and
regulatory compliance requirements. Organizations demand a systems
management platform that can scale to perform in (almost) real time across the
entire network. Organizations need to provide centralized reporting and
delegated administration even for computers not directly connected to the
organizational network at all times.

The security and compliance area is not limited to a definition of policies and
systems that are trying to evaluate whether the systems meet desired standards.
We must consider the following concerns:

» What is the desired solution availability?

How fast can the solution provide a remediation for recently discovered
vulnerabilities? How quickly can the fix be distributed among the components
of the managed environment? Do we get instant feedback about current state
of the fix deployment? Can we stage the fix propagation to allow controlled
distribution?

» What are the policy enforcement capabilities?

Does the solution allow for continuous evaluation of the managed systems?
Can it fix the application after the noncompliance is detected without
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administrator intervention? Is it able to fix the application without connection
to a central server (for example, a disconnected VPN link)?

What is the impact on the managed infrastructure?

What additional resources are required to set up the solution? Does the
solution provide any means to control network utilization? What are the
minimum hardware requirements?

What are the customization capabilities?

Is it possible to adapt solution capabilities to our needs without significant
effort? Can you customize the integration with the solution reporting
capabilities?

What is the cost of the solution?

How large of an environment can be managed from a single control center? Is
it possible to manage heterogeneous environments using a unified interface?

Is it possible to manage physically distributed locations? What is the required
size of the administrative team to manage the solution?

These questions are typically part of a long list of issues of which we must be
aware when managing the organizational infrastructure. There are many topics
associated with the security and compliance field. This chapter takes a
step-by-step approach, from a high-level description to a more detailed view, into
an endpoint management system. We focus on the security and compliance
aspect of the presented solution.

2.2 IBM Tivoli Endpoint Manager

IBM Tivoli Endpoint Manager is designed to address the increasingly complex
problem of keeping critical endpoint systems updated, compliant, and free of
security issues. By using patented Fixlet technology, Tivoli Endpoint Manager
can identify vulnerable and non-compliant systems throughout the organization.
Then, Tivoli Endpoint Manager can apply remediation measures from a central
management console.

By using the Fixlet technology, organizations can perform these functions:

>

vyvyyy

Analyze vulnerabilities

Automatically remediate networked endpoints

Establish and enforce configuration policies across the organization
Distribute and update software packages

View, modify, and audit the properties of endpoints

Chapter 2. Introducing the IBM Tivoli Endpoint Manager solution 23



Tivoli Endpoint Manager allows organizations to analyze the status of
configurations, vulnerabilities, and inventories, and to enforce policies
automatically in near real time. Administrators can create or customize Fixlet
solutions and Tasks to suit their specific requirements.

Organizations can keep their networked endpoints correctly configured, updated,
and patched from the central console. They can track the progress of each
endpoint system as updates or configuration policies are applied, enabling a
clear view of the endpoint compliance level across the organization. In addition,
Tivoli Endpoint Manager is able to examine managed endpoints by specific
attributes, group those endpoints into action deployments, deploy policies, or
manage endpoint assets. All results are logged for auditing while a web-based
reporting application can chart overall activity.

The Tivoli Endpoint Manager platform is architected for highly diverse,
distributed, and complex IT environments. It provides near real-time visibility and
control:

Single infrastructure

Single agent

Single console for systems lifecycle management
Endpoint protection

Security and compliance configuration management
Vulnerability management

vyVvVyVYyVvYyYVvYyyYy

This platform enables organizations to securely manage their global IT
infrastructures faster and more accurately, resulting in improved governance,
control, visibility, and business agility. Plus, it gives organizations the ability to
handle unforeseen challenges.

2.2.1 IBM Security Blueprint

To understand how to map the security capabilities of Tivoli Endpoint Manager to
the IBM Security Blueprint, see Figure 2-1 on page 26. This diagram shows the
functional components of the Governance, Risk, and Compliance solution
pattern with the Network, Server, and Endpoint domain. The highlighted
elements indicate those functional components that can be fulfilled, or
implemented, using Tivoli Endpoint Manager. This functional highlighting also
applies for the infrastructure service components.

Besides the darker highlighted elements, Figure 2-1 on page 26 also shows
medium-highlighted elements. Although Tivoli Endpoint Manager can address
these components to a lesser degree, the area of coverage is not a core function
of the product and is limited.
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The desired functionality of a solution can be determined by using the
Governance, Risk, and Compliance solution pattern with the Network, Server,
and Endpoint domain. Use the mapping in Figure 2-1 on page 26 as a quick
reference of the functional security management aspects of Tivoli Endpoint
Manager. This reference can help determine which functions of a solution are
adequately covered by using Tivoli Endpoint Manager.
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Figure 2-1 Mapping of Tivoli Endpoint Manager to the IBM Security Blueprint
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Tivoli Endpoint Manager is a multilayered technology platform that acts as the

central nervous system of your global IT endpoint infrastructure. As a dynamic,
content-driven messaging and management system, the technology distributes
the work of managing IT infrastructures out to the managed devices. The Tivoli

E

ndpoint Manager platform is able to operate in near real time, delivering the

scalability and performance that large organizations demand.

Acquisition information: As of February 2011, BigFix is officially integrated

into IBM. All BigFix products are integrated into the Tivoli Software portfolio

and rebranded as IBM Tivoli Endpoint Manager.

IBM Tivoli Endpoint Manager is derived from the BigFix Unified Management
Platform (http://www.bigfix.com). Because IBM recently acquired this

technology, this book sometimes refers to the platform as both Tivoli Endpoint

Manager and BigFix, for example, in URLSs to additional resources.

2.2.2 Platform

The Tivoli Endpoint Manager solution consists of five packages as part of the
overall offering:

vyvyyvyyvyy

Tivoli Endpoint Manager for Lifecycle Management
Tivoli Endpoint Manager for Security and Compliance
Tivoli Endpoint Manager for Patch Management
Tivoli Endpoint Manager for Power Management
Tivoli Endpoint Manager for Core Protection

These packages are depicted in Figure 2-2.

IBM Tivoli Endpoint Manager

for for for for
Security and Patch Power
Management Management

X =

Figure 2-2 Tivoli Endpoint Manager packages
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We describe these packages in detail in the following sections.

Tivoli Endpoint Manager for Security and Compliance

Tivoli Endpoint Manager for Security and Compliance addresses the security
challenges of distributed environments. Endpoint management and security are
included in a single solution that supports security among distributed endpoints.
This solution reduces costs and the complexity of management while increasing
business agility, speed to remediation, and accuracy. This offering provides these
functions:

» Automates time-consuming device configuration and change management
tasks.

» Effectively manages the compliance lifecycle with an ongoing, closed-loop
process.

» Gains greater visibility into network resources in dynamic and complex
environments.

» Provides accurate, precise, and up-to-the minute visibility into and continuous
enforcement of security configurations and patches.

» Centralizes the management of functions that provide advanced antivirus and
firewall protection.

» Employs a unified management infrastructure to coordinate among IT,
security, desktop, and server operations.

Tivoli Endpoint Manager for Security and Compliance reaches endpoints
regardless of location, connection type, or status. Tivoli Endpoint Manager for
Security and Compliance provides comprehensive management for all major
operating systems, third-party applications, and policy-based patches.

Tivoli Endpoint Manager for Lifecycle Management

Tivoli Endpoint Manager for Lifecycle Management addresses the management
challenges of distributed environments with real-time visibility and advanced
functionality. Tivoli Endpoint Manager for Lifecycle Management helps users see
and update systems and remediate issues with continuous management. With
Tivoli Endpoint Manager for Lifecycle Management, IT staff can maintain service
levels and focus on critical issues, and perform these functions:

» Manages hundreds of thousands of endpoints regardless of location,
connection type, or status.

» Manages heterogeneous platforms, such as Microsoft Windows, UNIX, Linux,
and Mac OS operating systems, running on physical or virtual machines.

» Employs an agent-based approach that delivers up-to-date visibility and
automatically remediates issues.

28 Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



» Reduces management complexity and cost, increases accuracy, and boosts
productivity.

» Simplifies and streamlines help desk calls and problem resolution with remote
desktop control.

» Shortens update cycles, improves the success rates for provisioning, and
reduces IT labor requirements.

Tivoli Endpoint Manager for Patch Management

Tivoli Endpoint Manager for Patch Management provides unified, real-time
visibility and enforcement to deploy and manage patches to all endpoints. Tivoli
Endpoint Manager for Patch Management uses a single console that supports
comprehensive patch management capabilities among distributed endpoints.
Tivoli Endpoint Manager for Patch Management reduces business risk, costs,
complexity, and time while enhancing security. This offering provides these
functions:

» Automatically manages patches for multiple operating systems and
applications across hundreds of thousands of endpoints regardless of
location, connection type, or status.

» Reduces security risks by cutting remediation cycles from weeks to days or
hours.

» Provides greater visibility into patch compliance with flexible, real-time
monitoring, and reporting.

» Provides up-to-date visibility and control from a single management console.

» Efficiently deploys patches, even over low-bandwidth or globally distributed
networks.

» Automatically remediates problems related to previously applied patches.

» Patches endpoints on or off the network, including roaming devices using
Internet connections.

Tivoli Endpoint Manager for Power Management

Tivoli Endpoint Manager for Power Management addresses the power
management challenges of distributed environments. Tivoli Endpoint Manager
for Power Management is a policy-driven power management solution that
supports comprehensive power control among distributed endpoints. Tivoli
Endpoint Manager for Power Management reduces energy usage and costs
while avoiding disruptions in systems management.
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This offering provides the following functions:

»

v

Controls energy costs with a centralized, scalable, policy-driven power
management system for all endpoints that run Microsoft Windows and Mac
operating systems.

Manages power settings for hundreds of thousands of endpoints regardless
of location, connection type, or status, from a single console.

Empowers users with an opt-in approach that allows them to select the
appropriate power profile.

Applies easily integrated capabilities to deal with common power
management issues, such as placing a continuously running personal
computer into hibernation during off-hours to save energy.

Creates what if energy usage scenarios to encourage conservation
initiatives.

Displays energy consumption as measures of power or carbon dioxide to help
encourage organizational efforts to go green.

Provides real-time visibility into current power usage and costs.

IBM Tivoli Endpoint Manager for Core Protection

IBM Tivoli Endpoint Manager for Core Protection manages both technology and
business risk. It protects physical and virtual endpoints from damage caused by
malware and other vulnerabilities. Tivoli Endpoint Manager for Core Protection
reduces the business disruptions that can result from attacks on endpoints. This
offering provides these functions:

>

Protects physical and virtual endpoints from damage caused by viruses,
Trojan horses, worms, spyware, rootkits, web threats, and their new variants.

Cross-references threat information with a large, cloud-based database
created by Trend Micro and continuously updated through the Trend Micro
Smart Protection Network.

Delivers increased protection through policy enforcement to ensure that
antivirus services are always installed, running and up-to-date.

Automatically cleans endpoints of malware, including processes and registry
entries that are hidden or locked.

Protects return on virtual desktop infrastructure (VDI) investments with its
virtualization awareness by preventing resource contention to enable higher
density of guests to hosts in virtualized environments.

Provides security for both fixed, network-connected endpoints and roaming,
Internet-connected endpoints.
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» Centralizes the management of functions that provide advanced antivirus and
firewall protection.

» Employs a unified management infrastructure to coordinate among IT,
security, desktop, and server operations.

» Supports the following operating systems: Windows family and Mac OS X.

2.2.3 High-level concept

The Tivoli Endpoint Manager platform is built around the following three key
concepts. These concepts work in concert to enable real-time visibility from a
single, central point of control:

» Single management Agent
» Single management Console and Server
» Single policy-based model

Single management Agent

The lightweight, intelligent Agent can be deployed on every desktop, mobile
computer, mobile device, and server that you want to manage. It has the
following characteristics:

» Multipurpose client that offers the ability to consolidate and replace existing
point-product software.

» Only 2 - 4 MB of required endpoint system memory.

» Real-time and continuous policy processing, remediation, validation, and
reporting.

» Policies remain enforced even when remote devices roam from the
organizational network.

» Support for dynamic queries and management actions.

» Policy-based and dynamic bandwidth throttling to work over Very Small
Aperture Terminal (VSAT), Multi-Protocol Label Switching (MPLS), and other
bandwidth-constrained networks.

» Broad platform support, including virtualized operating systems, such as
VMware ESX Server and Microsoft Hyper-V. For details, see “Tivoli Endpoint
Manager Agent” on page 35.

Single management Console and Server

The Console and Server work together to orchestrate a high level of visibility and
control and have the following characteristics:

» A basic Server model can manage up to 250,000 devices.
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» Built-in reporting and analysis tools.

» Support for automatic multiserver synchronization and nonstop services, even
during a disruptive event.

» Integrated security infrastructure controls Agent actions and ensures
administrator accountability.

» Capability to set configuration standards and baselines from defined groups
of managed agents.

» Standard SQL and SOAP interfaces for integration with other database
applications and systems.

Single policy-based model

The policy language, referred to as the Fixlet Relevance language (see
“Relevance” on page 40), is a published command language. With it,
organizations, business partners, and developers can create custom policies and
services for managed assets.

As a single method for interrogating and managing endpoints independently of
platform or domain, the policy language can be used to solve common problems
experienced by most organizations. Examples include deployment of patches,
configuration management, antivirus management, or dynamic queries and
remediation to manage unforeseen and unstructured problems. Without Tivoli
Endpoint Manager, these problems either cannot be solved or must be solved
manually. Solving them manually can take a long time and require excessive
amounts of resources. The policy language has these characteristics:

» Cloud-based service delivery of policy content for on-demand functionality

» New solutions provisioned without additional hardware, infrastructure, or
network changes

» Open architecture for easy policy customization and development

2.2.4 Managed environment

Figure 2-3 on page 33 depicts a sample environment that can potentially be
managed with Tivoli Endpoint Manager. In this section, we introduce the platform
elements and describe how to use them for endpoint management. For a more
technical description of the components, see 3.1, “Logical component overview”
on page 64.
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Figure 2-3 Sample environment managed with Tivoli Endpoint Manager

The Tivoli Endpoint Manager platform contains these major components:

v

vYvyy

Tivoli Endpoint Manager Server
Tivoli Endpoint Manager Console
Tivoli Endpoint Manager Agent
Tivoli Endpoint Manager Relay

These four components are initially described in the following sections.
Chapter 3, “IBM Tivoli Endpoint Manager component structure” on page 63
provides more detailed technical information.

Do not get confused: The terms Agent and Client are often used
interchangeably when discussing the platform. In this IBM Redbooks
publication, we refer to the platform as the Agent.

Tivoli Endpoint Manager Server

The Tivoli Endpoint Manager Server manages policy content, delivered in
messages called Fixlets (see “Fixlets and Tasks” on page 37) and updated
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continuously through the Tivoli Endpoint Manager Content Delivery cloud-based

service. The Server enables the operator to maintain real-time visibility and

control over all devices in the environment, including instantaneous discovery of
devices not yet managed. The Agent performs most of the analysis, processing,
and enforcement instead of the Server. Therefore, one Tivoli Endpoint Manager
Server can support up to 250,000 endpoints, enabling organizations to benefit
from their security and systems management investment. In most deployments,
there is usually only one Server. But, Tivoli Endpoint Manager can also work in
high-availability scenarios that combine multiple servers for safety and service

continuity.

Tivoli Endpoint Manager Console
The Tivoli Endpoint Manager Console (Figure 2-4) integrates all components to

provide a system-wide view of your networked computers, along with their

vulnerabilities and suggested remedies. As an authorized user, with the Tivoli
Endpoint Manager Console, you can distribute a fix to those computers that need
it, with no impact on the rest of the network.
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Figure 2-4 Tivoli Endpoint Manager Console
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The Tivoli Endpoint Manager Console is an application that can be run on any
Windows computer with network access to the Tivoli Endpoint Manager Server.
Because the Tivoli Endpoint Manager Console is the management center of
operations, we provide more detailed information about it in 3.1.4, “Console” on
page 71.

Tivoli Endpoint Manager Agent

The Tivoli Endpoint Manager Agent must be deployed on every device that you
want to manage by using the Tivoli Endpoint Manager platform.

The Agent accesses a collection of Fixlet messages (see “Fixlets and Tasks” on
page 37) that seek out security holes, vulnerabilities, and deviations from the
desired operating environment. If a vulnerability is found, the Agent can then
implement corrective actions received from the Console. In most cases, the
Agent operates silently, without any direct intervention from the user. However, if
you need to solicit user response, you can provide prompts with the solution.

The Agent is capable of assessing the state of the endpoint against the policy. It
can bring the endpoint back into compliance with the policy, without any
instruction from the management Server. This capability is true of the security
and systems management applications of the entire platform, from security
configuration management to software distribution to power management. Only a
single Agent is necessary.

The Tivoli Endpoint Manager Agent is designed to work continuously in an
endless loop, as shown in Figure 2-5. For more information, see 3.1.6, “Agent”
on page 77. An extended description of this loop, using a patch management
example, is presented in 2.3.2, “Patch management” on page 47.

IBM Tivoli
Endpoint
Manager

<2

b"c o ‘:,\-

Figure 2-5 Tivoli Endpoint Manager Agent evaluation loop
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Broad support: The Tivoli Endpoint Manager Agent can be deployed on a
wide range of endpoints, including Mac OS, Windows, Windows Mobile,
VMware ESX Server, Linux, and UNIX operating systems. For a more detailed
list of supported operating systems, go to this website:

http://support.bigfix.com/bes/misc/supportpolicy.html

Tivoli Endpoint Manager Relay

Relays are optional network components that can improve the performance of
your platform deployment. A Relay simultaneously mitigates two bottlenecks:

» It can relieve the load on the servers.

The Server has many duties, including distributing patches and other files. A
Relay can be set up to ease this burden so that the Server does not need to
distribute the same files to every Agent. Instead, the file is sent one time to
the Relay, which in turn distributes it to the Agents. The impact on the Server
is reduced, on average, by the ratio of Relays to Agents.

» It can reduce congestion on low-bandwidth connections.

If you have a Server that communicates with a dozen computers in a remote
office over a slow VPN, designate one of those computers as a Relay. Then,
instead of sending patches over the VPN to every Agent independently, the
Server only sends a single copy to the Relay. That Relay, in turn, distributes
the file to the other computers in the remote office over the LAN. This
effectively removes the VPN bottleneck for remote groups on your network.

A key benefit of deploying Relays is that they can be deployed on shared
hardware, such as file, print, or domain servers, or other computers, such as
kiosks, that are operational all the time. This way, organizations can scale with
minimal hardware requirements. Any Microsoft Windows, Solaris 10, Red Hat
Enterprise Liinux 4 or 5, or IBM AIX® 5.3 or 6.1 computer with an installed Agent
can be designated dynamically to be a Relay.1

2.2.5 Key terms

36

In this section, we describe the key terms that appear throughout this book.
These terms are elements of the Tivoli Endpoint Manager solution. Your
familiarity with them is important while we introduce the platform.

' For more information about operating systems support for Relays, go to this website:
http://support.bigfix.com/bes/misc/supportpolicy.html
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Fixlets and Tasks
Because Fixlets and Tasks perform similar functions, they are grouped together
into a single menu item in the console:

» Fixlets

A Fixlet is a piece of code within the Tivoli Endpoint Manager solution that first
identifies a problem situation, such as a missing operating system patch.

The Fixlet instructs the Agent on the endpoint to query the Server for this
missing patch and to download it to the endpoint. Fixlets are grouped into
sites that denote a collection of Fixlets that apply to a certain category of
issues to be managed, such as patch management. At this point, we begin to
see messages in the console that alert the operator to the current process
and show progress toward completion. These messges are called Fix/et
messages.

» Fixlet messages

Fixlet messages are the core of the Tivoli Endpoint Manager functionality.
Using Relevance statements, they can target specific computers, remediating
only those client computers with issues and never affecting the computers
that do not have issues. Fixlets come with an action script that can resolve
the issue with a single mouse click. Typically, when the action completes, the
Fixlet detects that the issue is no longer applicable to that computer.

While Fixlet actions propagate through your network, you can track their
progress with the console, Web Reports, and the Visualization Tool. After
every computer in your network is remediated, the Fixlet message disappears
from the list. If the issue reappears, the Fixlet again shows up in the list, ready
to address the issue again.

Fixlet messages contain a text description of the issue and can offer several
actions, including links to more information. Often, a Fixlet message has a
default action, allowing you to simply click from the Fixlet list to deploy it.

Fixlet messages can be grouped into Baselines, allowing even higher levels of
automation. If you create a Baseline of Fixlet messages that contain default
actions, you can turn the tedious chore of maintaining a common operating
environment into a single-click operation.

At any time, you can open a Fixlet message to inspect the Relevance
Expressions that target the Agents and the action script that remediates the
issue. This inspection capability provides a high degree of confidence in the
applicability and efficacy of the remedial action. You can also see which
computers on your network are affected by each Fixlet message. You can
view a history of the actions taken on an Agent-by-Agent basis.
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» Tasks

Tasks are similar to Fixlet messages, but are designed for ongoing tasks, and
as a consequence, they are more persistent. Tasks come with one or more
action scripts to help you to adjust settings or run maintenance tasks.

Tasks contain a description of the issue and might have a default action,
allowing you to click from the Task list to deploy it. Tasks and Fixlet messages
can be grouped into Baselines, allowing even higher levels of automation.

At any time, you can open a Task to inspect the Relevance Expressions that
qualify the Agents and the action script that addresses the Task.

Baselines

Baselines are collections of Fixlet messages and Tasks. They provide a powerful
way to deploy a group of actions across an entire network with a single
command.

Baselines provide a way to maintain a common operating environment. They
ensure that all users in any specific domain have the same software, patches,
and drivers. Baselines are easy to set up by selecting the Fixlet messages,
Tasks, and other Baselines that you want to be a part of the group. To limit the
scope of a Baseline, use a Relevance Expression to target any subset of your
network. Use IP addresses, computer names, operating systems, and other
qualifiers.

For example, create a Baseline named “All critical hotfixes”, and populate it with
all the current critical hotfixes available in the Fixlet list. Or, you might create a
Baseline named “Finance department Baseline”. This Baseline is designed to
keep that particular group of computers updated with the latest financial
programs, financial tables, updates, and patches.

Analysis

Analysis allows an operator to view and summarize various properties of client
computers across a network. There are several predesigned analyses supplied
by IBM that examine various aspects of your networked computers. These
analyses examine hardware, applications, and Server, Relay, and Agent
relationships.

Studying these predesigned analyses can be instructive when you want to create
analyses or customize existing analyses. Custom analysis can help you monitor
aspects of your network that are interesting or vital to the operation of your
organization.

The Retrieved Properties that form the foundation of each analysis are created
with Relevance Expressions. For example, to ensure that you fully deploy the
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most recent Agent software, you might use an expression, such as “version of
Agent”. This simple expression is evaluated on every computer where the
analysis is targeted. You can see explicitly which version of the Agent is running
on each computer. Or, you can view a summary of how many machines are
running each version.

Analyses are targeted with another Relevance statement. Generally, you want to
narrow the scope with a Relevance statement. If you specify the name of the
operating system as a lowercase term that starts with “win”, you limit the analysis
to Windows computers only.

Actions

Actions represent the core functionality of the system. Fixlet messages, Tasks,
and Baselines depend on Actions to execute their remediation mission.

Actions are typically scripts that can customize a specific solution for each Agent,
using the power of Relevance Expressions. Although the Relevance language
itself cannot alter an Agent, it can be used to direct Actions in a way that parallels
the original trigger. For example, a Fixlet might use the Relevance language to
inspect a file in the system folder. By using a similar Relevance clause, the action
can then target that same file without knowing explicitly where that folder is. The
Action author (and issuer) can concentrate on the issue without knowing where
the folder is.

You can inspect an Action script before you execute it by looking at the Details
tab of Fixlet messages and Tasks. You can also write your own custom Action
scripts.

Computer groups

With the Tivoli Endpoint Manager Console, you can group your computers so
that you can target them appropriately. You might want to group your
development computers, for example, to ensure that you do not interfere with
certain earlier software projects. There are several ways to group computers, but
the two most common techniques are manual grouping and automatic grouping.

Manual groups are static. Automatic groups can change dynamically, depending
on the current values of the inclusion properties.

Fixlet Sites

Upon installation, the platform automatically subscribes itself to the Fixlet Sites
that you select during installation. Each Fixlet Site contains a collection of Fixlet
messages that perform certain tasks. A sample list of Fixlet sites is presented in
Figure 2-6 on page 40.
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Figure 2-6 Fixlet Sites visible in the Console

Relevance

The Relevance language introduced in “Single policy-based model” on page 32
was developed to quickly inspect various aspects of a computer. This
human-readable language is at the core of Tivoli Endpoint Manager. It allows
Fixlet authors to target Actions at only those computers that need the fix, and no
others. Thus, you can be confident that only broken machines are being fixed
and that the rest are never bothered.

The Relevance language can query an exhaustive set of computer properties
quickly. Most Console operators rely on third parties to write Fixlet messages.
Their exposure to the Relevance language is not critical to operating the console.
However, you can customize the Console with short lines of code from the
Relevance language (called Relevance Expressions). These lines of code can
provide an unprecedented amount of control over the client computers in the
network.

You can use Relevance Expressions to create retrieved properties, which you
can then use to organize and filter the Agents in the network. You can experiment
and debug your Relevance Expressions using the Relevance Debugger, which is
automatically installed with the Console. The program can also format your
expression for easier reading. There are literally thousands of useful Retrieved
Properties, and there are far too many to list here.
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Relevance language: For tutorials, examples, and additional documentation
about the Relevance language, go to this website:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Fixlet%20Authoring

Dashboards and wizards

Dashboards are an internal part of the Tivoli Endpoint Manager Console. The
Dashboard aggregates information to present it to the user in a usable way. In
contrast to Fixlets and Analysis, where raw data and the compliance state are
presented, a Dashboard can initially evaluate and aggregate collected
information.

Dashboards are provided as a part of the Fixlet Site; thus, their functionality is
limited to that particular area typically. For example, a Dashboard that is part of

a

patch site might present status for computers and applied patches or percentage

compliance data regarding patch severity. A sample patch management
Dashboard is depicted in Figure 2-7 on page 42.
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Figure 2-7 Tivoli Endpoint Manager Console: Patch management overview dashboard

Wizards are similar to Dashboards, but the major difference is that wizards

facilitate administrative actions. A Dashboard is a report-oriented tool. A Wizard
can help the user perform actions, such as the automated creation and
deployment of Fixlets and Tasks or environment maintenance activities.

Web Reports

The Web Reports program can monitor, print, or archive the status of the local
database. It also can read the databases of other servers and aggregate the data
to offer a top-level view of the overall organization with multiple database servers.
Aggregation servers allow you to view information from multiple networks that
contain hundreds of thousands of computers.

With the Web Reports program, you can see an overview of your relevant Fixlet
messages and your remediation efforts. You can see charts that summarize the
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number of administered computers in your network and the vulnerability status.
In addition, you can see overall statistics and a list of the most common issues
that are detected. You can click these common relevant Fixlet messages to see
them in greater detail. In addition, you can see at a glance how remediation and
policy enforcement efforts progress.

Next, we look at the IBM Tivoli Endpoint Manager for Security and Compliance.

2.3 Tivoli Endpoint Manager for Security and
Compliance

Tivoli Endpoint Manager for Security and Compliance addresses security
challenges that are associated with complex, distributed corporate endpoint
environments. It helps ensure continuous protection and compliance by providing
endpoint security and compliance management in a single integrated solution.
This solution can close gaps in security exposures. This solution can bridge gaps
that exist between business functions, such as functions that establish and
execute strategy and policy, manage devices in real time, and generate security
compliance reports.

Tivoli Endpoint Manager for Security and Compliance offers the following

capabilities:

» Accurate up-to-the minute visibility into and continuous enforcement of
security configurations and patches.

» Centralized management for third-party anti-malware and firewall protection.

» Support for preferred practices that meet the US Federal Desktop
Configuration Control (FDCC) regulations and Defense Information Systems
Agency Security Technical Implementation Guides (DISA STIGs).

» National Institute of Standards and Technology (NIST) certified for both
assessment and remediation using the Security Content Automation Protocol
(SCAP). Tivoli Endpoint Manager for Security and Compliance is the first
product to be certified for these specific functions.

» Securely transmitted endpoint instructions as demonstrated through NIAP
CCEVS EALS and FIPS 104-2, Level 2 certifications.

» Support for the Open Vulnerability and Assessment Language (OVAL)
standard to promote open and publicly available security content.

» Ability to receive and act on vulnerability and security risk alerts published by
the SANS Institute.
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» Trending and analysis of security configuration changes available through
advanced reporting.

All products in the Tivoli Endpoint Manager family offer the following capabilities:

» Discover endpoints that organizations might not be aware were in their
environment.

» Provide a single console for management, configuration, discovery, and
security functions capable of simplifying operations.

» Use virtually any hardware or software property to target specific actions to
an exact type of endpoint configuration or user type.

» Employ a unified management infrastructure to coordinate among IT, security,
desktop, and server operations.

» Reach endpoints regardless of location, connection type, or status with
comprehensive management for all major operating systems, third-party
applications, and policy-based patches.

Tivoli Endpoint Manager for Security and Compliance enables automated,
targeted processes that provide control, visibility, and speed to effect change and
report on compliance. Remediation cycles are short and fast with malware and
virus issues addressed with rapid patch management capabilities.

2.3.1 Security functions

Tivoli Endpoint Manager for Security and Compliance offers a wide array for
functions. It offers the ability to add or remove targeted functions as and when
needed without adding additional infrastructure and incurring additional
implementation costs. Tivoli Endpoint Manager for Security and Compliance
offers the following core functions:

Patch management

Security configuration management

Security Compliance Analytics

Vulnerability management

Asset discovery

Multivendor endpoint protection management
Network self-quarantine

vVVvyYVYyVvYVYYVvYYyY

In the following sections, we briefly describe the security functions for Tivoli
Endpoint Manager for Security and Compliance. Later, we put more focus on
three of those core components:

» “Patch management” on page 47
» “Security configuration management” on page 52
» “Security Compliance Analytics” on page 56
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Patch management

The patch management capability includes a comprehensive list of capabilities
for delivering patches to many operating platforms and software vendors:

Microsoft Windows
UNIX

Linux

Mac OS

Adobe

Mozilla

Apple

vyVVyVYyVYVYVYYyY

This delivery capability allows Tivoli Endpoint Manager for Security and
Compliance to effectively deliver patches to distributed endpoints, regardless of
their location, connection type, or status. A single management server can
support up to 250,000 endpoints. Patch deployment times are shortened over
low-bandwidth and globally distributed networks without sacrificing endpoint
functionality.

Real-time reporting provides information about which patches are deployed,
when they are deployed, and who deployed them. Automatic confirmation that
patches are applied for a complete closed-loop solution to the patching process
is also provided.

Security configuration management

The Tivoli Endpoint Manager for Security and Compliance security configuration
features provide a comprehensive library of technical controls. These controls
assist in achieving security compliance by detecting and enforcing security
configurations. These technical controls are validated through the National
Institute of Standards and Technology (NIST).

Security Compliance Analytics

Tivoli Endpoint Manager for Security and Compliance Analytics (SCA) is a
web-based application for security and risk assessment. The system archives
security compliance check results to identify configuration issues and report
levels of compliance toward security configuration goals.

Vulnerability management

The vulnerability management feature enables organizations to discover, assess,
and remediate vulnerabilities before endpoints are affected. This feature
assesses systems against standardized Open Vulnerability and Assessment
Language (OVAL2) vulnerability definitions and reports non-compliant policies in

2 To find more information about OVAL, go to this website: http://oval.mitre.org/index.html
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real time. The result is enhanced visibility and full integration at every step in the
entire discover-assess-remediate-report workflow.

By using automated or manual actions, security administrators are able to
identify and eliminate known vulnerabilities on endpoints across the entire
organization. By using a single tool that discovers and remediates vulnerabilities,
security administrators can increase speed and accuracy and shorten
remediation cycles for patch deployment, software updates, and vulnerability
fixes. Security administrators can also extend security management to mobile
Agents on or off the network. They can set alarms to identify rogue assets and
take steps to locate them for remediation or removal.

Asset discovery

With Tivoli Endpoint Manager for Security and Compliance, asset discovery is no
longer a snapshot exercise. It creates dynamic situational awareness about
changing conditions in the infrastructure. The ability to scan the entire network
frequently delivers pervasive visibility and control to help ensure that
organizations quickly identify all IP-addressable devices. These devices include
virtual machines, network devices, and peripherals, such as printers, scanners,
routers, and switches, in addition to computer endpoints with minimal network
impact. This function helps maintain visibility into all organization endpoints,
including mobile and notebook computers that roam beyond the organization
network.

Multivendor endpoint protection management

This feature gives administrators a single point of control for managing third-party
endpoint security clients from the following vendors:

Computer Associates
McAfee

Sophos

Symantec

Trend Micro

vyvyyvyyvyy

With this centralized management capability, organizations can enhance the
scalability, speed, and reliability of protection solutions. The feature monitors
system health to ensure that endpoint security clients are always running and
that virus signatures are updated. In addition to providing a unified view of
disparate technologies, it facilitates migrating endpoints from one solution to
another with “one-click” software removal and reinstallation. Closed-loop
verification ensures that updates and other changes complete, including
Internet-enabled verification for endpoints disconnected from the network.
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Network self-quarantine

Tivoli Endpoint Manager for Security and Compliance automatically assesses
endpoints against required compliance configurations. If an endpoint is out of
compliance, the solution can configure the endpoint so that it is placed in network
quarantine until it complies. The Tivoli Endpoint Manager Server has
management access to the endpoint, but all other access is disabled.

Now, we look into those capabilities, starting with patch management.

2.3.2 Patch management

Patch management is challenging because of the massive complexity involved.
Despite the risks, organizations are reluctant to patch because of the required
time and labor, plus the potential of disrupting business operations. In an
organization with a heterogeneous hardware and software environment,
managing the multitude of patches and issuing them in a timely manner can
overextend IT staff and budgets.

What is needed is a rapidly deployable, cost-effective, and policy-based patch
management solution. Tivoli Endpoint Manager for Patch Management can
provide the solution:

» Works for all endpoints in organizations of all sizes, including the largest.
» Supports multiple vendors, operating systems, applications, and platforms3.

» Works over low-speed connections and supports devices that roam outside of
the organizational network.

» Minimizes the demand on IT staff.
» Operates in near real time, deploying patches organization-wide in hours.
» Presents the endpoint status continuously during the patching process.

A preferred practice approach of patching involves a closed-loop process with six
steps: research, assess, remediate, confirm, enforce, and report (as shown in
Figure 2-8 on page 48). Historically, many of these steps were implemented
through separate, non-integrated technologies, making it virtually impossible to
create a closed-loop, real-time patch management process. Tivoli Endpoint
Manager provides all of these steps as part of a unified, fully integrated process.
This process helps to enhance security and save money, time, and resources.

3 For more information about patch Fixlets for supported products, go to this website:
http://support.bigfix.com/resources.html#Patch
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Figure 2-8 Tivoli Endpoint Manager Agent processing flow

Research

The first step in the patch management process involves discovering which
patches are available. This discovery includes researching patch availability
through vendor email messages, application pop-up notifications, websites,
blogs, and various other sources. This process must be repeated for hundreds of
patches, across various operating system or application vendors.

One alternative is relying on default vendor auto-updates. This approach can
lead to mistakes that can have negative consequences. Automating the
acceptance of patches without testing them can put organizations at a huge risk.
There is no control over timing or reporting, and relying on users to apply
updates is risky and unreliable.

A better approach is for the patch management vendor to provide a consolidated
stream of the most common patches. The organization needs to evaluate each
load of patches only as they arrive and test them for compatibility with the
organizational environment. This approach allows for controlled deployment of
only selected patch packages. However, if this approach is not automated, it
requires significant time and resources that organizations might not have.

IBM acquires, tests, packages, and distributes patches from operating system
and common third-party application vendors directly to Tivoli Endpoint Manager
Servers. When a supported vendor releases a new patch, IBM receives the
patch, conducts preliminary analysis and creates patch Fixlets. The patch Fixlets
wrap the update with policy information, such as patch dependencies, applicable
systems, and severity level. Published Fixlets are then automatically downloaded
by Tivoli Endpoint Manager Servers. By using this solution for patching, you can
use the IBM provided Fixlets and organization-specific patches through a
wizard-driven interface. This process works for virtually any update, including
internal application patches.

Assess

For each identified patch, the IT organization must determine the applicability
and criticality of the update, identifying which endpoints need patching across the
organization. For security updates, this critical data translates directly into risk,
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because business risk increases with the number of unpatched endpoints. There
are tools that can help acquire this data, but many tools require days or weeks to
collect and collate this information by scanning every endpoint in the network.
Because many roaming endpoints are rarely connected to the network, this
process can potentially take days to complete. We want all this information to be
immediately available to system administrators at the time of patch release,
because many patches are time critical. The process of risk assessment and
patch prioritization must take place as quickly as possible.

Tivoli Endpoint Manager uses a single intelligent software Agent installed on all
managed endpoints to continuously monitor and report the endpoint state to a
Server. Patch Fixlets, which were created and applied in the previous step, are
delivered to the Tivoli Endpoint Manager Agent. The Agent compares endpoint
compliance against defined patch existence conditions. This information is
especially critical during emergency patch scenarios when a vendor releases a
highly critical, out-of-band patch. Organizations must rapidly quantify the overall
magnitude and risk from the related exploits. The assessment process is
executed in the infinitive loop to assure continuous monitoring.

Remediate

A patch is assessed and a determination is made to distribute it across the
organization. Then, it must be packaged and tested to ensure that it does not
conflict with other patches and third-party software installed on the target
endpoints. Patch prerequisites and dependencies, such as minimum service
pack levels, must also be determined. Usually, you apply and test the update on
a select number of endpoints before a general release. A process that can take
days or weeks to complete using manual tools.

After testing indicates that the patch is probably safe for organization-wide
deployment, it is applied to affected endpoints. It is applied typically in batches,
further extending the patch window. Long remediation times are primarily due to
the inability to rely on patch quality. Secondarily, long remediation times are due
to unreliable distribution mechanisms. Both reasons result in low first-pass patch
rates. Most organizations are therefore forced to proceed slowly in case a patch
causes an unforeseen problem. Organizations must also ensure that network
links are not overwhelmed by the patch distribution process. As a result,
remediation is often difficult to accomplish quickly and effectively on an
organizational scale.

Another major problem is that many patch management tools only work on
Microsoft Windows due to dependencies on tools, such as Windows Server
Update Services. Many of these tools do not work until endpoints are connected
to a high-speed corporate network, leaving roaming computers and other mobile
endpoints out of the update cycle for long periods.
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The automated update processes usually require that you enter the following
controls:

Patch installation time windows

Whether a user must be present

Reboot options

The method of distribution (including bandwidth and CPU throttles)
System type

User notification options

vVvyYvyvyYYyvyy

When new patch Fixlets must be evaluated by a Tivoli Endpoint Manager Agent,
an administrator can immediately determine the scope of the update. While the
Agent performs the continuous evaluation, a current list of noncompliant
endpoints is always available. Because patch Fixlets include distribution
instructions, there is no need to define them again. Administrators can then
spend time to determine this information:

When the patch must be distributed

What notification to display to users (if any)

Whether to allow users to delay a patch implementation and for how long
Whether to force or delay reboots

vyvyyy

Mostly within minutes, the Tivoli Endpoint Manager Agent receives the new patch
execution order. If that patch is applicable, it downloads and applies the patch,
reporting back success or failure within a short amount of time. During the
patching process, the Tivoli Endpoint Manager Relay structure is heavily used to
reduce network load and improve first-pass success rates.

It is an important advantage of the Tivoli Endpoint Manager solution that the
Fixlets are automatically distributed to an Agent. The Tivoli Endpoint Manager
method is that no action is carried out on a system without administrator
confirmation. The platform architecture assures that a Fixlet can only read
information using base operating system I/O. If changes are to be applied on a
target system, for example, a patch package needs to be installed, an
administrator confirmation is required. A security password and a digital
signature are required.

The solution introduces various access levels, ensuring that only authorized
administrators can create and distribute policies. Tivoli Endpoint Manager stores
audit information that tracks who ordered which policies to be applied to which
endpoints. Tivoli Endpoint Manager does not require specific operating system
expertise for the operators that initiate the remediation process.

Confirm

After patches are scheduled to be applied, successful installation must be
confirmed so that IT operations knows when the patch cycle is complete, and to
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support compliance reporting requirements. This data must be communicated
back to a central reporting system as fast as possible, ideally in real time.

After a patch is deployed, the Tivoli Endpoint Manager Agent automatically and
continuously reassesses the endpoint status to confirm successful installation.
The Tivoli Endpoint Manager Agent immediately updates the management
Server in near real time or at the earliest opportunity for roaming devices. This
step is critical in supporting compliance requirements, which require a proof of
patch installation. With this solution, an operator can observe the patch
deployment process in near real time, while Tivoli Endpoint Manager reports the
actual stage of the process in the Console.

Enforce

After the application of the patch, it is important to ensure that the update
continues to take effect. Users sometimes intentionally or accidentally uninstall
patches, and new applications or patches might corrupt existing updates. If a
patch is removed contrary to security policy, it must be reinstalled immediately. If
a patch creates a major problem after application, organizations must also be
able to issue a rapid mass rollback. The Tivoli Endpoint Manager Agent
continuously enforces patch policy compliance, ensuring that endpoints remain
updated. If a patch is uninstalled for any reason, the policy can specify that the
Agent must automatically reapply it to the endpoint as needed. If there are
problems with a patch, Tivoli Endpoint Manager operators can quickly and easily
issue a rollback to endpoints either in total or to a select few.

Report

Reporting is an important component of the patch management process.
Compliance policies might require detailed, up-to-date dashboards and reports
that indicate the risk position of the organization and the patch management
status. The Tivoli Endpoint Manager integrated web reporting capabilities allow
operators to view dashboards and reports. These dashboards and reports can
indicate the patches that were deployed, when they were deployed, who
deployed them, and to which endpoints. The dashboards show patch
management progress in near real time.

Tivoli Endpoint Manager for Patch Management solution

Tivoli Endpoint Manager for Patch Management offers wide coverage, speed,
automation and cost-effectiveness, providing comprehensive operating system
and third-party application patches. Policy-based controls provide administrators
with fine-grained, automated patch management capabilities, and
comprehensive reports. Policy compliance is continuously assessed and
enforced.
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Another key aspect of the architecture is support for endpoints that are on and off
the corporate network. Roaming devices, such as mobile computers, for

example, can receive patches through any Internet connection, such as Wi-Fi or
even dial-up. The patch management process is virtually transparent to the user.

Organizations might need to establish, document, and prove compliance with
patch management processes to comply with regulations, service level
agreements (SLAs), and policies. The ability of Tivoli Endpoint Manager to
enforce policies and quickly report on compliance can help improve the audit
readiness of an organization.

2.3.3 Security configuration management

Controlling the security status of managed environments is not limited to
applying the latest security patches. Security requirements relate to various
regulations, which are either internal to the organization or defined by
government or other organizations. External policies, prepared by different
organizations, define rules that must be obeyed to meet compliance levels. The
Tivoli Endpoint Manager platform offers a capability to support compliance
verification against various sets of rules, which is referred to as security
configuration management.

Tivoli Endpoint Manager provides a set of policy libraries. These libraries support
continuous enforcement of configuration Baselines, including reporting,
remediation, and confirmation of remediation of noncompliant endpoints in near
real time. This feature can deliver meaningful information about the health and
security of endpoints. This feature provides information regardless of location,
operating system, connection (including wired computers or intermittently
connected mobile computers), or applications installed. It can help consolidate
and unify the compliance lifecycle, reducing endpoint configuration and
remediation times.

The provided functionality in the security configuration management area is
similar to the functionality of patch management. The power of the Tivoli
Endpoint Manager platform is commonly used for multiple purposes.

Security Content Automation Protocol (SCAP)

The ability to automate technical configurations on devices across organizational
infrastructures is always a challenge. Organizations, such as the NIST, National
Security Agency (NSA), the Center for Internet Security (CIS), and the DISA
attempt to provide guidance through documentation, standards, and guidelines.
The real problem is to provide a means to translate regulations into rules and
make it work on the unified platform. As a part of security configuration
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management, SCAP is a method for automating the conversion of definition into
a set of assessment rules.

SCAP* consists of a set of standards that enable automated vulnerability
management, measurement, and compliance evaluation. Specifically, SCAP
addresses the following objectives:

» Enumerate software and security-related configuration issues.
» Measure systems to determine the presence of vulnerabilities.
» Evaluate the results of the compliance by defining measurement techniques.

SCAP consists of the following standards:
» Common Vulnerabilities and Exposures (CVE)

The SCAP CVE standard is a dictionary of publicly known information
security vulnerabilities that enable data exchanges between security
products. This standard provides a Baseline index point for evaluating the
coverage of tools and services. Tivoli Endpoint Manager supports CVE for
several versions of the product. Any security patch or vulnerability that has an
associated CVE ID and is available as either a SCAP data stream or is
available through other Tivoli Endpoint Manager developed processes
displays the relevant CVE ID within the Tivoli Endpoint Manager Console. For
more information, see this website:

http://cve.mitre.org/
» Common Configuration Enumeration (CCE)

The SCAP CCE standard provides unique identifiers to system configuration
issues to facilitate fast and accurate correlation of configuration data across
multiple information sources and tools. For example, CCE IDs can associate
checks in configuration assessment tools with statements in configuration
preferred practice documents. Tivoli Endpoint Manager supports CCE and
displays the CCE ID for each misconfiguration for which there is a CCE ID
within the Tivoli Endpoint Manager Console. In the case where a
misconfiguration is associated with multiple CCE IDs, all IDs are
cross-referenced and displayed. For more information, see this website:

http://cce.mitre.org/
» Common Platform Enumeration (CPE)

The SCAP CPE standard is a structured naming scheme for information
technology systems, platforms, and packages. CPE is based on the generic
syntax for Uniform Resource Identifiers (URI). CPE includes a formal name
format, a language for describing complex platforms, a method for checking
names against a system, and a description format for binding text and tests to
a name. Tivoli Endpoint Manager uses CPE to ensure that configuration

4 For more information about SCAP, go to this website: http://scap.nist.gov/
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settings are assessed on the correct system. Regardless of the operating
system, the CPE ID can identify a platform and ensure that an assessment is
performed. For more information, go to this website:

http://cpe.mitre.org/
» Common Vulnerability Scoring System (CVSS)

The SCAP CVSS standard provides an open framework for communicating
the characteristics of IT vulnerabilities. Its quantitative model ensures
repeatable, accurate measurement while displaying vulnerability
characteristics used to generate the scores. Tivoli Endpoint Manager
assesses and reports on vulnerabilities and quantifies the impact for multiple
computing platforms. For more information, see this website:

http://www.first.org/cvss
» Extensible Configuration Checklist Description Format (XCCDF)

The SCAP XCCDF standard is a specification language for writing security
checklists, benchmarks, and related documents. An XCCDF document
represents a structured collection of security configuration rules for several
sets of target systems. The specification also defines a data model and
format for storing results of checklist compliance testing.

SCAP data streams use the XCCDF format to translate underlying
configuration checks that are defined in Tivoli Endpoint Manager Fixlets.
When created, these SCAP-based configuration Fixlets allow administrators
to assess their computing assets against the SCAP-defined configuration
rules in real time and on a global scale. For more information, see this
website:

http://scap.nist.gov/specifications/xccdf/
» Open Vulnerability and Assessment Language (OVAL)

The SCAP OVAL standard is an international, information security community
standard that promotes security content and standardizes the transfer of this
information across an entire spectrum of security tools and services. The
OVAL language is a collection of XML schema for representing system
information, expressing specific machine states, and reporting the results of
an assessment. For more information, go to this website:

http://oval.mitre.org/

Security configuration management checklists

The checklists provided as part of Tivoli Endpoint Manager for Security and
Compliance enable organizations to gain visibility into the security configurations
of their systems. Checklists are provided for Windows, UNIX, and Linux systems
and are based on industry best standards. Organizations can use these
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checklists as a starting point or customize them through parameterization to
meet their specific security standards.

The following list presents the checklists that are available at the time of writing
this document:

» Federal Desktop Core Configuration (FDCC):

— Windows XP

— Windows XP Firewall
— Windows Vista

— Windows Vista Firewall
— Internet Explorer 7

» United States Government Configuration Baseline (USGCB):

Windows 7

Windows 7 Energy
Windows 7 Firewall
Internet Explorer 8

» Defense Information Systems Agency - Security Technical Implementation
Guide (DISA STIG):

— Windows XP

— Windows Vista

— Windows 7

— Windows 2003 Domain Controller/Member Server

— Windows 2008 Domain Controller/Member Server

— AIX5.1,5.2,and 5.3

— Red Hat Enterprise Linux 3, 4, and 5

— Hewlett-Packard UNIX (HP-UX) 11.00, 11.11, and 11.23
— Solaris 8, 9, and 10

Each checklist is offered as a Fixlet Site. The full solution contains Fixlets for
compliance state evaluation, analysis for detailed data review, and reporting.
Administrators can get the information about workstation noncompliance and
start the remediation action to fix the detected issue. We presented the
processing flow in Figure 2-8 on page 48. Tivoli Endpoint Manager Agent
performs the same activities related to the security configuration of examined
endpoints. The Agent delivers meaningful information about the health and
security posture of endpoints regardless of location, operating system,
applications installed, or connection type.

Checklist availability: The list of checklists provided by IBM might change
according to demands and needs.
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2.3.4 Security Compliance Analytics

Tivoli Endpoint Manager for Security and Compliance Analytics (SCA) is a
web-based application for security and risk assessment. The system archives
security compliance check results to identify configuration issues and report
levels of compliance toward security configuration goals.

SCA is a component of Tivoli Endpoint Manager for Security and Compliance. It
includes libraries of technical controls and tools based on industry best practices
and standards for endpoint and server security configuration. The technical
controls enable continuous, automated detection and remediation of security
configuration issues. Report views and tools for managing the security
configuration management checks are provided by SCA.

Tivoli Endpoint Manager for Security and Compliance Analytics generates the
following reports, which can be filtered, sorted, grouped, exported, printed,
emailed, and customized using any set of Tivoli Endpoint Manager properties:

Overviews of Compliance Status and History

Checklists of Compliance Status and History

Checks of Compliance Status, Values, and History
Computers and their Compliance Status, Values, and History
Computer Groups and their Compliance Status and History
Exceptions and their Management, Status, and History

vVvyyvyvyYYyy

By using Tivoli Endpoint Manager for Security and Compliance Analytics, you
can navigate and explore security configuration check results. Each computer in
your deployment evaluates the appropriate security configuration management
checks that you activated using the Tivoli Endpoint Manager Console. Each
computer reports a pass, fail, or not applicable for each check. Each endpoint
also reports computer properties and analysis values, such as security
configuration management check measured values, that are active in your Tivoli
Endpoint Manager deployment.

The security configuration management check results are aggregated by the
Tivoli Endpoint Manager for Security and Compliance Analytics server. The
check results are augmented with computer properties and analysis values to
provide compliance overviews and drill-down lists into the results. Your
navigation paths through these overviews and detailed report views vary
depending on the desired compliance reports.

Security and Compliance Analytics reporting

Tivoli Endpoint Manager for Security and Compliance Analytics reports display
graphical and tabular views of aspects of your deployment compliance status.
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Four major report types are available in the system. Each type displays a
different, configurable view of the current and historical compliance status of the
deployment. All users with accounts on the system can see all report types. The
data visible to each user depends on the computers to which they are granted
visibility.

Tivoli Endpoint Manager for Security and Compliance Analytics provides the
following set of reports:

» Overview reports

This type of report is designed to present general information about selected
objects. It can provide high-level information about object relationships, for
example, on how many computers a particular check is being evaluated. It
provides the graphical representation of the compliance state changes. The
following types of reports are available:

— Deployment Overview: This report shows deployment information (such as
quantity of computers and quantity of checks). It shows the overall,
historical aggregate compliance for all checks on all computers visible to
the logged-in user. This report is presented in Figure 2-9 on page 58.
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Figure 2-9 Security and Compliance Analytics: Deployment Overview report

— Checklist Overview: This report shows information about a single checklist
(such as quantity of checks in the checklist). It shows the overall, historical
aggregate compliance for the checklist as applied to all computers visible
to the logged-in user.

— Check Overview: This report shows information about a single check
(such as check source and check description). It shows the overall,
historical aggregate compliance of the check as evaluated by all
computers visible to the logged-in user. A sample Check Overview report
is depicted in Figure 2-10 on page 59.
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Figure 2-10 Security and Compliance Analytics: Check Overview report

— Computer Group Overview: This report shows information about a
computer group (such as number of children/subgroups and number of
member computers). It shows the overall, historical aggregate compliance
of the group.

— Computer Overview: This report shows information about a single
computer (such as number of checks evaluated on the computer). It shows
the overall, historical aggregate compliance of all checks evaluated by the
computer.

» List reports

List reports provide more detailed views of the inspected aspects. These
reports organize data into a table that allows a high level of customization for
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an administrator. Each overview report described (other than the Deployment
Overview) has a corresponding list report. In addition, there are two special
reports available: Check Results and Exception Results. The following list
presents all types of list reports:

— Checklists: This report shows the list of checklists in the deployment along
with attributes of each checklist. It shows the overall, historical aggregate
compliance results of all checks on all visible computers for each checklist.
A sample report is shown in Figure 2-11.
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Figure 2-11 Security and Compliance Analytics: Checklists report

— Checks: This report shows the list of checks in the specific scope along
with attributes of each check. It shows the overall, historical aggregate
compliance results (that is, the aggregate of all the visible computer pass
or fail scores) of each check.

— Computer Groups: This report shows the list of all computer groups in the
specific scope visible to the logged-in user along with the attributes of
each group. It shows the overall, historical aggregate compliance results of
all checks on all computers in each group.

— Computers: This report shows the list of all computers in the specific
scope visible to the logged-in user along with attributes of each computer.
It shows the overall, historical aggregate compliance results of all checks
evaluated on the computer.

— Check Results: This report shows the list of all checks and all computers in
the specific scope visible to the user along with attributes of each
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computer and each check. It shows the historical compliance result (pass,
fail, excepted, or not applicable) for each check on each computer. This
report allows an administrator to inspect each check result collected by a
Tivoli Endpoint Manager Agent. Beside the typical compliance state, it
offers additional functionality to review the actual data that was gathered
from the endpoint by activated analysis. Based on that information, an
administrator can review why the computer was marked as noncompliant.
A sample Check Results reports is presented in Figure 2-12.
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Figure 2-12 Security and Compliance Analytics: Check Results report

— Exception Results: This report shows the list and status of exceptions in
the specific scope applied to each computer visible to the logged-in user,
along with attributes of each check, each computer, and each exception.
Because exceptions are inevitable in any managed environment, this
report provides a detailed view of all defined rules including the time frame
within which the particular exception is effective. Figure 2-13 on page 62
shows a sample Exception Results report.
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Figure 2-13 Security and Compliance Analytics: Exception Results report

2.4 Conclusion

In this chapter, we introduced the Tivoli Endpoint Manager platform and
explained how it can provide an organization with visibility, control, and accuracy
over its distributed endpoints. We explained how Tivoli Endpoint Manager can
safeguard the endpoint devices of an organization. It enforces security
compliance by using security configuration management and patch distribution
for operating systems and applications. We also explained that Tivoli Endpoint
Manager can provide both near real-time and historical compliance data for
every endpoint by using the Console, Web Reports, or Security and Compliance

Analytics.
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IBM Tivoli Endpoint Manager
component structure

In this chapter, we introduce the major components of the Tivoli Endpoint
Manager solution by presenting an initial component overview. We then
decompose the elements that make up the Tivoli Endpoint Manager system. This
information can help you better understand sizing, deployment options, and other
architectural considerations.

Where relevant, we identify key differences between Version 8.2 of the Tivoli
Endpoint Manager system and the previous editions.
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3.1 Logical component overview

In 2.2.4, “Managed environment” on page 32, we introduced the key components
of the Tivoli Endpoint Manager platform. In Figure 3-1, we depict these
components placed in a logical context; in this section, we take a closer look at
each of these components.

TEM Relay

TEM Agent

neo

il

~—

\

)
TEM Fixlet TEM Server TEM Console
Server

Web Reports

TEM Analytics

Database

€

[GIIIGS GGG &30
Unelzr Orgzanizaiions Conirol

Web
.eport '

Database

Figure 3-1 High-level components in a logical context

Most of the components in Figure 3-1 are within the control and responsibility of
the organization that deploys the overall solution, except for the Tivoli Endpoint
Manager Fixlet Servers. The Fixlet Servers exist outside of the organizational
control and are hosted by IBM.

Arrows in the diagram indicate data flow, not network traffic initiation. Network
flow is examined further in 3.3, “Network communications and usage” on

page 106. Figure 3-1 shows that data flows from the Fixlet Servers (external to
organization) into the Tivoli Endpoint Manager Server. This diagram does not
mean that the Fixlet Servers initiate the connection; it merely depicts the way that
the data flows.

A basic Tivoli Endpoint Manager solution contains a Tivoli Endpoint Manager
Server, Tivoli Endpoint Manager database, Tivoli Endpoint Manager Console,
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and one or several Tivoli Endpoint Manager Agents. Tivoli Endpoint Manager
Relays are suggested in most deployments. Other components are optional,
depending on what features of the system the organization plans to use.

Next, we explain each component in turn and its role in the overall system.

3.1.1 Fixlet Server

We first look at the Fixlet Servers and how they interact with the Tivoli Endpoint
Manager Server, shown in Figure 3-2.

TEM Fixlet TEM Server
Servers

Figure 3-2 Fixlet Server component in context

In 2.2.5, “Key terms” on page 36, we briefly introduced Fixlet messages and
Sites. Sites are a logical collection of Fixlets that are related in some way. For
example, they all relate to patching Microsoft Windows endpoints. Or, they relate
to measuring and managing compliance to a particular standard or operating
system. These Sites are normally hosted on the IBM Tivoli Endpoint Manager
Fixlet Servers as a cloud service and are therefore external to the organization
that uses Tivoli Endpoint Manager. A Fixlet Server is not a component that the
organization must build or maintain.

By hosting the sites externally, each organization can subscribe to a content feed
from these servers and receive updates to their content dynamically, when that
content changes. This approach removes the manual steps required to ensure
that the organization has the latest patches, compliance controls, or any other
update to a subscribed site.

Obtaining updates in this way does not actively change your environment, it
merely provides the new content. Use of this new content to change the
organization endpoints must still be performed by an approved administrator.
Furthermore, any existing actions are equally not affected by this new content.

3.1.2 Tivoli Endpoint Manager Server
Next, we look at the Tivoli Endpoint Manager Server. We look at how it interacts

with the other surrounding Tivoli Endpoint Manager components, shown in
Figure 3-3 on page 66.
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The Tivoli Endpoint Manager Server provides the central server functionality for
administering the Tivoli Endpoint Manager infrastructure. It forms the core of the
Tivoli Endpoint Manager system, orchestrating the flow of information. It
distributes content to Relays and Agents, and it brokers the data returned for
insertion into the Tivoli Endpoint Manager database. The Tivoli Endpoint
Manager Server is the only device responsible for obtaining information from the
external Fixlet Servers. It is often the only device in the entire Tivoli Endpoint
Manager system that needs access to the Internet. Even access to the Internet
can be avoided with air-gap1 configurations, in which the Tivoli Endpoint
Manager Server exists in an environment logically isolated from the Internet. The
Tivoli Endpoint Manager Server brokers most access to the Tivoli Endpoint
Manager database, reducing the exposure of the database to the network.

Figure 3-3 Server component in context

The Tivoli Endpoint Manager Server is an application that requires little resource.
Most resources are required by the Tivoli Endpoint Manager database, which is
often installed on the same system with the Tivoli Endpoint Manager Server. The
Tivoli Endpoint Manager Server is administered by authorized users or
operators, connecting to it by using the Tivoli Endpoint Manager Console. It is the
responsibility of the Tivoli Endpoint Manager Server to authenticate operators.

' In an isolated or “air-gap” configuration, external data must be manually brought into the system
because Tivoli Endpoint Manager has no Internet access. IBM provides tools to facilitate this
process.
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Important: When deploying the Tivoli Endpoint Manager database on the
same system as the Tivoli Endpoint Manager Server, ensure that the
database is configured not to use all available memory. Leave at least 4 GB,
preferably 8 GB, free for the Tivoli Endpoint Manager Server and other OS
operations. This amount helps to avoid overuse of the virtual memory system
and paging. Overuse can slow down the Tivoli Endpoint Manager operations.

The Tivoli Endpoint Manager Server receives data from Agents and Relays in the
form of a report, which it stores in the Tivoli Endpoint Manager database. This
data is made available through the Web Reports Server by periodic
synchronization. Equally, the Console provides a view of the reported data to the
Console operators.

When the Tivoli Endpoint Manager Server is installed, a private/public key pair is
generated. The Tivoli Endpoint Manager Server private key must be treated with
the highest level of security. It is central to the security of the overall Tivoli
Endpoint Manager system and must be protected against unauthorized access.
The public key is digitally signed by IBM Tivoli and inserted into a file called the
masthead. The masthead, containing the digital certificate from the Server, exists
on all Tivoli Endpoint Manager Relays and Tivoli Endpoint Manager Agents. Two
important features are enabled:

» Content validation

All Fixlets (including Actions) are digitally signed by the Tivoli Endpoint
Manager Server. This digital signature is verified by the endpoint before
acting upon any Fixlet or Action. If the validation fails, the content is ignored.
This technique ensures that no one can masquerade as the Tivoli Endpoint
Manager Server, or cause any action to be taken, unless they have the Tivoli
Endpoint Manager Server key material. Even if a malicious party obtained
access to the Tivoli Endpoint Manager database, that person cannot cause
Tivoli Endpoint Manager to act. It is imperative to protect the Tivoli Endpoint
Manager Server private key.

» Message level encryption

Message level encryption (MLE) allows a Tivoli Endpoint Manager Agent to
return information to the Tivoli Endpoint Manager Server as encrypted data
(encrypted reports). This encryption exists at the data level and not the
transport level. An encryption public key is added to the Agent masthead file2.
The Agent generates a “session key” (Advanced Encryption Standard (AES)
256) that it uses to encrypt the data. This “session key” is then encrypted with
the “encryption public key”, resulting in an “encrypted session key”. The

2 All Tivoli Endpoint Manager Servers have a public/private key pair, but the additional encryption
public/private keypair is only needed when MLE is enabled. The encryption public/private key pair is
generated by using the BES Administration tool.
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“encrypted session key” is added to the report to be sent to the Server.
Effectively, the data is only decryptable by an entity with the “encryption
private key” that corresponds to the “encryption public key” from the
masthead file. In most circumstances, this entity is the Tivoli Endpoint
Manager Server, but it is also possible to provide the “encryption private key”
to Tivoli Endpoint Manager Relays. The use of this mechanism is depicted in

Figure 3-4.
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Figure 3-4 Message level encryption key use

Encryption versus signing: MLE does not encrypt data sent to the
Agents, only data that comes from the Agents. Data sent to the Agents is
digitally signed. Data from the Agent is not. With these functions, data from
the Server is digitally signed. Data to the Server is encrypted.

Think of Tivoli Endpoint Manager as a Secure Question and Answer System. The
Tivoli Endpoint Manager Server distributes content in Fixlet messages. For more
information, see 3.2.8, “Fixlet message structure” on page 105. Think of the
content of the Fixlet messages as the questions that we want answered by the
endpoints. Often, these questions are answered with true or false (yes or no),
such as “Do you need Patch MS11-056?” But, you can also have more
interesting questions, such as “How much free disk space does the computer
have?” One major benefit of the Tivoli Endpoint Manager system is the ability to
change an environment, to fix the issues that are identified. Tivoli Endpoint
Manager calls these instructions Actions, another type of Fixlet message.

We described five major types of Fixlet message (also known as Fixlets, which is
a trademarked term)in the previous chapter:

» Fixlet: Identifies a problematic situation with knowledge of how to fix it.

» Task: Like a Fixlet, but it does not require a problem.

» Baseline: A Meta Fixlet (or Fixlet of Fixlets). A container for other Fixlets and
Tasks, deployable as a single entity.

» Analysis: More detailed questions provide more insight into a situation.
Typically, it is more than yes or no answers.
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» Action: The approved, signed execution of a Fixlet, Task, or Baseline.

The Tivoli Endpoint Manager Server can run on almost any current version of
Microsoft Windows. For production deployments, it is advisable that the Tivoli
Endpoint Manager Server is deployed on either of these versions:

» Microsoft Windows 2008
» Microsoft Windows 2008 R2 (suggested)

The Tivoli Endpoint Manager Server greatly depends on the database software,
which must be one of the following products:

» Microsoft SQL Server 2005
» Microsoft SQL Server 2008
» Microsoft SQL Server 2008 R2 (suggested)

The choice between standard and enterprise editions of both OS and SQL
Server depends on the size of the deployment. For more information, see the
IBM support website:

http://support.bigfix.com/bes/install/serverreq.html

There are no other software requirements for the Tivoli Endpoint Manager
Server.

Previous versions: If you use a version of Tivoli Endpoint Manager before
Version 8.2, the Console, Server, or database interactions differ slightly:

» The Server is not involved in authenticating Console users.

» Content is not signed by the Tivoli Endpoint Manager Server, but by a
Console user that uses its own key issued by the Tivoli Endpoint Manager
Server.

» The Console wrote directly to the database and then notified the Server
that content changed.

3.1.3 Database

Next, we take a closer look at the Tivoli Endpoint Manager database and how it
interacts with the Tivoli Endpoint Manager Server and Analytics components,
shown in Figure 3-5 on page 70.
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Figure 3-5 Database component in context

The Tivoli Endpoint Manager database stores the digitally signed Fixlet
messages, results returned from endpoints, and other configuration information.
To facilitate multiple Agents that report the results of Fixlets and Analysis to the
Server, the database is designed for write optimization (instead of being
designed to read large amounts of data quickly). The database mostly writes
small amounts of data. The configuration must deliver good performance from
the database, which is discussed in the IBM developerWorks® wiki®. The Tivoli
Endpoint Manager database is named “BFEnterprise”.

Various technologies are used for the database storage. Storage latency is
identified as a large factor in the storage technology selection for a deployment,
as well as I/0 operations per second (IOPS) and throughput.

Solid-state PCle performance: A RAID 10 configuration generally is an
excellent choice. The IBM High IOPS PCle Solid State Storage technology is
used in many large deployments where database performance is critical. The
following solid-state PCle performance information is from
http://www.ibm.com/systems/storage/disk/ssd/:

Latency of 50 ps, 1/100th of a reference mechanical hard disk (15K RPM)
100,000 IOPS versus 420 IOPS for a reference mechanical hard disk
On-chip redundancy lessens the need for RAID

Predictable mean time between failures (MTBF) with no mechanical parts
High IOPS and throughput

Low-power utilization, reducing heat in the data center to help ensure
longevity

YVVYVYVYYVYY

The database schema is open and available, allowing the organization and other
users to access the data with tools external to the Tivoli Endpoint Manager
System. Other application programming interfaces (AP|S4) are also available that
might be preferable. A SOAP-based API to the Server is available instead of
communicating with the database and exposing it on the network.

3 https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=en#/wiki/Tivoli%20
Endpoint%20Manager/page/Server%20Disk%20Performance

4 https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=en#/wiki/Tivo1i%20
Endpoint%20Manager/page/Customizations
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The Server brokers most connections to the database, except when the
database is deliberately exposed to allow external entities to query it.

Itis common to see the Server and the database on the same physical system as
the Tivoli Endpoint Manager Server. This design reduces the communication
path between the Tivoli Endpoint Manager Server and the Tivoli Endpoint
Manager database and has other benefits. However, you must be careful to
ensure that the system has enough resources to prevent it from exhausting
physical memory. Be careful to ensure that I/O bottlenecks are avoided. They can
occur when you use the same disks and file systems for both the Tivoli Endpoint
Manager Server and the Tivoli Endpoint Manager database. Counter this issue
by using different disks for the database to avoid possible contention.

The Tivoli Endpoint Manager database and the Tivoli Endpoint Manager Server
components can be on physically separate devices. However, with the amount of
data exchanged between the Tivoli Endpoint Manager Server application and the
Tivoli Endpoint Manager database, performance is optimized when they coexist
on the same physical system. Both configurations are supported: the database
and Server physically separated or collocated on the same system. Chapter 4,
“IT endpoint security and compliance solution design” on page 125 identifies
configuration considerations.

The role of the database is to store the current state of the Tivoli Endpoint
Manager environment. It does not store historical information or capture previous
states of the endpoints. It represents the state of the organization endpoints at
the current point in time. For historical representations of data, see 3.1.8,
“Analytics” on page 84.

Previous versions: If you use a version of Tivoli Endpoint Manager before
Version 8.2, the Console/Server/database interactions differ slightly:

» The Tivoli Endpoint Manager database is more exposed in versions before
Version 8.2. Consoles are required to connect directly to the database for
authentication and to change the Tivoli Endpoint Manager system.

» Users are authenticated by their database passwords.
» Content is signed with the Console user key.

» The Console wrote directly to the database and notified the Server that
content changed.

3.1.4 Console

The Tivoli Endpoint Manager Console allows an operator to interact with the
Tivoli Endpoint Manager Server, shown in Figure 3-6 on page 72.
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Figure 3-6 Console component in context

The Console is a Microsoft Windows application that is used to administer and
configure the Tivoli Endpoint Manager environment. It provides its operators with
a single tool to view the security status of all endpoints that report to the system,
such as their security patch status or compliance to corporate policy. It presents
the Tivoli Endpoint Manager operator with reports, dashboards, and an overall
view of the system.

Operators can be restricted to prevent them from seeing certain content and
specific endpoints (including groups of machines). For more information about
the various users of Tivoli Endpoint Manager, see 3.1.10, “Users” on page 86.
The Console communicates with the Tivoli Endpoint Manager Server over a
Secure Sockets Layer (SSL)-encrypted HTTP connection (HTTPS), ensuring
that the interaction between the two components remains secure.

Authenticating Console operators is performed at the Server, which in turn might
authenticate the user locally or by using a directory service. When a user
changes content, the content is sent over the HTTPS connection to the Server
where it is digitally signed by the Server. The content is entered into the database
before the Tivoli Endpoint Manager Server notifies Agents of the changed
content.

An in-memory cache is used by the Tivoli Endpoint Manager Console for data
that is received from the Server. By maintaining a sequence number for the
received data, the Console can request only the data that is updated after the
current sequence number. This method reduces network utilization for Console
operations. The frequency of this update must be tuned to the size of the
deployment of the organization. In small deployments, the default refresh of 15
seconds is good. In a large deployment, 15 seconds might not be long enough to
retrieve a single update before the next update is requested. Increasing the
refresh frequency can make the Console more responsive and further reduce
network utilization.

Even by reducing the Console refresh rate, there is still a large amount of data
that is exchanged between the Console and the Server. This volume is
compounded by having multiple Consoles, which occurs in every deployment
that we see. Large amounts of data transferred across a network, particularly
where Remote Access, WAN, or High Latency links are involved, can adversely
affect the network performance.
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To combat this issue, we often see Console operators use a remote desktop
technology to log in to a Server that is both physically and logically close to the
Tivoli Endpoint Manager Server. They typically use the same network switch.
From this “Remote Console Server”, multiple Consoles can be run by multiple
operators. By using a “Remote Console Server™, the operator no longer receives
large amounts of data across the network to a Console that runs on the
workstation of that operator. Instead, the large amounts of data move between
the Server and the Console close to the “Remote Console Server”. Only the
presentation layer is transferred across the network to the remote desktop
application of the operator.

The Tivoli Endpoint Manager Console requires Microsoft Windows XP or later.
The content of the reports, dashboards, wizards, and other elements are
delivered by using various web technologies through an embedded browser
(Internet Explorer) in the Console application. Each of these browsers can
require additional products, such as Adobe Flash.

Remote desktop: We commonly see Citrix, Microsoft Terminal
Services/Remote Desktop, and Virtual Network Computing (VNC) used in this
capacity. Each product has advantages. The choice is typically based on the
product that is commonly used by an organization. The server is typically
dedicated to running Tivoli Endpoint Manager Consoles. The Console is a
32-bit application. The in-memory caching can potentially use as much as

4 GB per console (for large installations).

5 Tivoli Endpoint Manager Console server is not an official part of the Tivoli Endpoint Manager
System. It depicts a server that is running multiple Consoles that reside physically and logically
close to the Tivoli Endpoint Manager Server.
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Previous versions: If you use a version of Tivoli Endpoint Manager before
Version 8.2, the Console, Server, and database interactions differ slightly:

» Users each have a unique private/public key pair.
» Users are authenticated by their database passwords.
» Content is signed with the Console user key.

» The Console writes directly to the database and then notifies the Server
that content is changed.

» The Remote Desktop Server must be close to the Tivoli Endpoint Manager
database, not the Tivoli Endpoint Manager Server.

» Creating users with a user interface (Ul) is now performed by using the
Console and not in the BESAdmin tool.

» When logging in, you no longer select an Open Database Connectivity
(ODBC) connection. Instead, you provide the URL/IP address of the Tivoli
Endpoint Manager Server to which you want to connect.

3.1.5 Relay

Next, we take a closer look at the Tivoli Endpoint Manager Relay and how it
interacts with the Tivoli Endpoint Manager Server and Agent, shown in

Figure 3-7.
)
TEM Agent
TEM Server §
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Figure 3-7 Relay component in context

The Tivoli Endpoint Manager Relay component plays a key role in obtaining the
high levels of scalability that the Tivoli Endpoint Manager system can reach. The
Relay offloads downloading updates and receiving reports from endpoints away
from the Server, and maintains a low resource footprint. The footprint is so low
that the Relay is designed to operate on an endpoint, sharing its available
resources. It is intended that, for most circumstances, an organization does not
dedicate hardware and OS resources to a Relay.
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Relays have parents and children. Parents can either be Relays or the Tivoli
Endpoint Manager Server. Children can either be Relays or Agents. In this way,
the Relays can form an n-Tier hierarchy to move information between the Tivoli
Endpoint Manager Server and Agents.

We often see Relays installed on file and print servers, domain controllers, and
department servers, all of which do not primarily act as a Relay. Similar to other
components in the Tivoli Endpoint Manager system, the Relay is a self-contained
web-based application (it does not need a separate web server). The Relay
workload is demand-driven (performing tasks requested by the Agents or
Server). Even though we describe the use of “shared servers” as Relays, you can
also run Relays on desktop computers. The Relay requires few resources.

Candidacy: Relays can be installed on various machines. It is important to
identify devices with a static IP address (or infrequently changing IP address).
The devices must be consistently online and available within the Tivoli
Endpoint Manager environment. Notebooks and mobile devices are poor
candidates for Tivoli Endpoint Manager Relays.

IBM suggests a ratio of one Relay for each 1,000 Agents in a shared
environment. We advise that you use a lower ratio if your Relays are not
servers, for example, desktops or workstations.

Agent registration

Agents can register through the Relay, which the Relay forwards on to the Server
possibly through other Relays. The Relay keeps a record of the Agent IP address
so that the Relay knows how to contact the Agent in the future.

Registering with Tivoli Endpoint Manager Relays: In reality, the Agent is
not registering with the Relay; it is registering with the Server. The Relay is
merely brokering the exchange. As a result, the Server must be online,
although it does not need to be directly accessible by the Agent.

Message propagation

The Server must inform Agents of new content. Instead of sending thousands of
notifications to Agents, the Server sends them to each of the Relays, which in
turn propagate that message to other Relays. Finally, a Relay sends a notification
to the Agents that registered through it. This message propagation helps to
reduce the workload on the Server. It also reduces the network traffic when
Relays are sufficiently distributed in relation to the Agents that they serve. The
notification concept is downstream, from Server to Agent, but message
propagation has a role to play upstream also. When sending data back to the
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Server (reports), the Relay can bundle multiple messages together. Compression
of these bundles further reduces the load to the network.

File Caching

When an Agent needs to download files, it does not go to the Internet or to the
Server. Instead, it asks a Relay for the file. The Relay maintains a file cache and
first looks in the cache for the requested file. If the file is present, it can serve it to
the Agent. If the Relay does not find the file in its cache, it asks a parent Relay, or,
eventually, the Server. They serve the file from their cache if they have it, causing
the requesting Relay to also cache it. Only the Server needs to obtain the file
from outside the system if it does not have the file already cached. The cache
size on each Tivoli Endpoint Manager Relay is configurable, removing the
oldest-requested files first.

Cache currency: If no Agent requests a file through a particular Relay, the
Relay does not have it and does not need it. Content exists where it is used
only, and it is not needlessly transferred across the network. If an Agent in the
future requires the content, it is obtained by the Relay and cached for future
requests.

Other capabilities of the Relay include bandwidth management and throttling.
Throttling allows an organization to control how much bandwidth to use from
Relay to Relay and between Relay and Agents. Relays also participate in an
automatic Relay selection, where Agents attempt to register with the closest®
Relay. We describe this process from the view of the Agent in 3.1.6, “Agent” on
page 77.

Relays are assigned to affiliation groups. Agents are configured to attempt
registration with specific groups that are likely to be close to the Agent. A Relay
can be affiliated with multiple groups, or none. The Agent can also seek Relays in
multiple groups.

A Relay can be used in a special configuration where it can decrypt messages
from the Agents. In 3.2.1, “Tivoli Endpoint Manager platform” on page 89, we
describe Message Level Encryption (MLE). In MLE, the Agent can encrypt its
reports so that only the Server can decrypt them. The process of decryption
requires additional resource over nonencrypted reports. In certain configurations,
you might want to offload this work to a few Relays. Each Relay receives the
report from an Agent or a subordinate Relay. Normally, the Relay passes this
report on to its parent, but in this case, it can decrypt the data if it is encrypted.
The decrypted messages are then passed to the parent of the Relay (typically
the Server).

6 The closest Relay is determined by network hops, which might not be a suitable method for all
environments.

76 Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



Top-level Relays: A top-level Relay is a designation sometimes for the Relays
whose parent is the Server. These top-level Relays initiate the hierarchy and
effectively keep load away from the Server. Typically, although not necessarily,
the top-level Relays decrypt if the decryption is not performed on the Server.
Offloading the decryption to Relays requires that the encryption private key is
present at the decrypting Relay, further exposing the key. Additional care must
be taken to protect this key and the machines that physically store it.

For an endpoint to be a Relay, it must also have an Agent installed. The Relay
code can run on many operating systems. No other software is required, only the
Agent and the Relay. The minimum requirements are sufficient for small
Relay:Agent ratios. The greater workload of higher ratios requires more
resources.

3.1.6 Agent

Next, we take a closer look at the Tivoli Endpoint Manager Agent and its
interaction with the Tivoli Endpoint Manager Server and Relay, shown in

Figure 3-8.
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Figure 3-8 Agent component in context

The Agent, sometimes also called the Client, is the component on each endpoint
managed by the system. It is a native executable and requires little resource. For
a default installation, the Agent is throttled to use only 2% of the endpoint
processor resource by being awake for approximately 20 ms out of every second.
Depending on the platform, the installer is between 5 - 15 MB.
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Resource utilization: A 2% resource utilization is achieved by performing
useful work for 10 ms and sleeping for 480 ms (yes, this total does not equal
500 ms). This utilization configuration is a configurable item called the idle
mode, and it is used most of the time. There are times when alternative modes
are needed. An example is normal mode, where the CPU resource throttling is
ignored. Normal mode is used for actions that must occur without sleep, such
as downloading new content.

The Agent communicates with a parent, which might be a Relay or a Server, to
receive Fixlet messages. The Fixlet message consists of various items:

» Questions that need to be answered, such as “How much memory does the
Endpoint have?” or “Does the Endpoint need patch MS11-022?”

» Actions that the Agent must perform on the endpoint, such as “install patch
MS11-022” or “set the minimum password length to 8 characters”

Before any question is answered and before any action is taken, the Agent
verifies the digital signature of the content. The content must be signed with the
Tivoli Endpoint Manager Server private key that corresponds to its public key.
And, it must be distributed to the Agent masthead file, which also specifies the
URL to the Server.

The ability of the Agent to provide answers to questions is implemented in the
Relevance Language. The Relevance Language is a loop-less language. It
invokes inspectors on the endpoints to allow the inspection and retrieval of
various properties of the endpoint. For example, there might be an inspector to
query information about a folder. This query might return a folder object whose
properties can then be queried, such as in this example:

exists file “autoexec.bat” of folder *“c:\”

Inspectors cover many aspects of the operating system and beyond, such as OS
hardware, file system, registry, installation, and processes.

The questions and answers are separate from the execution, in this case,
Relevance is separate from Action. This separation ensures that the Relevance
clauses operate passively and do not change the system. Changes to a system
cannot be made until an administrator approves an Action to be taken. This
approval is often in response to the result of an endpoint answer to a Relevance
query. For example, a Fixlet might exist to determine whether an endpoint needs
the MS11-056 patch. The endpoint processes the Relevance to that Fixlet and
reports its evaluation. Even if it needs the patch, the endpoint does not act at this
time, because there is no approved Action. A Console operator can now see that
there are endpoints that need the MS11-056 patch and can elect to deploy
(approve an Action) it to specific endpoints. It is also possible to approve Actions
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so that if it becomes relevant in the future, the action is taken immediately
because it is already approved.

When a report (for example, an evaluation result) is sent back to the Server, it is
typically a difference report. Only items that changed since the prior report are
reported. Only if explicitly requested does the endpoint need to send a fu!/l
report. The full report might be sent deliberately, at the discretion of the operator,
because of the age of the report or if an intermediate report is missing.

An Agent gathers new content from its parent and inserts it into an evaluation
loop. The evaluation loop is the main process for the Agent. The Agent proceeds
from Fixlet to Fixlet, assessing each Fixlet, acting, and reporting back where
necessary. After the Agent reaches the last Fixlet, it starts again, all within the
resource constraints (operating at around 2% CPU utilization, by default). In this
manner, Tivoli Endpoint Manager provides a continuous assessment capability
(and enforcement, too, if Actions are already deployed).

One of the most useful features of the Fixlet approach is closed loop verification.
This Fixlet provides the operator with assurance that an Action succeeded or
failed. The operator does not deploy an Action and assume that it succeeds.
When patching an endpoint, for example, many factors can impede success.
Instead of assuming success, the Agent reevaluates the original Relevance
statement after the completion of an Action to determine whether it successfully
fixed a problem. Before a patching Action, the Relevance returned true,
indicating that the endpoint needed the patch. The same Relevance evaluation
returns false after the patching Action to indicate that the patch is no longer
required. If the Relevance evaluates to true, the patching did not work. This
closed loop verification creates a closed loop from problem determination
through fix to validated resolution.

We provide more detail about the various Agent processes in the next section.
We list the various Agent processes and short descriptions:
» Agent registration

This process identifies the Agent to the Tivoli Endpoint Manager system,
ensuring that the selected Relay knows how to reach the Agent to provide
future notifications. This process also licenses the Agent.

» Content gathering

New content must be obtained periodically from the Server, usually through a
Relay. This process is triggered by a notification from a parent Relay or on a
schedule. Notifications are sent when content is changed.

» Relevance evaluation

This process is part of the evaluation loop mentioned earlier where Fixlets are
evaluated.
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» Action evaluation

This process is part of the evaluation loop mentioned earlier where Actions
are executed.

» Results reporting

This process is part of the evaluation loop mentioned earlier where results of
the Fixlet evaluation and Action execution are reported to the parent Relay.

» Relay auto selection

This process allows an Agent to select an optimal Relay.

The parent Relay of the Agent can either be selected statically (manual Relay
selection) or dynamically (automatic Relay selection). If the currently selected
Relay of an Agent becomes unavailable, the Agent can use another Relay. The
Agent then automatically uses another Relay, providing resiliency in the Relay
hierarchy.

In manual Relay selection, an operator defines a Relay for the Agent to attempt
to use as its primary parent. The operator can also specify a secondary Relay.
This secondary Relay is used if the Tivoli Endpoint Manager Agent fails to
communicate with the primary Tivoli Endpoint Manager Relay. Furthermore, the
operator can configure a list of Relays, known as tertiary Relays, to use if both
primary and secondary Relays are unreachable.

In automatic Relay selection, Tivoli Endpoint Manager Agents can be configured
to search among a list of Relays to discover the closest Relay. Automatic Relay
selection follows these steps:

1. The list of Relays is examined to determine whether any Relays are in the
current subnet. If they are, registration is attempted.

2. If no Relay is associated with the Agent, successive rounds of Internet
Control Message Protocol (ICMP) echo requests (pings) are sent to the
remaining Relays. On each round, the time to live (TTL) value is increased
(starting at 1).

3. If an ICMP echo response is received, registration is attempted with the
responder.

4. If registration fails, the process continues.

5. If multiple devices are identified, one device is randomly selected.

6. In all cases, the Tivoli Endpoint Manager Server is used as the Relay of last
resort.

The automatic Relay selection mechanism can be useful to optimize the Relay
selection process to allow Tivoli Endpoint Manager Agents to discover the
closest Relay. For environments with many Relays, the automatic Relay selection
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mechanism can result in many ICMP echo requests. There are several
configurations and features available to deal with this situation, including relay
affiliation. With Relay affiliation, the Agent does not need to send ICMP echo
requests to every Relay in the organization. Instead, each Relay advertises
membership to one or more affiliation groups. Agents are made aware of these
groups and the Relays within each group. Each Agent is also given a seek [ist,
which is a list of affiliation groups to search for a Relay. The Agent searches for
Relays only from its seek list and not for every Relay in the organization.

Automatic Relay selection challenges: Automatic Relay selection is a
beneficial tool, but there are implications. Other controls are often required
when using automatic Relay selection. Read the advice on the IBM website
carefully. Typically, we see controls that restrict the maximum number of hops
to ping. The default is 255, but an organization must strive to keep this number
under 10.

We must also control when to use automatic Relay selection, which can be
performed by a Fixlet. The Tivoli Endpoint Manager Agent might be placed
into an isolated network environment that has no access to Relays or the Tivoli
Endpoint Manager Server. If endpoints are configured with a maximum TTL of
10 and seek 50 Relays, but none are available, this process generates 500
pings per Agent. If this process happens to multiple Agents, the resultant ping
generation can adversely affect the network. Also, consider how fast the pings
need to occur and if, in certain situations, manual Relay selection is
preferable.

When disconnecting from the corporate environment, Agents might not be
able to connect to Tivoli Endpoint Manager Relays. We often see
organizations make Tivoli Endpoint Manager Relays available in a DMZ. This
approach allows Agents that are disconnected from the corporate
environment to still communicate with Tivoli Endpoint Manager Relays.

In networks, such as Multiple Protocol Label Switching (MPLS), which
obscure the network hop count, detecting the nearest Relay by hop count
might not result in an optimal selection. Distant Relays might appear to be
only a few hops away. Alternatives must be sought in these situations.

There are typically no external software requirements for the Tivoli Endpoint
Manager Agent except for the Agent on the Windows platform. The Agent on the
Windows platform requires that at least Internet Explorer 5 is installed for certain
features of the Agent-side Ul. The Tivoli Endpoint Manager Agent can function
on a wide variety of operating systems, including Microsoft Windows, Apple Mac
OS, Linux, UNIX, and mobile operating systems. The Tivoli Endpoint Manager
Agent can function across Intel x86, x64, Sparc, IBM PowerPC®, Itanium,
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embedded systems, and mobile platforms. The list is maintained, and the current
version is at this website:

http://www.ibm.com/support/docview.wss?uid=swg21570458

The Tivoli Endpoint Manager Agent can also present a local Ul on certain
systems, mostly Windows and Mac OS. This local Ul can be used to represent
the current state of the system and to provide optional Fixlet Actions to users,

called offers. With these offers, the users can select from, for example, a catalog
of software that they might want to install on their machines.

3.1.7 Web Reports Server

Next, we take a closer look at the Tivoli Endpoint Manager Web Reports Server
and how it interacts with the Tivoli Endpoint Manager Server and Web Reports
database, shown in Figure 3-9.

TEM Server Web Reports

Figure 3-9 Web Reports Server component in context

Tivoli Endpoint Manager Web Reports Server is a reporting component for the
Tivoli Endpoint Manager system. It provides a view over the data that is stored in
the Tivoli Endpoint Manager database. The database stores information about
the current state of endpoints (needed patches and compliance state) only and
not historical information or prior settings. As a result, the Tivoli Endpoint
Manager Web Reports Server also represents the current state’ of a Tivoli
Endpoint Manager environment only, not a historical picture. The reports can be
delivered in HTML and JavaScript, and are viewable in any standard web
browser. As a web server, the Tivoli Endpoint Manager Web Reports Server can
use HTTP (default) or HTTPS (suggested) to transport data to the browser.
Reports can be generated on demand, scheduled, emailed, and exported to
formats, such as comma-separated value (CSV), PDF, and spreadsheets.

7 There are minor, limited exceptions where Tivoli Endpoint Manager captures historical information.
Report Archiving can be used to provide periodic snapshots, but the Analytics system is intended to
be the solution for historical information and analysis.
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Both the Web Reports Server and the Console can view the same data, but the
two servers differ:

» Read only

The Console operators are intended to be able to change the system. The
Console provides an operational view of the environment of the organization
and the ability to respond to that environment. Not all users need the ability to
change the system and can be considered consumers of reports. The Web
Reports Server, a read-only mechanism, can provide this function.

» Aggregated view

Unlike the Console, which is intended to be operated against a single Tivoli
Endpoint Manager instance, the Web Reports Server can aggregate
information from multiple installations. It presents a “single pane of glass”
view similar to the view that single installations offer.

Credentials for users of the Web Reports Server are not the same credentials
that are used for a Tivoli Endpoint Manager Console user. A Web Reports Server
user can still be restricted by content and endpoint visibility. Additional filtering is
also available. However, filtering cannot override the base restrictions to provide
visibility over an object that the user does not have permission to view.

The Web Reports Server communicates with the Tivoli Endpoint Manager Server
to obtain new data. Retrieved data is stored by Tivoli Endpoint Manager Web
Reports Server in memory. Storing this data in memory allows for fast and
efficient data access. It can also use large amounts of memory, depending on the
deployment size and other factors. Do not confuse the in-memory data of the
Web Reports Server with the Web Reports Server database. The Web Reports
Server database holds authentication credentials for the Web Reports Server. It
is not used for persistent storage of the data that comes from the Server.

The in-memory data is divided into multiple stores that are specific to the type of
data in each store, which is then managed by the session. The session is
responsible for periodic updates to these stores and any dependencies between
them. The stores allow for fast access and querying when exploring data in the
Web Reports Server. You do not need to constantly interact with the Tivoli
Endpoint Manager Server or Tivoli Endpoint Manager database. The stores are
only updated with data that changed since its last refresh to prevent unnecessary
work. Even with this data strategy, the amount of data transferred between the
Server and the Web Reports Server can be large.

The Web Reports Server also provides a Web Services interface by using SOAP.
The SOAP API allows external parties to access the data without the need to
directly communicate with the Tivoli Endpoint Manager database. Furthermore,
the SOAP API uses the language common to the Tivoli Endpoint Manager
components (Relevance Language) to provide consistent access methods to
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Tivoli Endpoint Manager data across all components. For more information about
the APlIs to interact with the system, see this website:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=en#
/wiki/Tivoli%20Endpoint%20Manager/page/Customizations

Web Reports Server database

The Web Reports Server database exists to manage Web Reports
Server-specific data, such as user logins, user settings, stored reports, and
saved filters. It does not act as a data warehouse for query results or hold any
data extracted from the main database. Those functions are performed by the
Tivoli Endpoint Manager Web Reports Server in-memory data. The Web Reports
Server database is often on the same server as the main Tivoli Endpoint
Manager database, because the Web Reports Server database is small. The
performance implications of access to the Web Reports Server database are
negligible, allowing collocation.

The Tivoli Endpoint Manager Web Reports database has the same software
requirements as the main Tivoli Endpoint Manager database. Use one of the
following products:

» Microsoft SQL Server 2005
» Microsoft SQL Server 2008
» Microsoft SQL Server 2008 R2

3.1.8 Analytics

84

Next, we look at the Tivoli Endpoint Manager Analytics component. We look at
how it interacts with other Tivoli Endpoint Manager components, shown in

Figure 3-10.
TEM Analytics
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Figure 3-10 Analytics component in context
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Tivoli Endpoint Manager Analytics, previously known as Decision Support System
(DSS), is a web-based platform to deliver historical reporting. It provides
analytics features to solutions delivered by the Tivoli Endpoint Manager System.
Tivoli Endpoint Manager Analytics serves as a data warehouse for trend
reporting of Tivoli Endpoint Manager data. The Tivoli Endpoint Manager
Analytics system implements a plug-in/modular approach to deliver its
functionality.

Security and Compliance Analytics (SCA) is the first plug-in/module released that
uses the underlying Tivoli Endpoint Manager Analytics platform. SCA provides
organizations with the ability to report on historical analysis and aggregate
reporting metrics. It presently, however, does not aggregate data from multiple
installations like the Web Reports Server.

Solutions that use the Analytics capabilities perform an extract, transform, and
load (ETL) function brokered by the Analytics application. This process extracts
data from the main database® and rransforms it into a form that can be better
used for querying and data warehousing. Finally, the process inserts or loads the
data into the Analytics database.

This process allows the historical information to be maintained over time, in a
form that is conducive to reading. This process does not affect the main
database, which is designed for fast writing.

Tivoli Endpoint Manager Analytics users can be defined and authenticated
exclusively to the Analytics component or can be linked to users in the Web
Reports Server for authentication. As with all other user interactions in the Tivoli
Endpoint Manager System, Tivoli Endpoint Manager Analytics users can be
restricted to certain systems and data.

Web Reports Server authentication: Analytics users can be linked with Web
Reports Server users, but not if the Web Reports Server user is defined by
using Active Directory authentication. Analytics users can be linked with
locally defined Web Reports Server users only. When authenticating a user
linked to the Web Reports Server, the Analytics application verifies the
credentials of the user directly against the Web Reports Server database.

Analytics and Web Reports Servers provide different functionality. There is an
overlap in their capabilities and a common goal to facilitate reporting in various
formats. Because Analytics is an evolution of the Tivoli Endpoint Manager
reporting capabilities, it currently exists separately from the Web Reports Server.

8 In Tivoli Endpoint Manager Version 8.2, this component communicates directly with the Tivoli
Endpoint Manager database and is not brokered by the Tivoli Endpoint Manager Server.
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The Analytics system is often deployed on the same system as its database,
similar to the Tivoli Endpoint Manager Server. Tivoli Endpoint Manager Analytics
uses Java technology and requires the Java Development Kit (JDK) Version 6u18
or higher.

Because the Tivoli Endpoint Manager Analytics system represents a data mining
and historical data warehouse, its database size differs from the required size for
the major Tivoli Endpoint Manager database. Its actual size depends on the
amount of data and the retention periods required for that data.

Although Analytics can be implemented on the same physical device as the main
Tivoli Endpoint Manager Server, this configuration is uncommon. We suggest
this configuration for small deployments only, because of the difference in
read/write optimizations of the databases, among other factors.

We described all the major components and their interactions. Next, we briefly
describe two more aspects of the Tivoli Endpoint Manager system.

3.1.9 Fixlet message

Fixlet messages are not strictly a component but are obviously a part of the
system. They are introduced in 2.2.5, “Key terms” on page 36 and are given a
more detailed treatment in 3.2.8, “Fixlet message structure” on page 105. A
Fixlet message is the construct that is exchanged in the Tivoli Endpoint Manager
system. It contains the logic to enable the Agent to answer questions and take
Actions.

Terminology: A Fixlet is a type of Fixlet message. An Action is also a type of
Fixlet message, as is Task and Baseline, among others. Sometimes, we see
the term Fixlet used for both a Fixlet and the more generic Fixlet message.

3.1.10 Users

Many Tivoli Endpoint Manager components have users and operators, and
therefore require user authentication. All users and operators in the system can
be authenticated locally by their individual components. Certain components can
authenticate users to an enterprise directory. Other components can
authenticate users against other components.

Today, this situation produces a mixture of authentication techniques. In all
systems, it is possible to restrict the visibility of a user in terms of content (for
example, restricting a user to patching sites only, but not compliance sites). It is
also possible to restrict the visibility of a user in terms of endpoint visibility,
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defining which computers they can see (for example, can see Marketing group
only, but not Sales group). First, we describe the various users, and then we
provide a comparison of users in the various Tivoli Endpoint Manager
components:

» Site administrator

The site administrator is responsible for managing the site-level key. The site
administrator is responsible for setting global options. These global options
include the minimum refresh interval of the console, a high availability or
Distributed Server Architecture (DSA) configuration, and masthead
management.

» Console master operator

The master operators are the highest privileged Console operators and are
typically unrestricted in their visibility within the system. They can perform all
actions that a non-master operator can perform and also these functions:

— Assign rights to non-master operators

— Manage properties that are retrieved from endpoints
— Define the Agent heartbeat interval

— Create Custom Sites

— Manage site subscription

— Audit Console actions

» Console non-master operator

Non-master operators are typically the day-to-day users of the system,
operating the areas of the Console content that they can see. Users are
typically restricted in both content and computer visibility, which is not
necessary, but remains a good practice. Within the restrictions placed on
them by the Console master operators, they can perform these tasks:

Deploy Actions

Create custom content (if granted the permission by the site administrator)
Manage computer settings

— Own Custom Sites, if permitted by the master operator

» Web Reports Server user

A Web Reports Server user does not have any rights to access the Console.
The users can be restricted based on roles and filters in the Web Reports
Server and also on the Console rights of an existing Console operatorg.
Various levels of Web Reports Server users exist that permit or deny the
ability to create reports, manage filters, and administer other Web Reports
Server users. The Web Reports Server users cannot change any content in

® The Web Reports Server user has the same restrictions as the Console operator. Both accounts
have separate authentication credentials. The credentials of the Console operator are not used.
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the Tivoli Endpoint Manager Server or database. Consider them, in this
regard, as read-only'°.

» Analytics user

As with the Web Reports Server users, Analytics users cannot change
content in the main Tivoli Endpoint Manager database. They cannot change
content that is extracted from it. Various roles are available to restrict the
capabilities of the users in the Analytics system and filters are available to
restrict their visibility. Specific Analytics users also have accounts in the Web
Reports Server. It is possible to link a user in the Analytics system with a Web
Report System user so that the Analytics user is authenticated against the
Web Report System database.

Table 3-1 summarizes the various user types and their authentication
capabilities.

Table 3-1 User types and authentication

User type Where Authorization

Local AD LDAP Other

Console Console Yes Yes Yes No
master
operator

Console Console Yes Yes Yes No
non-master
operator

Web Reports Web Yes Yes No No
Server user Reports

Tivoli Analytics Yes No No Yes - Web
Endpoint Reports
Manager
Analytics

user

In this section, we examined the logical components of the Tivoli Endpoint
Manager system. We described the context for each component and where data
flows in the system. In the next section, we look at the software and services that
make up these components and show the interactions between them.

10 There also exists a “read-only” role for Web Reports Server users, but this role reflects that they
cannot change anything in the Web Reports Server.
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3.2 Software component breakdown

In this section, we examine the software components that make up each of the
platform tools. You need to understand their function so that you can better
understand how the platform works.

3.2.1 Tivoli Endpoint Manager platform

Understanding the platform is key to understanding how Tivoli Endpoint Manager
can deliver unmatched scalability. Understanding the platform offers the visibility
and feedback needed in a secure environment. The following list includes each

the platform entity and its subcomponents:

>

>

Tivoli Endpoint Manager Server:
— Root Server:

Gather component
Post results
Propagate

Agent registration
Data server plug-in

— BES Gather
— GatherDB
— FillDB
Web Reports
Console

Tivoli Endpoint Manager Relay
Root Server

Tivoli Endpoint Manager Agent:
Fixlets

Inspectors

Download manager

Gather component
Tivoli Endpoint Manager Analytics

Figure 3-11 on page 90 shows a logical representation of these software
components and the interrelationships between them.
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Figure 3-11 Tivoli Endpoint Manager software components
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3.2.2 Tivoli Endpoint Manager Server

The Tivoli Endpoint Manager Server is the core of the platform. It is responsible
for the coordination of data that interacts with the database. This data ultimately
feeds information back to the user for visibility of the endpoints of the
organization. Figure 3-12 displays the software components that make up the
Tivoli Endpoint Manager Server.

TEM Relay

TEM Server

BES Gather

=

BES Root Server

Y

\4
| Gather B ’ Data Server H
VL Components | Propagate | [ Client Register J [ Post Results ] [ Plugin I:

f

I / FileSystem

A

FilDB k

A
N

AA

BES Web
Reports

TEM DB

Console

Figure 3-12 Tivoli Endpoint Manager Server software components

Root server

The Root server exists as a web server on the Tivoli Endpoint Manager Server
and runs as a service. This web server exposes several subcomponents with
different responsibilities. Excluding certain components, the Root server in this
discussion is the same component that runs on the Relays. This aspect of the
deployment is an important feature. It demonstrates a system design that is
common among the Server and Relay and also resilient to faults, efficient, and
easy to troubleshoot. The common Root server components ensure that Fixlets
are received at the endpoint and that the results of these Fixlets show in the
Console to provide the operator visibility of the infrastructure.

The Root server is responsible for all interactions with the Agents, Relays,
Console, and Web Reports Server. A web server hosts standard Fixlets that are
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subscribed to and downloaded from the IBM content servers and custom Fixlet
Sites. These interactions occur over HTTP.

The Root server also brokers the connection to the database (bfenterprise) and
handles requests from the Web Reports Server and Console. There is no longer
a direct connection from the Web Reports Server and the Console to the
database. The Root server can now enforce permissions at a granularity that is
finer than at the pure database level. You no longer need to create a user
account at the database level for every Console operator, reducing the workload
on database administrators in the user creation process. Architecturally, the
database can now have a firewall placed in-line between it and the Root server.
This firewall results in less exposure to servers on the network, because only the
Tivoli Endpoint Manager Server needs to maintain full access. For the users of
the system, there are fewer configuration steps necessary for deployment.

Previous versions: If you use a version of Tivoli Endpoint Manager before
Version 8.2, the Console, Server, and Web Reports Server all maintain ODBC
connections to the database.

The Root server handles Wake on LAN (WOL) packets and calculates the most
efficient method of reaching an endpoint to wake it. This calculation is achieved
by knowing the relationship of the Relays to the endpoints across the
environment.

Agent reports, which are handled by the Root server, flow from the endpoints to
the Server. Because these reports are upstream data, they can also be
encrypted by using Message Level Encryption. If this feature is used, the Root
server decrypts the data.

Gather component

This component of the Root server is responsible for gathering the Fixlets and
Action sites from its parent service, BESGather. This process of gathering is
optimized and the same for the Tivoli Endpoint Manager Relay and Agent. The
child Relays or Agents establish HTTP connections to the Gather component of
the Server to collect a fullsite if the Relay or Agent did not gather before. In this
instance, a fullsite is gathered, which is a compressed file with all of the site
information. If the Relay or Agent already has a version of the site, it notifies the
Server or Relay. It then receives the diffsite, which is a compressed file that
contains only the differences between the sites. If the Agent version of the full
site is outdated, it gathers the fullsite.

BESGatherMirror: The Gather service is sometimes called
BESGatherMirror.
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Post results

This component is used when an Agent decides that a Fixlet is relevant. The
Agent reports to the Server through the Relay by using an HTTP POST
operation. The registered ID of the computer and the relevant Fixlet are
identified. This information is passed onto the database using the FillDB service
and the information is then available to view in the Console. Other state changes
are also reported through the Post results component. This information is passed
to the database using the FillDB service and the appropriate information
becomes viewable in the Console of the operator. You can also use this
mechanism for posting binary files back up to the Tivoli Endpoint Manager
Server, which is useful for data and Analysis.

Propagate

Propagating Actions is the method by which instructions are sent to the
endpoints. First, an operator defines an Action, then the Console instructs the
Data Server Plug-in (using HTTP) to insert this request into the database. The
Propagate component monitors the database for changes, checks the
authenticity of the content, and finally propagates the Action to the endpoints.

Agent registration

The Agent registration component is responsible for enrolling new endpoints so
that Tivoli Endpoint Manager can manage them. First, the Agent installer is run
on the endpoint either manually or through use of the deployment tools. Then,
the masthead file instructs the endpoint how to reach the Server for registration.
Each endpoint that joins a deployment is given a unique identification number so
that it can be identified independently of the IP address. Information is also noted
about how the endpoint communicates with the Server on an ongoing basis. For
instance, if the IP address of an Agent changes, due to the common use of a
Dynamic Host Configuration Protocol (DHCP) service, the Agent automatically
registers the new IP address with the Agent registration component. This
component populates the file clientregistrationslist.txt. This data flows
throughout the deployment to inform the Server of all new endpoints that are
registered.

If you run a Distributed Server Architecture environment, the two Servers
maintain a subset of unique IDs for this issue. New machines that report into
separate instances of the Server continue to receive a unique ID, avoiding the
potential conflict in this scenario.

Data Server Plug-in

The Data Server Plug-in acts as the communications broker between the
Console, Web Reports Server, and the database, handling secure HTTP

requests. There are several benefits to this approach, including increased
performance and ease of use for the administrator.
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BES Gather

This service runs on the Tivoli Endpoint Manager Server and handles all Internet
requests for new Fixlet content. The Gather component of the Root server
communicates with this service and collects new Fixlet content from the Internet
for its child Relays and Agents. If the Tivoli Endpoint Manager Server does not
have access to the Internet, it is common to establish a limited user account with
access to the Internet through proxy settings entered into Microsoft Internet
Explorer.

The Gather service monitors changes in the Fixlet Sites to which the Server is
subscribed. It downloads updates to the Server, and makes them available for
the GatherDB component to populate them into the database. Then, the new
content is visible for the Console operators.

BES GatherDB

The GatherDB component places Fixlets into the database so that they can be
available to the operators. The results can be seen when the status message in
the Console displays Gather Fixlet Site <Sitename>. The operation of
gathering new sites by the BES Gather component is executed one time each
hour, and all messages are logged in the GatherDB. 1og file.

BES FillDB

The FillDB or Fill DataBase service is responsible for populating the database
with the Relevance results that are evaluated at the endpoints. The results of
Fixlets that are processed at the endpoints can then be reviewed at the Console.
The files that are sent from the Agents to the Server are first stored in a
temporary folder on the file system. They are then processed by the FillDB
service for data entry into the database. Under idle operation, this folder is empty.
Under normal operating conditions, the BES FillDB removes files from this store
and places them into the database in chunks. Any messages or errors from this
process are logged in the Fi11DB. 1og file.

Important: Consider the infrastructure that supports the Tivoli Endpoint
Manager deployment. Tivoli Endpoint Manager issues many write commands,
which it receives from all its Agents, to insert data into the database.
Deployments that use a storage area network (SAN) often slow the overall
operation of Tivoli Endpoint Manager. In this environment, you see a directory
with many files, which act as buffers, that contain entries to write to the
database.

The Distributed Server Architecture (DSA) is an optional feature of a Tivoli
Endpoint Manager deployment. It allows two instances of the Tivoli Endpoint
Manager Server to be synchronized for high availability. FillDB handles the
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replication of the databases (BFEnterprise) and the differences between the two
instances of the Tivoli Endpoint Manager Server.

3.2.3 Tivoli Endpoint Manager Web Reports

The Web Reports feature of Tivoli Endpoint Manager is a web-based read-only
view of the database, BFEnterprise. The same database is used by the Tivoli
Endpoint Manager Server. The displayed reports, available from a browser, are
the results of Fixlet messages that are evaluated on the endpoints. The default
configuration for Web Reports is to communicate on port 80 unless the Microsoft
Internet Information Service is running. In that case, Web Reports communicates
on port 52312 to avoid any potential conflict.

Generating reports from the results of Fixlet messages requires communication
with the database, which is brokered by the Data Server Plug-in. This component
exists as part of the Root server. Web Reports submits secure HTTP requests to
the Data Server Plug-in to receive the results that it needs.

Web Reports keeps a cache of information from the database to display reports
to the user. The advantage of this approach is that reports can be generated
quickly, which means less waiting for the user and no performance impact to the
database. Web Reports uses the same caching method that the Console
implements. Web Reports can be run and installed on a separate server if
required.

Previous versions: As of Version 8.2, the Data Server Plug-in orchestrates
communication to the database from the Web Reports Server as a secure
HTTP request. Then, an ODBC connection is used to access the database.

3.2.4 Tivoli Endpoint Manager Console

The Console is the visual entry point for operators to see the results of Fixlets
that are evaluated at the endpoint. The Console function can be split into several
domains:

» Visualizing information

Acting on information

Managing users

Hosting applications

Categorizing relevant content split into appropriate domains
Displaying wizards

Displaying dashboards

vVvyYvyvyYYyy
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Previous versions: Versions before 8.2 used the Administration tool for user
management. Now, you manage users in the Console.

We install the Console by running the executable BESConsole.exe on a Windows
system and connecting to the Tivoli Endpoint Manager Server. After the Console
has been installed and started, the user is required to authenticate against either
a Lightweight Directory Access Protocol (LDAP) or an Active Directory.

On initial start-up, the Console performs several HTTP requests to the Data
Server Plug-in. In turn, the Data Server Plug-in queries the database for data that
relates to Fixlets, Tasks, Actions, Analysis, and computers. After these initial
steps complete, the information is stored in memory for rapid retrieval. If the
Console is shut down, the information currently in memory is compressed and
stored on disk. The next time that the Console starts, the Console loads the
cache and requests to query the database for updates. The cache is periodically
refreshed at a rate that is set in the Console preferences. During this time, the
Console receives all updated information and alters the display to reflect these
changes.

Endpoint results that are stored in the database are stored with a sequence
number. Each time that the Console attempts a refresh, it requests the update
since the last sequence number.

Outside of these requests to the database that are brokered by the Data Server
Plug-in, the Console performs HTTP requests for the following reasons:

» Propagating new Actions by requesting interaction to the Propagate
component of the Root server

» Prefetching files from the BESGather service

» Requesting a refresh of Agent information

Dashboards are a useful feature of the Console. They are content domain
specific and display the latest results of Fixlets that are evaluated at the
endpoints. You can use an API to display the contents of the Dashboards in a
portal. For example, the health information of computers that provide services
can be displayed on the intranet portal page of an organization to display service
levels for a range of users.

The main Console window uses an embedded version of Internet Explorer.
JavaScript calls are used to display the relevant information.
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3.2.5 Tivoli Endpoint Manager Relay

Relays are a crucial part of a Tivoli Endpoint Manager deployment. They help
achieve the unmatched scalability that Tivoli Endpoint Manager offers in terms of
managed endpoints, resources, and geography.

Similarities: It is no coincidence that the Relay shares many of the same
software components as the Tivoli Endpoint Manager Server. This use of
common software modules helps facilitate the underlying question and answer
concept that is implemented with Fixlets and the return of results.
Components used in this way simplify the system, reduce load on the Tivoli
Endpoint Manager Server, create a repeatable process that is easy to
troubleshoot. In fact, a Tivoli Endpoint Manager deployment is informally
known as a secure question and answer environment.

Relays operate efficiently. They are entirely demand-driven, which is
demonstrated in the suggested system resources required for the endpoint.
These resources consist of two software components for their operation. One
resource is the same as the Root Server that is also on the Tivoli Endpoint
Manager Server. The following components are required for the endpoint:

» Root Server
» BESGather

Figure 3-13 is a logical representation of these software components. It shows
the relationship between them and the Tivoli Endpoint Manager Server and Tivoli
Endpoint Manager Agent.

|_TEM Agent |
A
TEM Relay
BES Root Server
\ /
Gather . . Background
[ Components ] [ Post Results ] [ Client ReglsterJ [PostResuItsTask]
A
I FiIeSystemI

\ i Y

|| TEM Server H

Figure 3-13 Tivoli Endpoint Manager Relay software components
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In the following sections, we examine each component in more detail. We explain
how they contribute to the overall operation of the Tivoli Endpoint Manager
Server.

Root Server

This component is almost identical to the Root Server on the Tivoli Endpoint
Manager Server with the exclusion of the Data Server Plug-in and Propagate
function for propagating actions from the Console to the endpoints.

Relay Gather Components

Known also as BESGather, this component is responsible for gathering the sites
and Fixlets relevant for the endpoints for which it is acting as a Relay. If an
endpoint is instructed to gather new content, the message contains information
about the gather site. If the Relay does not have an immediate copy of the site, it
uses its parent to gather what it needs. This parent can be the Tivoli Endpoint
Manager Server or the next Relay on the most efficient route back to the Tivoli
Endpoint Manager Server.

Relay Post Results

Think of the posting of results as the answers to Fixlets (questions) that are
gathered by the endpoint. This software component works together with the file
space allocated at the Relay to buffer results from Agents or child Relays before
these results are transferred to the Server.

The same process at the Tivoli Endpoint Manager Server also writes the
incoming results to the file space, but in this instance the FillDB feature posts
these results directly to the database.

Relay Background Post Results Tasks

This background process works with the same file system space, also known as
the port results buffer. It batches, compresses, and sends the results from
endpoints to the parent Relay or the ultimate parent, the Tivoli Endpoint Manager
Server.

Relay Client Register

The registration process is the same as on the Tivoli Endpoint Manager Server.
Each Relay forwards registration connections to the Tivoli Endpoint Manager
Server. Each Relay notes the IP address of the endpoint and registers a unique
ID for the endpoint. This registration information is written to a text file on the
Relay and passed as updated information to its parent.
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BESGather

This component runs as a service on the system that hosts the Relay. It is
identical to the BESGather on the Root Server at the Tivoli Endpoint Manager
Server. The BESGather component gathers new Fixlet content from a parent
only when instructed by the endpoint or child Relay (demand-driven method of
Relays).

3.2.6 Tivoli Endpoint Manager Agent

Tivoli Endpoint Manager requires the installation of a single software agent on
each desktop, mobile computer, mobile device, and server that you want the
Tivoli Endpoint Manager Server to manage. The role of the agent role is to
continually assess Fixlet messages and provide answers to questions if the
question asked is relevant.

In the context of the platform, the Tivoli Endpoint Manager Agent is a single
lightweight software package installed at each endpoint. It communicates with
the Server, eventually through the Relay, to provide the Tivoli Endpoint Manager
Server with feedback that the actions on the endpoint are complete. Collectively,
these components make up the Tivoli Endpoint Manager platform.

The Tivoli Endpoint Manager Agent can assess the state of the endpoint against
a policy and return the endpoint configuration to the wanted state. This
configuration can enable the endpoint to comply with external and internal
regulations. These actions occur without instructions from the Tivoli Endpoint
Manager Server. The operators at the Console are responsible for shaping
policies and deciding which actions to apply across the infrastructure.

The Agent consists of two major components:

» ClientUl
» BESCIient

Figure 3-14 on page 100 is a logical representation of the software components
and shows the relationship between them and the Tivoli Endpoint Manager
Relay.
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Figure 3-14 Tivoli Endpoint Manager Agent software components

BESClient

The BESClient hosts the major functional components of the Agent.

Registration

After the installation of the Agent completes, the first Agent task is to register with
the Tivoli Endpoint Manager Server. The Agent knows how to contact the Tivoli
Endpoint Manager Server because the information is in the related masthead file
that accompanies the executable.

Microsoft Windows information: If you install the Agent on a Microsoft
Windows operating system, the installer places the masthead file into the
registry at this location:

HKEY_LOCAL_MACHINE\SOFTWARE\BigFix\EnterpriseClient\GlobalOptions

The Agent sends and receives information by communicating with the
registration component of the Root Server installed on any parent Relays on the
path to the Tivoli Endpoint Manager Server. The Agent notifies the Tivoli
Endpoint Manager Server about the IP address that it is assigned along with
receiving a unique computer ID and a license number. Duplicate ID detection
algorithms avoid conflicting IDs.

Gather Component

The Gather Component is responsible for collecting Fixlets and action sites in
readiness to receive Actions from the Tivoli Endpoint Manager Server operators.
The action site contains configuration information for the Agent that includes the
Fixlet Sites to which to subscribe, the latest version of the masthead file, and a
list of applicable Relays. Agents gather a site when they receive a UDP Gather
message from the parent Relay or once every day as a default. After this UDP
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message is received, the Agent establishes an HTTP connection to the parent
Relay of the Agent and connects to the Gather Component. The Gather
Component is the exposed component of the web server. The Gather
Component is also responsible for authenticating the content and actions that it
pulls from its parent Relays.

Evaluation

The Tivoli Endpoint Manager Agent is designed to process the Fixlets that it
receives and to be agnostic to the content. Fixlet technology is at the core of the
Tivoli Endpoint Manager platform, and it is made up of the language known as
Relevance. Relevance is a declarative language, it is not procedural. It is human
readable, extensible, and object-oriented. The use of inspectors allows the
language to be extensible across multiple platforms.

The Tivoli Endpoint Manager Agent operates in a continuous loop known as the
evaluation loop. During that time, the Agent processes a list of all the relevant
Fixlet messages. It examines each site along with the applicable actions and
reports the results back to a parent Relay or directly to the Tivoli Endpoint
Manager Server. When the Agent finishes evaluating all Fixlet messages, it starts
all over again.

Duration: The time taken for an Agent to finish its evaluation loop depends on
many factors. Those factors include the number of Fixlets and the number of
actions that it is required to evaluate.

The evaluation loop can be described in the following linear fashion:

Auto-select the Relay (if the Auto-select feature is used)
Register

Gather new Fixlets and Actions

Evaluate all Actions

Evaluate all Fixlets

Post the results

End and start over again

NoOOokON

Action Processing

This part of the BESClient is responsible for orchestrating how Actions are
evaluated and implemented on the Agent. For instance, if a patch requires a
restart during the process, this component ensures that the Agent starts at the
correct place to continue processing the Action after the restart. This component
might also request the evaluation of specific configurable settings on the system
before the installation continues. Then, this component feeds this evaluation back
to the Tivoli Endpoint Manager Server to ensure a closed loop visibility of the
state of the Action. When an Action is propagated and received by the Agent, it
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has the potential for granular controls that govern when and how to process the
Action. All of these actions are managed by the Action Processing component.

Reporting

Reports that contain the results of Fixlets that are evaluated on the Agent are
posted to the Tivoli Endpoint Manager Server. The Agent also tracks changes to
configuration items and resamples Fixlets to check whether anything becomes
relevant in recurring loops.

BESClientUl

The BESClientUl implements the user interface components on the Agent.

3.2.7 Tivoli Endpoint Manager Analytics

102

Tivoli Endpoint Manager Analytics can be considered monolithic when
comparing it to other components. Figure 3-15 contains a graphical
representation of the Analytics components.
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Figure 3-15 Tivoli Endpoint Manager Analytics software components

There are three database systems depicted in the diagram:

» Tivoli Endpoint Manager database (TEM DB)
» Web Reports Server database (WR DB)
» Tivoli Endpoint Manager Analytics database (TEMA DB)
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Java virtual machine

The Tivoli Endpoint Manager Analytics platform uses Java technology as a base
environment. Due to technical requirements, you must use the Java
Development Kit (JDK) in versions newer than 6u18 to successfully use Tivoli
Endpoint Manager Analytics. The JDK is the prerequisite for the Tivoli Endpoint
Manager Analytics installation. It is the responsibility of the administrator to set
up the Java virtual machine (JVM) environment before installing Tivoli Endpoint
Manager Analytics.

Installing JVM: Although the JDK installation is not a part of the solution,
Tivoli Endpoint Manager offers functionality that allows an administrator to
perform this task directly from the Console. A tool called Windows Software
Distribution Wizard, available at the BES Support Fixlet Site, can help
automate the process. For more information, see this website:

http://support.bigfix.com/cgi-bin/kbdirect.p1?id=1669

Tivoli Endpoint Manager Analytics framework

From the operating system view, this component acts as a single Windows
service called Tivoli Endpoint Manager Analytics. That single process is
responsible for all Tivoli Endpoint Manager Analytics functionality.

Web server

Because Tivoli Endpoint Manager Analytics is delivered as a Java solution, it
includes an HTTP server to provide a web user interface. The administrator must
use this web user interface to configure the component and interact with the
application.

Authenticator

As a web application, Tivoli Endpoint Manager Analytics offers controlled access
to its resources. Only authenticated and authorized users can execute and view
reports. The authentication subcomponent is responsible to verify the identity
and grant the appropriate level of access. Users can be either defined directly in
Tivoli Endpoint Manager Analytics or can be referenced to the Tivoli Endpoint
Manager Web Reports Server, which is a one-way reference. The Tivoli Endpoint
Manager Web Reports Server is unable to use users defined in the Tivoli
Endpoint Manager Analytics database.

Secure login: The default installation of Tivoli Endpoint Manager Analytics
does not provide Secure Socket Layer (SSL) security connections. For SSL
configuration details, see this website:

http://support.bigfix.com/cgi-bin/kbdirect.p1?id=1783
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Extract, transform, and load processing

The extract, transform, and load (ETL) process is responsible for transferring
data between the Tivoli Endpoint Manager database and the Tivoli Endpoint
Manager Analytics database. Those two databases have multiple differences.
The first database is optimized for fast writing, because a single Tivoli Endpoint
Manager Server can handle up to 250,000 endpoints. There is no need to read
data quickly because reading data quickly is the responsibility of reporting
systems, such as Tivoli Endpoint Manager Web Reports. The Tivoli Endpoint
Manager Analytics database was designed as a data warehouse solution. Thus,
it has a much more complicated structure, which makes it easier to process large
amounts of data in a short time.

The ETL process is responsible for searching the Tivoli Endpoint Manager
database for all artifacts that are required to be imported into the Tivoli Endpoint
Manager Analytics database. Environment information, such as computers,
groups, users, data sources, and correlated security checklist contents, such as
the results from Fixlets, Analysis, and Exceptions are included. That part of
processing is called extract.

After the information is read, ETL converts the data into the Tivoli Endpoint
Manager Analytics database formats. That step is called transform.

The final action performed is the load process in which converted information is
stored in the database for reporting. The ETL process is executed in a predefined
schedule. For more information about the ETL configuration, see Chapter 4, “IT
endpoint security and compliance solution design” on page 125.

Reporting engine with historical data processing

After the data is available, you use the main reporting engine to create reports
and manage the data. By following user permissions, the main reporting engine
can display any of the reports in 2.3.4, “Security Compliance Analytics” on

page 56. The main reporting engine can also be tailored by all defined computer
groups, scopes, exceptions, and other report-specific conditions.

Module interface

The Tivoli Endpoint Manager Analytics component is designed as a universal
platform. The plug-in interface enables future subcomponents to use the solution
capabilities. Tivoli Endpoint Manager for Security and Compliance Analytics is
the first module that is able to use the Tivoli Endpoint Manager Analytics
platform. Because this module is the first to set up, the installation package
contains both the framework and the Security and Compliance Analytics module.

104 Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



Installation: You can initiate the Tivoli Endpoint Manager Analytics installation
process from Tivoli Endpoint Manager Console. A Tivoli Endpoint Manager
Agent must be available on the Tivoli Endpoint Manager Analytics system. In
the security configuration domain, a dashboard called Security and
Compliance Analytics lists all workstations with compatible operating systems.
From that dashboard, you can run the installation task for Tivoli Endpoint
Manager Analytics.

3.2.8 Fixlet message structure
Each Fixlet has a specific structure that defines how the Fixlet is processed when

gathered to the endpoint. Figure 3-16 shows the structure of a Fixlet. We
describe the terms next.

[ Description )
( Prop|erties )
( Rele\|/ance )
[ Acti|ons ]
( Comr|nents )

Figure 3-16 Structure of a Fixlet

Each of the components in a Fixlet are shown in the Console to the operator:
» Properties

Displayed in the Console are various properties of the Fixlet, such as its
unique ID, Common Vulnerability and Exposures (CVE) reference, file size,
and platform applicability. This information is a high-level view of the Fixlet.

Chapter 3. IBM Tivoli Endpoint Manager component structure 105



» Relevance

Relevance clauses are written into this part in sections to make the
Relevance easier to read. Statements are often separated, because each
statement must return the value of true for the next action to run.

» Action

Based on the endpoint returning true for all Relevance clauses that it
evaluates, the Action script is then run, if needed, to implement the
remediation. An Action script is another proprietary language that is used to
execute the required Actions at the endpoint. The goal for the Action script is
to ensure that the next time that the Relevance evaluates the clauses, they all
return false.

» Comments

Operators can insert comments for Fixlets.

Process: After the Action finishes processing, the Relevance clauses are
evaluated again. If they all return false, the action is successful and the Fixlet
completes what it intended to remediate.

Exporting a Fixlet and examining its content reveals additional metadata that
other components of the Tivoli Endpoint Manager system use.

3.3 Network communications and usage
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Next, we identify the network flows between the various identified components,
and entities external to the components, such as users, identified in 3.1, “Logical
component overview” on page 64. Later sections help to provide suggestions
about security zones. This section enables architects and solution designers to
understand the implications of placing specific components in various network
segments. Figure 3-17 on page 107 illustrates the components and their network
interactions, and the limitations of the components managed by the organization.
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Figure 3-17 Component network flows overview

The diagram shows the major network flows between components in the Tivoli
Endpoint Manager system. Each network flow is marked with a flow number that
is described in Table 3-2 on page 108. Table 3-2 on page 108 provides the port
and protocol information. We expalin each flow and the volume and frequency of
the traffic that uses that port. We represent this traffic in terms of “High”,
“Medium”, and “Low”. The definition of each term changes with the size of the
organization and is subjective but they serve as reference points relative to each
other. For additional material, see the IBM Wiki pages:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home/wiki/Tiv
01i%20Endpoint%20Manager/page/Network%20Traffic%20Guide

This section helps you to place a component in a particular network zone and
understand the expected traffic between it and other components.
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3.3.1 Intercomponent traffic

The Tivoli Endpoint Manager platform requires few ports. Interactions among the
Agent, Relay, and Server connect by using a single port, 52311, and Internet
Control Message Protocol (ICMP). Database communications all use a single
port, TCP 1433. Only minor changes are required for the infrastructure of the
organization to accommodate Tivoli Endpoint Manager. Fewer changes to the
security configuration of the network enable organizations to maintain a secure
stance. Table 3-2 provides a breakdown of each numbered flow identified in
Figure 3-17 on page 107 and identifies the major uses of that flow.

Table 3-2 Traffic flows

Number From To Protocol/port | Description
1 Agent Relay TCP:52311 Gather
Server Download
Post Report
Register

Primarily, Agent to Relay, so that
Agent to Server can be avoided

Agent Relay ICMP Echo Relay Discovery
Server Request Relay Distance

Primarily, Agent to Relay, so that
Agent to Server can be avoided

2 Relay Agent UDP:52311 Notification
Server
3 Relay Relay TCP:52311 Gather
Server Download
Post Report
Register
4 Relay Relay TCP:52311 Notification
Server
5 Server TEM DB TCP:1433 SQL
Analytics
Analytics WRS DB TCP:1433 SQL
TEMA DB
TEM WRS WRS DB TCP:1433 SQL
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Number From To Protocol/port | Description
6 Console Server TCP:52311 Login
TEM WRS
Console Server TCP:52383 SSL Login
TEM WRS TEM Query
7 Report Users TEMA TCP:80 Web browser
TEM WRS TCP:443
8* Server Repositories TCP:80 Downloads
(external TCP:443
to the TCP:21
Tivoli
Endpoint
Manager
system)
9* Server Directories Various Authentication
(external
to the
Tivoli
Endpoint
Manager
system)

Table 3-2 on page 108 and Figure 3-17 on page 107 can be used together to

identify the Tivoli Endpoint Manager traffic that occurs at a certain point in the

organizational network. Flows 8 and 9 are external to the Tivoli Endpoint

Manager system. Next, we look at the individual flows to describe them in more

detail.

Traffic flow 1: Agent to parent Relay/Server

Traffic flow 1 (Figure 3-18) is the connection that is initiated from the Agent to the
Relay or Server.

TEM Agent

)
TEM Relay
—

)
TEM Server
| ——

Figure 3-18 Traffic flow 1 in context
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Scenarios described in the next sections show that you can and, in certain
cases, might want to prevent the Agents from communicating directly with the
Server by forcing them to use Relays exclusively. In these cases, there is no flow
between the Server and the Agent except through a Relay.

The Agent uses ICMP Echo Requests (ping) for the following tasks:
» Determine Relay distance

An Agent identifies its distance to a Relay, which is determined by using
ICMP. This task is only performed for manual Relay selection, because
automatic Relay selection already determined the Relay distance.

An ICMP packet varies in size by platform. If, on average, 60 bytes (Ethernet
+ IP + ICMP) is a valid assumption, the amount of traffic required to determine
distance to a Relay is 60 bytes x time to live (TTL) hops to the Relay. This
amount is considered low:

— Volume: Low
— Frequency: Low

» Automatic Relay discovery

To discover responding Relays, automatic Relay discovery uses an ICMP
Echo Request packet with incrementing TTLs to find the closest Relays. By
incrementing the TTL successively, responses to the current TTL must be
closer than those responses that are not received. The TTL for this round of
packets causes the ping to not reach the Relay. This search is a breadth-first
search in that all Relays within the current affiliation group that the Agent is
seeking are tested at TTL1, then TTL2, and so on. A depth-first search does
not provide the Agent with the optimally close Relay.

For automatic Relay discovery, the number of packets sent is a function of the
distance to the Relays and the number of Relays for which we are searching.
After we successfully register through a particular Relay, no more ICMP
packets are required. So for n Relays at distance d, the number of packets
sent is nx d. The number of bytes is equally n x d x 60. Automatic Relay
selection is triggered when the Agent IP Address changes as well as at a
schedule interval:

— Volume: Low
— Frequency: Low-Medium
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Warning: The frequency can increase with Agents that change networks
often. The frequency can increase with large affiliation groups and
maximum TTL. The worst case scenario results in this formula for the
number of packets: n x MAX TTL. The worst case is realized when no
Relay responds. So, for an affiliation group of 50 Relays and MAX TTL of
10, the worst case scenario is to exhibit 500 ICMP packets for each
endpoint. This scenario is probably not too bad for a few endpoints, but it
might be a problem for many endpoints. This scenario is a clear reason for
controlling Maximum TTL and the affiliation group sizes.

The Agent uses TCP port 52311 to connect to the Server or Relay to perform the
following tasks:

» Gather

Gather is used to obtain new content, either in response to the User
Datagram Protocol (UDP) notification described in flow 2 or at scheduled
intervals, based on a polling mechanism. In this exchange, the Agent obtains
the latest version of the content. By identifying the current content version of
the Agent and the current content version of the Server or Relay, the Agent
can receive only the differences in site content rather than a complete
download.

Gather occurs once a day or in response to notifications from a parent. Only
compressed differences are transferred, but the frequency can be high if the
operators change much. As a result, these operations are spread throughout
the period when the operators perform their tasks, not all at one time. The
actual size varies. Experience shows that the size is 1 - 3 KB for each gather.
Although for certain organizations and for custom content, this size can
potentially be larger:

— Volume: Low
— Frequency: Medium-High

» Download

When performing validly signed Actions, the Agent might encounter one of
several instructions that require it to download software. Unless otherwise
directed, these downloads always occur from the Relay or Server,
independently of the URL used. For example, even if the url for a patch is
http://www.microsoft.com/download/somepatch.exe, somepatch.exe is
requested from the Relay or Server. This request is an HTTP GET request.

Download traffic tends to be low frequency, because downloads occur when
an Action includes a download command. Download commands are common
in patch content, but less so in compliance content. The frequency might be
high for a particular day, for example, “Patch Tuesday” or the days after that
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day. However, when examined over a longer period, we expect to see fewer
downloads. The volume, however, can be large and relates to the size of the
patch that is downloaded. There is little overhead. Patches can range from a
few KBs to tens of MBs. Patching Microsoft Service packs can take hundreds
of MBs. If the endpoint does not have content to download, the volume and
frequency are 0:

— Volume: High
— Frequency: Low-Medium

Post Reports

At periodic intervals, the Agent sends results to the Server through the Relay
(or directly if the Server is the parent of the Agent). This post is an HTTP Post.

Post Reports contain the results of an endpoint evaluation of Fixlets and
Actions. These results are the differences from the last report. In this manner,
if there are no changes in content, there is no report. Periodically, the
endpoint still posts a report as a “Heartbeat” at a configurable interval

(5 minutes, by default). The size of a post can vary but experience shows
posts between 1 - 3 KB on average. The frequency depends on the rate of
change of the data that is inspected on the endpoint. Questions, such as
“free space of drive c:”, can change frequently. Questions, such as
“minimum password length” change infrequently:

— Volume: Low
— Frequency: Medium-High

Registration

An HTTP GET is sent to the Relay. The Relay forwards the request to the
Server. If the Server is unavailable, the registration cannot be serviced.

Registration consists of an HTTP GET request and an associated response.
The request is around 1 KB and a successful response is around 700 KB. The
registration process runs automatically based on “triggers”, such as changes
to the network interface and IP address. Additionally, a periodic registration is
performed at configurable intervals, defaulting to six hours. If the Server
rejects the Agent, registration is to a different Relay:

— Volume: Low
— Frequency: Low

SSL: It is possible to configure an Agent and a Relay to communicate by
using HTTPS. Avoid this configuration if possible, because it requires
additional resources. Consider that content is digitally signed, and reports
can be encrypted with MLE. This combination commonly meets the
security requirements without enabling HTTPS on the Relays, although not
in all cases.
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Traffic flow 2: Parent Relay/Server to Agent
This traffic flow (Figure 3-19) identifies traffic that is sent from a Relay or Server
to the Agent.

)
TEM Relay
- —
TEM Agent
. .
TEM Server
~—

Figure 3-19 Traffic flow 2 in context

As with flow 1, it is possible to prevent the Server to Agent flow by forcing the
Agents to communicate exclusively with Relays. This approach allows the Tivoli
Endpoint Manager Server resources to be fully used for its other tasks while
Relays deal with the Agent communications.

The Relay or Server uses UDP port 52311 for the following tasks:
» Notify the Agent of content updates

When the content is changed on the Server, the Agents are notified to ensure
that every system has the latest copy. Typically, the Agent initiates flow 1. No
UDP response if given by the Agent to this UDP noatification. If an Agent does
not receive the notification (blocked by a firewall or the Agent is offline), the
content is refreshed by its own polling mechanism. And, the Agent performs a
check for new content, if it is restarted, for example.

Additional settings are available to configure the timing for the polling
mechanism from the six hour default. Typically, we see a Relay that sends one
UDP message for each Agent. However, the Relay can send up to three UDP
messages if the Agent does not initiate the gather that is identified in flow 1.

The size of a UDP packet “on the wire” can potentially vary slightly depending
on the options in the lower-level IP Protocol and the media frame, for
example, Ethernet. At the UDP layer, the packet contains 21 bytes of data.
The IP packet is then approximately 49 bytes, resulting in approximately 63
bytes on the wire.

The frequency of the notification is purely a function of the number and
frequency of changes to the Tivoli Endpoint Manager content. Typically,
content does not change frequently, but changes really depend on the uses of
Tivoli Endpoint Manager. Patch content typically changes once or twice a
month. Compliance content might change once a quarter.

Changes also include when an operator takes an Action, which also can vary.
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— Volume: Low
— Frequency: Low-Medium, although high if many operators change content
frequently

Traffic flow 3: Subordinate Relay to parent Relay/Server

Flow 3 (Figure 3-20) identifies traffic that is initiated by the Relay to its parent,
which can be the Tivoli Endpoint Manager Server or another Relay.

Parent Subordinate

TEM Server 3. TEM Relay 3, TEM Relay

Parent Subordinate

Figure 3-20 Traffic flow 3 in context

The initiation of this flow is demand-driven. An Agent that requests a download
that is not present in the Relay cache causes the Relay to request that file from
its parent. Many Agents can request a file from the Relay, but the Relay does not
generate a request to its parent for each of these requests. The request to the
parent occurs one time. This way, a Relay is used to reduce the amount of traffic
effectively over a particular network link.

The Relay uses TCP port 52311 for the following tasks:
» Gather

In response to being notified by the parent that there is new content, a
subordinate Relay connects to the Server to download the compressed
differences in site content. The notification is documented in Flow 4.

The gather volume/size is about the same as the gather volume/size for an
Agent. The same is true for the frequency, but there is only one gather
executed from the Relay to the parent. There is one for each Agent to the
Relay (Flow 1), so all the caveats apply from that section:

— Volume: Low
— Frequency: Medium-High
» Download
When requested by an Agent, the Relay attempts to deliver content from its
cache. If the cache does not contain the requested file, the Relay requests the

file from its parent, which is this flow. The mechanism is the same as with the
Agent, identified in flow 1, which is an HTTP GET request.

As with Agents, download traffic tends to be low in frequency, because
downloads occur only when an action includes a download command. For a
Relay, the frequency is even less, because the Relay downloads a file only if it
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is not already in the cache. If 1,000 Agents try to download a file from the
Relay, the Relay only needs to download this file one time. The size of an
individual download is the same as the size for the Agent:

— Volume: High
— Frequency: Low

Post Reports

A Relay stores Agent reports on the Relay file system, allowing them to
accumulate. When either a timer expires (defaults to 3 seconds) or the report
file count limit is exceeded (defaults to 500 reports), the reports are
compressed and sent to the parent of the Relay.

Post Reports are aggregated on the Relay file system. The size therefore
depends on the size of reports from the Agents, but the size also depends on
the frequency of the Agent reports. Furthermore, the size is affected by the
number of Agents that uses the Relay and where the Relay is in the Relay
hierarchy. Lower Relays in the hierarchy have less volume but potentially
higher frequency than those Relays near the top of the hierarchy that transfer
larger aggregations with potentially less frequency:

— Volume: Medium
— Frequency: Medium

Registration

An HTTP GET is sent to the Relay by the Agent for registration and the Relay
forwards the request to the Server. If the Server is unavailable, the registration
cannot be serviced.

Registration consists of an HTTP GET Request from an Agent and an
associated response from the Relay. The Relay, however, must forward the
request to its parent. The request is around 500 bytes and a successful
response is around 700 KB (there are situations where these sizes can be
larger). These requests are not aggregated in any way by the Relay, so each
Relay forwards each request. For this reason, the frequency for a Relay to
Relay or Relay to Server “forwarded” registration is higher:

— Volume: Low
— Frequency: Medium-High

Connectivity Test
Periodically, a Relay tests connectivity to the parent with an HTTP GET.

The connectivity test occurs periodically, every 10 minutes if successful, but at
1-minute intervals if the test failed, by default. The test is a small TCP-based
network request and response. Typically, in a failed test, the TCP handshake
fails to establish so there is little overhead in this situation:

— Volume: Low
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— Frequency: Low

Network flow 4: Parent Relay/Server to subordinate Relay

Flow 4 is the reverse of flow 3. Now, we describe a parent that initiates traffic to a
child or subordinate Relay (Figure 3-21).

Parent Subordinate

TEM Server 4. TEM Relay 4, TEM Relay

Parent Subordinate

Figure 3-21 Network flow 4 in context

It is probably no surprise that the notifications from the parent Relay or Server to
a subordinate Relay are also performed over TCP port 52311. Therefore, all
Relay-Relay and Server-Relay communication is TCP only, no UDP. UDP is only
used in the communication from a Relay to an Agent. Unlike a notification to an
Agent, which goes unanswered, the TCP notification receives a response from
the subordinate Relay. Notifications can be sent from a parent to request the
following information:

» Notification of new content

This notification causes the Relay to gather the new content and then notify
subordinates or Agents to gather the new content.

The notification of a new content package to a Relay is larger than the
notification sent by the Relay to an Agent, but it is still small. The overall
number of notifications to a subordinate Relay is fewer than the number of
notifications that is sent to an Agent. A notification and associated response is
around 500 - 600 bytes, plus the TCP overhead. The new content notification
is expected to be low-medium in frequency as identified in the explanation of
flow 2:

— Volume: Low
— Frequency: Low-Medium

» Notification of Agent requests

If the Server needs the Agent to send a full report, or to reissue a report that
the Server missed (received an out-of sequence report), a notification to
resend can be sent.

Agent requests, too, are expected to be low frequency; however, these
requests can be seen in higher frequencies under certain circumstances:

— Volume: Low
— Frequency: Low
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Network flow 5: Components to database

This flow (Figure 3-22) shows components that query databases, such as the
main Tivoli Endpoint Manager database, the Analytics database, or the Web
Reports Server database.

TEM Server

@ TEM Analytics
Database

Figure 3-22 Network flow 5 in context

Web Reports

If an organization wants to perform custom queries against these databases, this
flow also applies. When the database and the system querying the database are
on the same server, these flows are often not seen. They are still operating over

TCP/IP, and they use the loopback interface of the system. The following
communication flows can occur:

» Tivoli Endpoint Manager Server to the main database
The Tivoli Endpoint Manager Server to Tivoli Endpoint Manager database

flow occurs most frequently. The data that is retrieved typically consists of the

changes since the last retrieval. Even so, the volume of data can be large.
This data can be data for the Console, inserted data received from Relays
and Agents, data gathered from external Fixlet Servers, or queries from the
Web Reports Server:

— Volume: High
— Frequency: High

» Web Reports Server to the Web Report database
The Web Reports Server to Web Report database flow is used to

authenticate locally defined Web Reports Server users, record their filters and
settings, and provide general persistence to the Web Reports Server. It is not
used to store queried data from the Tivoli Endpoint Manager Server, which is

performed in memory:

— Volume: Low
— Frequency: Low

» Analytics system to the Analytics database
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The Analytics system to Analytics database flow allows for authentication,
persistence, and data warehousing to support the reporting and analysis
functions. Data is periodically extracted from the main Tivoli Endpoint
Manager database and loaded (after transformation) into the Analytics
database, which occurs on a defined schedule. The communication is
demand-driven by a user of the Analytics system that interacts with the
Analytics reporting interface. The Analytics database is often on the same
system as the Analytics application:

— Volume: High
— Frequency: Medium-High

» Analytics to Web Reports Server database

The Analytics to the Web Reports Server database flow is used to support the
authentication of Analytics users that are already defined in the Web Reports
Server database. The query is small and infrequent:

— Volume: Low
— Frequency: Low

» Analytics to the main Tivoli Endpoint Manager database

The Analytics to the main database flow allows the Analytics system to obtain
data about endpoints that it analyzes and retains for historical reference and
trending. The frequency of this flow is based on a schedule and configurable.
Typically, the flow is performed once a day, but it can vary. The volume is
considered similar to the volume between the Analytics server and the
Analytics database:

— Volume: High
— Frequency: Low

In each case, the TCP 1433 port is used, unless the database that is queried is
not the “Default Instance”.

Traffic visibility: In a situation where the database and application querying
the database are on the same system, the volume and frequency is
inconsequential to the network traffic. However, if the components are on
separate systems, it is important to analyze the network traffic.

Encryption: By default, the transactions to the database systems are
unencrypted.
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Network flow 6: Web Reports Server to Tivoli Endpoint
Manager Server

Flow 6 (Figure 3-23) obtains data from the Tivoli Endpoint Manager Server. The
Console and Web Reports Server perform similar tasks.

SEEEE—
TEM Console

. |
TEM Server

)

Web Reports
——
Figure 3-23 Network flow 6 in context

The Web Reports Server must obtain data from the Tivoli Endpoint Manager
Server. This communication occurs periodically, and it occurs over an
SSL-encrypted HTTPS connection. The process requires the exchange of a
security token to identify and authenticate the Web Reports Server to the Tivoli
Endpoint Manager Server. This token is generated on the initial use or definition
of the Tivoli Endpoint Manager Server as a data source in the Web Reports
Server interface.

An initial request is sent to the Tivoli Endpoint Manager Server on TCP port
52311 to the login URL, to which the Tivoli Endpoint Manager Server responds
with a redirection to the configured SSL port. This port is TCP 52383 by default,
although you can change the port. The Tivoli Endpoint Manager Server brokers
the queries to the Tivoli Endpoint Manager database on behalf of the Web
Reports Server. The Tivoli Endpoint Manager Server updates the Web Reports
Server in-memory stores with changes since the last refresh. The volume of data
exchanged therefore depends on the changes in state and the time between
synchronizations. The frequency is on schedule, which by default is 15 seconds.
This default might be too fast for many systems, and it can be reduced to a more
appropriate value. Under most circumstances, we suggest that you increase this
interval:

» Console or Web Reports Server to Tivoli Endpoint Manager Server

This flow uses port TCP 52311 for the initial request to provide a redirect to
the SSL port. The volume of this flow is small and occurs when the Web
Reports Server synchronizes content or a Web Reports user initiates a new
connection:

— Volume: Low
— Frequency: Medium-High (Low for users, medium for Web Reports Server)
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» Console or Web Reports Server to Tivoli Endpoint Manager Server

This flow uses port TCP 52389 redirected from the initial request. The volume
of this flow is considered to be high. The data transferred synchronizes the
Console or Web Reports Server in-memory data stores and contains all data
changes since the last refresh. The flow occurs on a scheduled basis for the
Web Reports Server. The Console maintains an in-memory data store for
each Console operator, and each data store is updated separately. For many
simultaneously active operators, this design potentially increases the
perceived frequency. Web Reports Server users query against the single
in-memory data store maintained by the Web Reports Server, so no
additional traffic exists as a result of adding more Web Reports Server users:

— Volume: High
— Frequency: High, although it can be lowered by changing the Web Reports
Server refresh interval and the console refresh interval

Network flow 7: Report Users to Reporting systems
Report consumers that use web browsers are the focus of this flow (Figure 3-24).

TEM Analytics 7. i 7. Web Reports

Report Users

Figure 3-24 Network flow 7 in context

The two reporting-only systems are the Analytics and Web Reports Server
systems. Each system can be accessed through a web browser over an
unencrypted HTTP TCP port 80 or HTTPS TCP port 443. The ports are
configurable. The information transferred over these connections is
presentation-layer information and is no larger than the information of visiting a
website on the public Internet. Frequency is 100% driven by the report users.

With many users, the frequency and thus the volume increases:
» Volume: Low
» Frequency: Low

We described all the flows that are core to the Tivoli Endpoint Manager system.
The remaining flows represent optional flows, and they are represented in
Figure 3-25 on page 121.
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Figure 3-25 Optional flows in context

Network flow 8: Downloading from repositories

Network flow 8 is outside of the realm of the core system, but it is included for
clarity. In most situations, the Tivoli Endpoint Manager Server is the only system
that requires Internet access. Air Gapped configurations are possible where the
Server has no Internet access, typically through physical isolation, although
sometimes only through logical isolation. Updates must be obtained separately
and manually imported into an Air Gapped environment.

When Agents request a file to be downloaded, the request eventually arrives at
the Server, through Relays. If the file is not already downloaded and cached, or is
missing from the cache, the Server downloads the file from the service identified
by the URL of the request. For Windows patches, for example, a download from a
Microsoft support site occurs. The file repository can be on the organizational
intranet or external networks, such as the Internet. Typically HTTP, HTTPS, or
FTP is used to download the file, although Tivoli Endpoint Manager also allows
for extension of this capability with “download plug-ins” that can use other
protocols and implement other authentication capabilities. Additionally, the
Server synchronizes and updates Fixlet message content and External Sites
from an authoritative server. This server is called the Tivoli Endpoint Manager
Fixlet Server, an Internet-based service provided to all organizations that use
Tivoli Endpoint Manager.

Network flow 9: Directory authentication

This flow identifies that certain components can use directory services for
authentication versus only authenticating users locally. The Tivoli Endpoint
Manager Server can authenticate users and authorized groups against an
enterprise directory. Enterprise directory examples are LDAP and Active
Directory. They use protocols appropriate to those technologies, such as LDAP
over SSL, LDAP, Kerberos, and Windows NT LAN Manager (NTLM). The Web
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Reports Server also can authenticate against an enterprise directory, although
only Active Directory is supported at this time.

We conclude the overview of the network traffic flows in relation to the
components in the Tivoli Endpoint Manager system. Additional flows might be
required for integration with components external to the Tivoli Endpoint Manager
system. An example of an external component is IBM Tivoli Change and
Configuration Management Database (CCMDB). Next, we provide a brief
overview of the locations of the concrete implementations of those components
and present an example logical network diagram. The diagram is an example
only. For more details about preferred practices and component placement, see
Chapter 4, “IT endpoint security and compliance solution design” on page 125.

3.4 Physical component placement

122

By moving from a component view of a technology to a realized logical view, an
organization can start considering where those systems and databases must be
placed. Organizations can also consider multiplicity. Component views relate to
a singular component, such as a Relay or an Agent. The realized logical
perspective starts to consider multiples.

The determination of placement is affected by many factors. Examples include
the existing policy about zoning, security requirements of the systems, access
requirements, and access frequency.

Figure 3-26 on page 123 represents a simple example of the realization of the
identified components to illustrate their placement in an actual scenario. It is not

intended to be a definitive guide for where or how to place systems, merely an
example.
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Figure 3-26 Example placement of realized systems based on the components

In Figure 3-26, we identify the following components:

>

»

>

>

A Tivoli Endpoint Manager Server in a protected Production or Green Zone
Production Zone servers that communicate through a Green Zone Relay
Yellow Zone Relays for Internet-connected endpoints and devices in a DMZ
Intranet Agents communicating through shared Relays

Intranet-shared Relays existing on both sides of a low-bandwidth link to
reduce traffic across the link and manage the bandwidth consumption

Top-level Relays responsible for all Agents and subordinate Relays, reducing
the number of connections into the Tivoli Endpoint Manager Server and
Green Zone

Low number of traffic flows crossing security zones

Placing the Tivoli Endpoint Manager Server in the Production Zone provides a
layer of isolation from the intranet. Access to and from the system can be easily
monitored, managed, and measured. Agents can be prevented from accessing
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the Server directly, or this access can be permitted on a selective basis.
Preventing the Server from having to deal with direct Agent communication
allows it more time to handle its core responsibilities of arbitrating the data reads
and writes to the database. Other servers can exist in the same security zone, or
another zone with the same classification, as the Server. To prevent the data
from needing to travel outside of this classification zone only to be returned to it,
certain Relays are deployed inside the zone. Agents communicate through the
Relay infrastructure to the top-level Relays.

These top-level Relays are responsible for shielding the Server and for handling
any decryption of MLE-encrypted reports. In certain cases, the top-level Relays
can communicate directly with Agents, but typically Agents communicate with
other Relays in the infrastructure that are closer to them. These Relays all reside
on existing devices, such as file and print servers, domain name servers (DNS),
and DHCP servers. The organization does not need to procure additional
hardware to act as Relays. Where low-bandwidth connections exist, such as in
smaller satellite or branch offices, devices in the site can be designated as
Relays for that site. This approach can better use the available bandwidth and act
as a convenient control point to manage the bandwidth and throttle it, if
necessary.

The DMZ (Yellow) Zone devices can use Relays in their own environment rather
than accessing Relays in another zone directly. The Yellow Zone Relays also
provide Relay services to the remote access users (connected to the
organization through a virtual private network (VPN). The DMZ does nof provide
Relay services to Internet-connected devices that are not connected to the
organization through a VPN. These configurations result in fewer Aoles occurring
in firewalls to cross security zones. These configurations provide appropriate
security protection, inspection, and monitoring capabilities based on the needs
and risks that exist in the environment of an organization.

3.5 Conclusion

In this chapter, we present a component overview of the Tivoli Endpoint Manager
system to provide insight into the details of Tivoli Endpoint Manager. You must be
able to place these components in the context of an IT organization and
understand the data movement of data and network traffic flows. Many
component combinations exist that you can use in your environment to satisfy
security requirements.

In the next chapter, we look at the decisions made in the previous chapters and
design considerations and preferred practices to help you formulate what is
needed to plan a Tivoli Endpoint Manager implementation.
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IT endpoint security and
compliance solution design

In this chapter, we describe important aspects associated with designing a
security and compliance solution with Tivoli Endpoint Manager. We describe the
implementation plan by considering the geographical and network setup,
maintaining and monitoring the system, and performance tuning.

We show how to plan the deployment by assessing the scale of the distributed
endpoints. We also focus on the design solution for endpoint security that uses
patch management, compliance that uses security configuration management,
and security and compliance analytics. We conclude this chapter with the correct
optimization and maintenance steps to avoid performance degradation.
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4.1 Design consideration

126

In this section, we examine the considerations, issues, and advice for each
aspect of a Tivoli Endpoint Manager deployment as defined in Table 4-1.

We do not go into the details of the Tivoli Endpoint Manager implementation
process here; instead, we cover these topics briefly as a part of the overall
picture.

Table 4-1 Overview of design considerations

Common aspects Common considerations

4.1.1 Functional considerations

Tivoli Endpoint Manager » Deployment size
Server » Web Reports
» Console and terminal access
» Scalability
Tivoli Endpoint Manager » Performance and scalability
Relay » Tivoli Endpoint Manager Relay/Agent location
relationship
» Selection
Tivoli Endpoint Manager » Performance and latency
database » Size
» Backup, restore, and disaster recovery
» Authentication
» Infrastructure

4.1.2 Nonfunctional considerations

High Availability (HA) and
scalability

A\

Severity and impact
Performance and workload
Database management

vy

Network and security
zones

Connection speed

Port

Network segment and firewall setting
Air-gapped network specifics

vvyyvyy

Monitoring Network accessibility
Services and processes
Database

Log files

vyvyyvyy
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4.1.1 Functional considerations

We describe the functional aspects and focus on the design of the hierarchy
between Tivoli Endpoint Manager Server, Relays, and Agents.

Tivoli Endpoint Manager Server
We begin with the Tivoli Endpoint Manager Server considerations, issues, and
advice.

Considerations

>

Deployment size

Organizations need to assess how many Tivoli Endpoint Manager Relays and
Agents are going to be in their environments to determine hardware sizing for
the Server.

Web Reports

Organizations need to assess if components, such as Tivoli Endpoint
Manager Web Reports and Tivoli Endpoint Manager for Security and
Compliance Analytics, are required. Organizations need to assess whether
these components can be deployed on the same system with the Tivoli
Endpoint Manager Server.

Console and terminal access

Organizations need to know where and how their operators access the
Console. There are advantages for each of the methods related to
performance. The connection speed between a remote system and the Tivoli
Endpoint Manager Server needs to be considered.

Scalability

Organizations typically plan to increase the number of Tivoli Endpoint
Manager Agents in the future.

Issues and advice

»

Deployment size

You need to assess the number of Tivoli Endpoint Manager Agents in the
deployment. In most cases, this process is not complicated. For more
information, see 4.2, “Tivoli Endpoint Manager solution design” on page 142.
However, the number of Tivoli Endpoint Manager Relays can vary widely. We
further examine the details in “Tivoli Endpoint Manager Relay” on page 150.

Web Reports

A common consideration is whether Tivoli Endpoint Manager Web Reports
and Tivoli Endpoint Manager for Security and Compliance Analytics are
installed on the same system as the Tivoli Endpoint Manager Server. Our
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suggestion is to put Tivoli Endpoint Manager Web Reports on the same
Server as the Tivoli Endpoint Manager Server unless you operate in a large
deployment. A large deployment is more than 100,000 Tivoli Endpoint
Manager Agents. The Web Reports Server is installed automatically with the
Tivoli Endpoint Manager Server. It caches all necessary information in
memory to create its reports. For more information, see 3.2.3, “Tivoli Endpoint
Manager Web Reports” on page 95.

The Tivoli Endpoint Manager for Security and Compliance Analytics Server
uses a local database for its analytic investigations and is deployed on its own
system. For more information, see 3.2.7, “Tivoli Endpoint Manager Analytics”
on page 102.

» Console and terminal access

The Console is typically run on workstations or from a Terminal or Citrix
server. The “BigFix Console System Requirements” report provides
specifications for both configurations at the following location:

http://support.bigfix.com/bes/install/consolereq.html

If you prefer the Terminal or Citrix server access to maintain acceptable
server performance, a 10 MBps+ connection is required. Consoles that use
high-latency or low-speed connections respond poorly, because large
amounts of information are transferred between Tivoli Endpoint Manager
Server and the Console. Thus, this type of deployment is affected by
unacceptable latency problems. We suggest that you position the Terminal or
Citrix server physically close to Tivoli Endpoint Manager Server.

» Scalability

Scalability is not a concern, because scalability is a benefit of Tivoli Endpoint
Manager. By properly planning the layout for Tivoli Endpoint Manager Relays,
the overall solution can be scaled to support up to 250,000 Agents per Server.

Tivoli Endpoint Manager Relay

Next, we describe the Tivoli Endpoint Manager Relay considerations, issues, and
advice.

Considerations
» Performance and scalability

The number of Tivoli Endpoint Manager Relays needs to be estimated by
considering the number and distribution of Agents.

» Tivoli Endpoint Manager Relay/Agents location relationship

Where Tivoli Endpoint Manager Agents exist influences where to implement
Tivoli Endpoint Manager Relays.

» Selection
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Design how Tivoli Endpoint Manager Agents select their Tivoli Endpoint
Manager Relays. Manual and automatic Relay selection methods are
available.

Issues and advice
» Performance and scalability

Relays can improve the performance of your installation. Relays lighten both
upstream and downstream burdens on the Server. Instead of communicating
directly with a Server, Agents can be instructed to communicate with
designated Relays. This approach considerably reduces both server load and
client/server network traffic.

Relays are a requirement for any network with slow links or more than a few
thousand Agents. Even with only a few hundred Agents, Relays are advised.
Relays download faster by distributing the load to several computers rather
than being constricted by the physical bandwidth of the Server.

An overall Tivoli Endpoint Manager system is powerful. It is easy to deploy an
Action that causes hundreds of thousands of Agents to download large files
all at once. A Microsoft Windows service pack alone can span more than 200
MB. It is not uncommon to distribute software packages that are gigabytes in
size. Without Relays, network pipes as fast as T1 (or faster) lines can be
overwhelmed by many Agents requesting large, simultaneous file downloads.

Establishing the appropriate Relay structure is one of the most important
aspects of deploying Tivoli Endpoint Manager to a large network. When
Relays are fully deployed, an Action with a large download can be sent out to
tens of thousands of computers with minimal WAN usage.

To ease deployment burdens and reduce the total cost of ownership, the
Relays run on shared servers’, such as file or print servers, domain
controllers, storage management subsystem (SMS) servers, and anti-virus
distribution servers. A typical installation has less than 1% of its Relays run on
dedicated computers.

Generally, the Relay uses minimal resources and does not have a noticeable
impact on the performance of the computer that runs it. When you use
top-level Relays, we advise that you have one top-level Relay per 500 - 1,000
child Relays and directly reporting Agents.

For more information about Relay health, see this website:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Relay%20Health

» Tivoli Endpoint Manager Relay/Agents location relationship

T A shared server is considered a server-quality computer that is always turned on.
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The most common issue is how the overall hierarchy of the Tivoli Endpoint
Manager system is designed. The preferred practice is not to assign more
than 1,000 Agents for each Relay for the best performance. This number is
not a hard limit. The number of Tivoli Endpoint Manager Relays can vary. We
list typical examples in Table 4-2.

Table 4-2 Tivoli Endpoint Manager Relays deployment examples

Examples Number of Number of
Tivoli Endpoint Tivoli Endpoint
Manager Agents Manager Relays

Recommendation is 1,000 Tivoli Endpoint Manager Agents for each Relay.

Small organization A N/A None
Large organization B 200,000 100
Larger organization C 200,000 15,000

Larger organization C deployed many Tivoli Endpoint Manager Relays,
because it has many distributed stores. The geography of organizations can
determine a large part of how Tivoli Endpoint Manager Relays are deployed.
Typically, you need to position at least one Relay in every physical location.
The number of Relays for each location depends on the number of Tivoli
Endpoint Manager Agents in that location. For more information about Relay
deployment, see the following article:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/BigFix%20Relays

Sometimes, top-level Relays are required in large environments to maintain
the appropriate performance characteristics.

» Selection

An important feature to consider when deploying Relays is the automatic
Relay selection. In large deployments where the Agents are configured
incorrectly, the Internet Control Message Protocol (ICMP) traffic sent from the
Agents during automatic Relay selection can cause network problems and
high router loads. You can constrain the number of ICMP packets by adjusting
a configuration setting in the Agents to reduce the risks involved. For more
information about the “Autoselection Failsafe Controls”, see this website:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Autoselection%20Failsafe%2
0Controls
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A Relay does not require dedicated system resources solely to be a Tivoli
Endpoint Manager Relay. Ideally Relays are placed to coexist on file or print
servers.

Tivoli Endpoint Manager database

Finally, we describe the Tivoli Endpoint Manager database considerations,
issues, and advice.

Considerations

>

Performance and latency

Organizations are concerned how to best configure the database to achieve
optimum performance.

Size

Organizations need to consider the volume of data to collect and retain after
going into production.

Backup, restore, and disaster recovery

Organizations need to outline detailed operations for backup, restore, and
disaster recovery that include schedules, data sources, target location, and
media.

Authentication
Microsoft SQL Server can use two kinds of authentication.
Infrastructure

Most organizations have an established database infrastructure and want to
use it as much as possible.

Issues and advice

>

Performance and latency

Tivoli Endpoint Manager performs many small database writes, which can
introduce additional latency when not implemented by using fast and low
latency I/O subsystems. An excellent solution is to use directly attached RAID
10 disks to ensure the best performance. For more details, see 3.1.3,
“Database” on page 69.

Size

Every organization is concerned about how much storage it needs to provide
within the IT environment. The Tivoli Endpoint Manager database requires
little space compared to many other application systems. A typical Tivoli
Endpoint Manager database, even in a large environment, is rarely larger
than 50 GB. See the “Disk Space Requirements” section of the Tivoli
Endpoint Manager “Server Requirements” document:
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» Backup, restore, and disaster recovery

Every organization is concerned about backup, restore, and disaster
recovery.

For the Tivoli Endpoint Manager deployment, you need to back up data for
archived Web Reports, support files for custom Web Reports, private
encryption keys (if you use Message Level Encryption), and custom packages
that were uploaded to the system for distribution to Agents. Some information
about the IP addresses of computers, Actions, and Fixlets is necessary but
automatically rebuilt by the Tivoli Endpoint Manager Server.

For a recovery procedure, you need to prepare an identical version of
Microsoft SQL Server. You need to ensure that the new Tivoli Endpoint
Manager Server can be reached on the network that uses the same URL as
specified in the masthead file.

For more details, see the “Disaster Recovery Overview” document:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Disaster%20Recovery%200ver
view

» Authentication

Microsoft SQL Server authentication and Windows NT Authentication
mechanisms are available for the Microsoft SQL database users. You do not
need to select a method, because Tivoli Endpoint Manager uses SQL Server
Authentication as a default. To use the Windows NT Authentication
mechanism instead, see “How can | change my database authentication type
from SQL to NT for my Tivoli Endpoint Manager Server?”:

http://support.bigfix.com/cgi-bin/kbdirect.p1?i1d=1806
» Infrastructure

Tivoli Endpoint Manager is designed to use an SQL database that is run
locally on the main Tivoli Endpoint Manager Server system. For reasons of
cost, performance, maintenance, and control, some organizations want the
SQL database on a separate computer.

There are advantages and disadvantages to creating a remote database
connection. The advantages include cost savings on SQL licensing, use of
existing hardware, access to high performance hardware, consolidation of
SQL databases, and compliance with existing company policies.

The disadvantages of a remote database connection include added
complexity to the installation of the Tivoli Endpoint Manager Server, possible
performance loss, and additional support. The use of a remote database
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installation introduces complexity that can affect the performance and stability
of a Tivoli Endpoint Manager Server installation. Ensure that there is a
high-speed connection from the Server to the database computer (1 GBps
minimum). Ensure that the Tivoli Endpoint Manager database does not
compete with another application for database resources. Ensure that the
Tivoli Endpoint Manager databases are put onto high-performance disks and
that the SQL Server computer has sufficient memory. In addition, there are
many manual configuration steps required to make the remote connection
and creating them adds support time to setting up the Tivoli Endpoint
Manager Server. Finally, upgrades are likely to reset most of the remote
database configuration settings, and you need to redo them on upgrades to
Tivoli Endpoint Manager. For more information about the use of a remote
database system, see this website:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Remote%20Database%20Guide

4.1.2 Non-functional considerations

In this section, we describe the aspects of the Tivoli Endpoint Manager system
design that do not directly relate to the functional requirements. We present
considerations when designing the non-functional, or operational, aspects.

High availability (HA) and scalability
We begin with the considerations, issues, and advice about HA design.

Considerations
» Severity and impact

The organization needs to evaluate its risk posture toward the availability of
the endpoint management solution where they might need two or more Tivoli
Endpoint Manager Servers.

» Performance and workload

If the organization deployed many Agents, it might need two or more Tivoli
Endpoint Manager Servers for performance and workload reasons.

» Database management

To design an HA architecture, the organization must deploy at least two
databases.
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Issues and advice
» Severity and impact

The impact of a Tivoli Endpoint Manager system that is not operational is that
functionality, such as patching, analysis, software distribution, and reporting,
is not available. Although important, for most organizations, a Tivoli Endpoint
Manager system that is not operational is not considered a critical situation,
and many times an HA solution is not required.

Additional servers can help to create a redundant system that is hardened to
outages. The same redundant system can address the performance issue
and distribute the workload between servers. Understand how the redundant
system helps you so you can create the most efficient deployment for your
particular network. Consider these important elements of multiple server
installations:

— Servers communicate on a regular schedule to replicate their data.

— When each server is ready to replicate from the other servers in the
deployment, it calculates the shortest path to every other server in the
deployment. Primary links are assigned a length of 1, secondary links 100,
and tertiary links 10,000. Links, which resulted in a connection failure the
last time they were used, are considered to be non-connected.

— When an outage or other problem causes a network split, it is possible for
a custom Fixlet or a retrieved property to be modified independently on
both sides of the split. When the network is reconnected, precedence
goes to the version on the server with the lowest Server ID.

— If multiple copies of Web Reports are installed, they operate
independently. Each Web Reports Server can connect to the Server that is
most convenient, because they all contain equivalent views of the
database.

— By default, server 0 (zero) is the master server. With the Tivoli Endpoint
Manager Administration Tool, you can perform certain administrative tasks
(such as creating and deleting users) only when connected to the master
server.

— If you want to switch the master to another server, you can set it.

Figure 4-1 on page 135 depicts a typical Distributed Server Architecture?
(DSA) setup with two servers. Each Server is behind a firewall, possibly in a
separate office, although it is easy to set up multiple servers in a single office,
as well. It is important that the Servers have high-speed connections to
replicate the Tivoli Endpoint Manager data. Generally, LAN speeds of 10 -
100 MBps are required. The Tivoli Endpoint Manager Servers communicate
over Open Database Connectivity (ODBC) and HTTP protocols. This DSA

2 Sometimes DSA is also referred to as Disaster Server Architecture
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configuration provides automatic failover and failback services and minimizes
data loss.

Fixlet
Server

Internet

HTTP Port

Figure 4-1 DSA architecture overview

If a Server fails, whether due to disaster or planned maintenance, the DSA
deployment reconfigures itself (hot failover) as the orphaned Relays find a
new Server connection. When the disabled server comes back onling, its data
automatically is merged with the data on the healthy server (Figure 4-2 on
page 136).
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Figure 4-2 DSA failover

For more information, see the “Disaster Server Architecture” document:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Disaster%20Server%20Archit
ecture%20(DSA)

» Performance and workload

The guideline for the Agent/Server ratio is that you need one Tivoli Endpoint
Manager Server for every 250,000 Agents. For more detailed information
about “Server Requirements”, see this website:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Server%20Requirements
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If you must deploy multiple Tivoli Endpoint Manager Servers, see the details
about the Distributed Server Architecture explained in “Considerations” on
page 133.

Database management

We describe all concerns about database management in “Tivoli Endpoint
Manager database” on page 131.

Network and security zones

Next, we describe the considerations and issues that relate to network and
security zones.

Considerations

»

Connection speed

The connection speed between the Tivoli Endpoint Manager Server, Relay,
Agent, and other components is an important consideration.

Port

For more complex deployments where an organization tightly manages port
usage, you must thoroughly understand the ports that are required by the
Tivoli Endpoint Manager solution.

Network segments and firewall setting

Organizations deploy segregated network segments and use firewalls and
other technology to control the information flow over those segments. You
need to examine how Tivoli Endpoint Manager can be deployed in this
environment.

Air-gapped network specifics

The Tivoli Endpoint Manager Servers can connect to the Internet on port 80
to connect to the IBM Fixlet Server. The Tivoli Endpoint Manager Server can
be set up to use a proxy, which is a common configuration. Alternatively, an
air-gap can be used to physically separate the Tivoli Endpoint Manager
Server from the Internet Fixlet Server.

Issues and advice

>

Connection speed

File downloads, for example, Microsoft Service Packs, consume the bulk of
the bandwidth in a typical Installation. You can control this bandwidth by
throttling, which limits the number of bytes per second. You can specify the
bandwidth throttling on either the Server, the Agent, or both (in which case the
lower of the two values is used).
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Bandwidth throttling can be important whenever you have bandwidth issues,
as in the following situations:

A remote office with a thin channel

Remote dial-in users or users on a slow connection

A shared channel with higher-priority applications

— A WAN or LAN that is already saturated or has stringent load requirements

Bandwidth throttling settings (and other Relay, Server, and Client settings)
can be set by using the Tasks option on the Support site.

You might, for example, throttle an Agent to 2 KBps if the Agent is more than
three hops from a Relay. However, the optimal data rates can vary, depending
on the current hierarchy and the network environment.

A better technique is to use dynamic bandwidth throttling, which monitors
and analyzes overall network capacity. Normal throttling specifies a maximum
data rate. Dynamic throttling adds a busy time percentage. This busy time
percentage is the fraction of the bandwidth that you want to allocate when the
network is busy. For example, you can specify that downloads must not use
more than 10% of the available bandwidth whenever Tivoli Endpoint Manager
detects existing network traffic. Dynamic throttling also provides for a
minimum data rate in case the busy percentage is too low to be practical.

When you enable dynamic throttling for a link, Tivoli Endpoint Manager
monitors and analyzes the existing data throughput to establish an
appropriate data rate. If there is no competing traffic, the throughput is set to
the maximum rate. In existing traffic, it throttles the data rate to the specified
percentage or the minimum rate, whichever is higher.

For more details about throttling, see the document “Bandwidth Throttling”:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Bandwidth%20Throttling

» Port

The Tivoli Endpoint Manager Console and Server communicate by using
ODBC, which operates on port 1433 by default. If you need to change this
port, you must work with your database operator to ensure an
organization-compliant configuration.

By default, the Server uses port 52311 to communicate with the Agents, but
any port number can be chosen. Avoid the reserved ports ports from 1 - 1024
because of potential conflicts and the difficulty of managing network traffic.

Your choice of the Server port number is factored into the generation of the
masthead, which specifies URLs for the action, registration, reporting, and
mirror servers. As a consequence, you must finalize your port number before
the installation.
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» Network segment and firewall setting

You can encounter serious problems if you do not work closely with your
firewall operators to ensure that adequate ports are available for
communication in the overall Tivoli Endpoint Manager deployment. It is
important that firewall operators and network engineers understand the types
of traffic that the Tivoli Endpoint Manager Servers, Relays, Agents, and
Consoles can generate. For more information, see the “Network Traffic
Guide™
https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Network%20Traffic%20Guide

Through specially configured Relays, Agents that connect to the Internet (at
home, airports, or coffee shops) only can be managed as though they are
within the corporate network, with no VPN connection. These Relays are
deployed in the DMZ. For more information, see “Internet Relays”:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Internet%20Relays

» Air-gapped network specifics

Some organizations do not allow Tivoli Endpoint Manager Servers to access
the Internet-based IBM Fixlet Server directly. In this case, the air-gap network
configuration is the solution. A tool, BESAirgapTool, helps you create a
request file for license and Fixlet content updates. For more details about how
to use this tool, see “Installing in an Air-Gapped Network”:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Instal1ing%20in%20an%20Air
-Gapped%20Network

Monitoring

Many organizations consider Tivoli Endpoint Manager components part of their
critical IT infrastructure. They want to monitor the components by using
third-party monitoring tools to verify the correct functionality. We describe the
considerations and issues that relate to monitoring.

Considerations
» Network accessibility

Network accessibility is likely the most important aspect for the Tivoli
Endpoint Manager deployment. If the network connections fail between
components, Tivoli Endpoint Manager cannot send or receive any Fixlet
content, reports, or requests. Many organizations are concerned with the
network connections to monitor to avoid these problems.
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» Services and processes

The Tivoli Endpoint Manager environment requires certain services and
processes to be available on the Server, Relay, database, and Agent.
Organizations need to monitor these certain services and processes. They
must plan to handle and recover from any outages.

» Amount of data collected

Organizations must monitor and properly plan where Tivoli Endpoint Manager
log files and other data is stored and how much the amount of data increases
over time.

Issues and advice
» Network accessibility

To avoid any problems caused by unavailable communication to endpoints, it
is necessary to monitor the Tivoli Endpoint Manager Server periodically to
ensure that it is up and accessible by all top Tivoli Endpoint Manager Relays.
Without this top-down communication channel, the correct content cannot be
distributed. Another critical connection to monitor is between the Tivoli
Endpoint Manager Server and the IBM Fixlet server. The IBM Fixlet server
provides baseline content to the Tivoli Endpoint Manager Server, which
provides the content to all participating systems in the hierarchy.

» Services and processes

If services or processes (instead of a complete system failure) fail on a Tivoli
Endpoint Manager component, the hierarchical information flow to and from
Agents can be interrupted. Operators cannot access the latest information on
the Console. To react immediately to this type of failure, you need to monitor
services and processes that contain either BES or BigFix on all your Tivoli
Endpoint Manager Server and Relay components.

» Amount of data collected

The typical amount of data collected from any log files is not large, but
information in those data tables must be monitored to avoid any problems. A
suggestion for closer monitoring is the BufferDir directory, which temporarily
stores reports from Tivoli Endpoint Manager Agents before they are put into
the database. If this directory fills up, it indicates that information is not
properly stored in the database immediately. By default, the BufferDir
directory is at C:\Program Files\BigFix Enterprise\BES
Server\Fil1DBData\BufferDir\.
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The two types of systems to monitor closely in the Tivoli Endpoint Manager
environment are the Server and the Relay. We provide a quick list of items to
consider for the Server and the Relay monitoring:

» Tivoli Endpoint Manager Server:
— Root Server: Handles all incoming connections to the Server.
— FillDB: Puts information from the Agents into the database.
— GatherDB: Puts new Fixlet information into the database.

— Gather: Contacts the Internet to download files and to download new
Fixlet messages.

— Agent (optional): The Agent checks for known issues on the Server.

Agent on the Server: Without an Agent on the Server, the Server
cannot process Server upgrade Fixlet messages.

— Web Reports (optional): Many times, the Web Reports Server runs on the
same system as the other Server components.

— The BufferDir is considered full if it has 3 MB of files or if it has more than
10,000 files (by default). It is a good idea to monitor the BufferDir folder
and issue an alert if the folder has more than 2.5 MB of files or has more
than 9,000 files. Be careful to not monitor this folder too often, because it
might cause performance problems. You can check once every 10
minutes, but do not check every 10 seconds. The BufferDir is one of the
most important monitoring activities. If the BufferDir fills up, it indicates that
information is not getting to the Server quickly, and it can be a severe
problem.

— Ensure that the MSSQLServer service is running.
— Ensure that the SQL Server Agent is running.
— Any additional standard SQL Server checks are useful.

— Each Fixlet message site to which your Server subscribes has a
GatherURL (the GatherURL is stored in the masthead file for each site).
For example, the Patches for Windows (Enterprise Security) site has a
GatherURL of http://sync.bigfix.com/cgi-bin/bfgather/bessecurity.
If you enter the URL into a browser and retrieve the data at that location,
you receive information about the site. Within this returned data,
approximately 13 lines from the top, the line Version: XXX indicates the
current version of the provided site.

— Each Fixlet message site is mirrored on the Server. The mirrored
GatherURL gives the same information as the GatherURL of the Fixlet
servers. For example, to access the mirrored GatherURL, use
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http://yourservername:52311/cgi-bin/bfenterprise/besgathermirror.
exe?url=http://sync.bigfix.com/cgi-bin/bfgather/bessecurity.

By default, the Server looks for new Fixlet message sites every 60 minutes
from the main Fixlet servers, so there is a potential lag of 60 minutes when
the two URLs do not match.

Network accessibility: Ping the Server periodically to ensure that it is up
and accessible from the network. It must be reachable by all top-level
Relays.

» Tivoli Endpoint Manager Relay:

BigFix Client: The BigFix Client is important to the normal operations of
the BigFix Relay.

The BufferDir is full if it has 3 MB of files or if it has more than 10,000 files
(by default). It is a good idea to monitor the BufferDir folder and issue an
alert if the folder has more than 2.5 MB of files or more than 9,000 files. Be
careful to not monitor this folder too often, because it might cause
performance problems. It is alright to check once every 10 minutes, but do
not check every 10 seconds.

The Relay mirrors data in the same way as the main Server.

In almost all cases, Relays must have the same information as the Server
within a few seconds or minutes of the Server update.

You can check to see whether the Relay mirrors the same information as
the Server by checking the URL and comparing that information mirrored
by the main Server:
http://yourrelayname:52311/cgi-bin/bfenterprise/besgathermirror.e
xe?url=http://sync.bigfix.com/cgi-bin/bfgather/bessecurity

Check to ensure that the actionsite and opsites are mirrored properly.

Network accessibility: Ping each Relay periodically to ensure that it is up
and accessible from the network. It must be reachable by all of the Agents
that select this Relay.

Ensure that the Relay is getting up-to-date Fixlet information: A Relay
gathers new Fixlet messages from the main Servers whenever the new
Fixlet message site versions are available.

4.2 Tivoli Endpoint Manager solution design

In this section, we highlight the necessary considerations before you implement
the Tivoli Endpoint Manager.
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4.2.1 Deployment planning

We look at the planning steps to take before deploying Tivoli Endpoint Manager
in your organization. This information is broken down into the deployment scope,
how to fit Tivoli Endpoint Manager into your network, and the required equipment
required, and high availability and disaster recovery.

Deployment scope

Before deploying a Tivoli Endpoint Manager solution, an organization needs to
estimate how many endpoints to deploy in each location. The Tivoli Endpoint
Manager Agent must be deployed to every endpoint that needs to be protected.
Do not forget to include the computers that are not Windows computers, home
users, mobile users, and leave room for growth. The Tivoli Endpoint Manager
Agent is compatible with most versions of Microsoft Windows, Mac OS, Linux,
and AlX.

We approximate the scale for Tivoli Endpoint Manager deployments:

Small < 5,000 Agents
Medium < 25,000 Agents
Large < 100,000 Agents
Very Large > 100,000 Agents

Network requirements

Tivoli Endpoint Manager works well with network security devices, such as
firewalls and Intrusion Prevention Systems (IPS). For Tivoli Endpoint Manager to
function properly, the network of the organization must meet the following

conditions:

» TCP port 52311 (customizable) open on all networks.

» Allow UDP packets on all networks for Server and Relay notifications.
» Network must allow ICMP if automatic Relay selection is needed.

» Avoid stripping packet headers in the network.

» Proxy server must ideally allow non-standard user-agent.

» Tivoli Endpoint Manager Server must have access to the Internet.

In Figure 4-3 on page 144, we illustrate how Tivoli Endpoint Manager fits within
the broader spectrum of a secure network implementation of an organization. For
a more detailed explanation of the concept of network security zones, see IBM
Security Solutions Architecture for Network, Server and Endpoint, SG24-7581.
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Figure 4-3 Example of Tivoli Endpoint Manager deployment in network security zone view

Endpoint distribution

Tivoli Endpoint Manager can support large organizations with multiple distributed
sites in different locations around the world. Tivoli Endpoint Manager can control,
manage, and deploy solutions to endpoints in remote sites and roaming
endpoints through Relays. For technical details about Tivoli Endpoint Manager
Relays, see 3.1.5, “Relay” on page 74.

Figure 4-4 on page 145 illustrates an example of a typical environment of an
organization and the Tivoli Endpoint Manager deployment.
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Figure 4-4 Tivoli Endpoint Manager deployment example

Figure 4-4 shows one way that Tivoli Endpoint Manager can be implemented in
an organization. Remember that there are many ways to implement Tivoli
Endpoint Manager. The requirement is that the endpoint that needs to be
protected is connected to a Tivoli Endpoint Manager Relay or Tivoli Endpoint
Manager Server>.

The Tivoli Endpoint Manager Server must have Internet connectivity with port 80
open to connect to the Tivoli Endpoint Manager Fixlet server. A dedicated port4
must be opened between the Tivoli Endpoint Manager Server, Tivoli Endpoint
Manager Relay, Tivoli Endpoint Manager Console, and the endpoint in the

network.

3 Direct connect to Server is not advised. Itis a preferred practice to connect endpoints to a top-level
Relay even if the endpoint is in the same network segment as Tivoli Endpoint Manager Server.
4 The port is customizable. The default is 52311.
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High availability

A well-designed Tivoli Endpoint Manager deployment must be robust against a
network or hardware outage of any component under the Server level due to the
self-initiated Relay select process. If a Relay or a network route to a Relay fails,
the Tivoli Endpoint Manager Agent can identify another Relay. See the
illustrations in Figure 4-5 and Figure 4-6 on page 147.

Server

Relay I

Rglay Rela:

Endpoints

NS
Endpoint Endpomt Endpoint  Endpoint Endpomt Endpoint

Figure 4-5 Normal runtime circumstance
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When designing a Tivoli Endpoint Manager system, consider the fault tolerance
in a Relay failure case. A good design incorporates enough Relays to handle the
extra load when a failure occurs. For more information, see “Tivoli Endpoint
Manager Relay” on page 150.

The high-availability solution that Tivoli Endpoint Manager provides for the Server
is called Distributed Server Architecture (DSA). However, in most solution
designs, DSA is not considered a requirement for the implementation. With an
appropriate backup mechanism in place, a restore or a rebuild of a Tivoli
Endpoint Manager Server takes a short time, maybe a few hours. After the Tivoli
Endpoint Manager Server and Tivoli Endpoint Manager database are restored,
the Tivoli Endpoint Manager infrastructure continues to function.

The Tivoli Endpoint Manager Agent and Relay cache any data when connection
is lost to the Server, and gradually push the data back to the Tivoli Endpoint
Manager Server after the connection is restored. During the Server downtime,
configuration enforcements and any scheduled tasks already received by an
Agent continue to function. The frequency of compliance changes and patching
applications is done on a daily, if not longer, period. From an endpoint security
and compliance solution view, the impact of a Tivoli Endpoint Manager Server
failure is considered minor for most organizations. We describe implementation
of DSA in “Implementing a Distributed Server Architecture” on page 150.
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4.2.2 Deployment design

148

In this section, we examine the deployment of Tivoli Endpoint Manager
components to the appropriate hosts. We focus on the components that are
required to provide endpoint security and compliance.

Detailed installation steps are not covered in this book. See the IBM Tivoli
Endpoint Manager Administrator Guide at the following location:

http://publib.boulder.ibm.com/infocenter/tivihelp/v26rl/topic/com.ibm.t
em.doc_8.2/Platform/Adm/c_introduction.html

Tivoli Endpoint Manager Server

The Tivoli Endpoint Manager Server performs intensive file I/O operations on
temporary data®. It is considered a preferred practice to use a local storage
system with good read and write performance. You can choose to connect to a
remote database. However, to maximize performance, install Tivoli Endpoint
Manager database locally with Microsoft SQL 2008 R2 preinstalled. If no
database is available, Tivoli Endpoint Manager also provides the option to install
Microsoft SQL 2005 Express for you.

Microsoft SQL 2005 Express: Use Microsoft SQL 2005 Express for testing
deployment only. Use a full version of Microsoft SQL for production
deployment.

An encryption key is generated during the installation. The key must be kept safe.
The key must not be stored on any components of Tivoli Endpoint Manager, such
as the Server, Relay, Console Server, or database. If the key is obtained by an
unauthorized user, unauthorized personnel can control the entire Tivoli Endpoint
Manager system. It is not possible to recover this key from IBM if it is lost.

There must be at least one master operator created during the installation for
Tivoli Endpoint Manager to function properly. More users can be added after the
Tivoli Endpoint Manager Console is installed. For more information about users
and privileges, see 3.1.10, “Users” on page 86.

5 Temporary file locations are:

BES Server\FillDBData\BufferDir

BES Servernsitearchive

BES Server\wwwrootbes\bfmirror\bfsites
BES Server\wwwrootbes\bfsites
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Master operator: Because Tivoli Endpoint Manager is a powerful
management system, any user with master operator access can cause
serious harm to the information system of the whole organization. It is
imperative that only trained and trusted personnel in the organization are
granted this access right to Tivoli Endpoint Manager. You must revoke access
for users who no longer need to access the system.

The storage performance of the Server directly affects the overall performance of
the Tivoli Endpoint Manager environment. If improperly configured, it can cause
severe performance problems. For the best performance, use solid-state storage
technology with RAID 10. For more details about solid-state storage, see 3.1.3,
“Database” on page 69. For details of suggested RAID array settings, see this
website:

http://support.bigfix.com/bes/misc/raidconfig.html

Tivoli Endpoint Manager Console

A Tivoli Endpoint Manager Console is necessary to manage the Tivoli Endpoint
Manager Server. To install the Console, your computer must meet the following
minimum requirements:

» Hardware: Intel Pentium lll class processor with 512 MB RAM. Larger
deployments require more capable computers.

» Software: Microsoft Windows XP, Windows 2003 Vista, Windows 2008,
Windows 7, or Windows 2008 R2 with Internet Explorer Version 7.0 or later.

The Tivoli Endpoint Manager Console can be installed on any moderately
powerful computer. However, as the number of computers that you are managing
with the Console grows, you might need a more powerful computer. The latest
Console suggestions are at the Tivoli Endpoint Manager support site:

http://support.bigfix.com/bes/install/consolereq.html

The Tivoli Endpoint Manager Console also requires a high-bandwidth, fast
connection to the Server due to the large amount of data that needs to be
transferred to the Console. IBM suggests that remote operators use a remote
control connection, such as a Citrix server or Terminal Services computer to a
Tivoli Endpoint Manager Console. The Tivoli Endpoint Manager Console must be
physically close to Tivoli Endpoint Manager Server. Do not have a console that
runs on a system that is far from the Tivoli Endpoint Manager Server. For more
information about the Tivoli Endpoint Manager Console, see 3.1.4, “Console” on
page 71.
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Tivoli Endpoint Manager Relay

The Tivoli Endpoint Manager Relay can be installed through a Task, Install Tivoli
Endpoint Manager Relay. Relays must be installed on systems that run one of
the following products:

» Windows 2000, Windows XP, Windows Server 2003, Windows Vista,
Windows Server 2008, Windows 7, and Windows Server 2008 R2

» Red Hat Enterprise Linux 4, 5, and 6
» Solaris 10
» AIX 5.3 and 6.1 computers

We suggest that you install a Relay on a system with a static IP address and little
downtime. A Relay must have a two-way TCP connection to its parent Relay or
Tivoli Endpoint Manager Server.

IBM advises that you have at least one Relay in a network segment with limited
bandwidth to Relays in other network segments. Add more Relays to share the
load if there are more than 1,000 Agents connected to a single Relay. For the
best results, distribute Relays evenly across your network. Also, avoid chaining
too many Relays together. An increase of Relay hop counts increases the delay
in the time that it takes endpoints to receive data from the Tivoli Endpoint
Manager Server. Try to design a Tivoli Endpoint Manager implementation with
most endpoints connected to the Tivoli Endpoint Manager Server within three
Relay hop counts. This design offers better overall response time and
performance.

Tivoli Endpoint Manager Agent

There are many ways to install Tivoli Endpoint Manager Agent to an endpoint,
including network shares, the Active Directory, a login script, or a manual
installation through an installation package. An operator can choose the
deployment method best suited for the environment.

Implementing a Distributed Server Architecture

DSA enables an organization to install multiple Tivoli Endpoint Manager Servers
that replicate information between each other. In a failure, a backup Server can
automatically take over as a fully functional Server. When the failed Server is
restored, it automatically receives updated information from the backup Server.
See Figure 4-7 on page 151, and Figure 4-8 on page 151.
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Requirements
» All DSA Servers must use the same authentication method.

» DSA Servers must have similar performance. We suggest that you use the
same hardware for all DSA Servers, if possible.

» DSA Servers must have the same version of Microsoft SQL Server installed.

» The larger the Tivoli Endpoint Manager deployment, the more you need a
fast, high-bandwidth connection between DSA Servers. For a large
deployment, less than 1 ms latency is required. Custom engineering is
needed for a large deployment to achieve the optimal connections between
DSA Servers.

Asset discovery

One of the questions asked after a deployment is, “Did we cover all the
endpoints in the organization?”

Any endpoints that were missed during the initial deployment phase might
become a security vulnerability. IBM suggests that you use asset discovery to
discover unmanaged assets.

With asset discovery, you can deploy Scan Points, which are Nmap scanners, to
specified Tivoli Endpoint Manager Agents in your network by using Fixlet
messages and Tasks. See Figure 4-9 on page 153. You can then use Fixlets and
Tasks to periodically run scans. The scan results are delivered automatically to
the Tivoli Endpoint Manager Server, which imports the data into the database.

The scan information can then be viewed in the Tivoli Endpoint Manager Console
in the Unmanaged Asset tab. Operators can then choose either to deploy a Tivoli
Endpoint Manager Agent to manage those assets, or take other security
measures. Operators decide the period and frequency of the scan. They evaluate
their network environment before deploying an asset discovery procedure to
effectively discover unmanaged assets without overloading their network.
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Figure 4-9 Asset discovery schematic

Potential scanning issues
You can encounter the following scanning issues:

» Network scans can potentially trigger Intrusion Detection Systems.
» Network scans can potentially cause old network devices, such as old printer

network devices, to fail if scanned.
» Network scans can potentially cause personal firewalls to advise the user that

a computer is scanning the local computer.
» NMAP is sometimes flagged by virus scanners as a potentially harmful tool.

» Check to ensure that your virus scanner is not set to block NMAP from

running.
If you set NMAP to scan a large network, it takes a long time and can use

S
significant bandwidth during the scan. The default scan is the local Class C
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network, which is a fast LAN. Avoid scanning large networks across the WAN
with this tool.

For more information about asset management, see this website:
http://support.bigfix.com/bes/sites/assetdiscovery.html

4.2.3 Operational maintenance

In this section, we describe the operational aspects of the Tivoli Endpoint
Manager deployment. We focus on monitoring and ensuring that Tivoli Endpoint
Manager operates properly. We also mention configurations for optimizing Tivoli
Endpoint Manager performance, especially for a large deployment.

Health check and monitoring

After the initial Tivoli Endpoint Manager deployment, it is advised to examine
active Tivoli Endpoint Manager Support Fixlets for any potential issues. Tivoli
Endpoint Manager Support Fixlets can pick up issues, such as a service not
running, whether the Tivoli Endpoint Manager Server cannot connect to the
Internet, whether disk space is low, and whether the system time is wrong. Most
of the issues can be fixed by deploying these Fixlets to the appropriate system.
Operators must also update their Tivoli Endpoint Manager components regularly.
Component updates are available through Tivoli Endpoint Manager Support
Fixlets. For most updates, operators apply an update Fixlet to the necessary
components.

Configuring for better performance

Most of the Tivoli Endpoint Manager default configurations are set to deliver a
good balance between performance and responsiveness. However, in a large
deployment (greater than 15,000 Agents), a change to those default parameters
can help you avoid performance problems. In this section, we describe the
configuration options for each major component.

Tivoli Endpoint Manager Server
» Server heart beat interval

By default, the Tivoli Endpoint Manager Agents checks into the Tivoli
Endpoint Manager Server on a regular interval that is known as a heartbeat.
In medium to large Tivoli Endpoint Manager deployments, processing the
heartbeats can consume significant Tivoli Endpoint Manager Server
resources. To ensure optimal performance, the heartbeat must be increased
from the default 15 minutes to 1 hour or 2 - 6 hours for larger Tivoli Endpoint
Manager deployments. The heartbeat can be changed under the File —
Preferences menu in the Tivoli Endpoint Manager Console.
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» Configure RAID cache

Certain onboard RAID controllers are configured with the hard disk cache set
to 100% read and 0% write performance. This configuration causes poor
performance because hard disk drive writes are slow. The optimal
configuration is 50% read and 50% write performance. For instructions to
change this configuration, see your RAID controller manual.

» Move the Tivoli Endpoint Manager Server installation folder to a different drive
from the SQL Server database. This instruction applies if the Tivoli Endpoint
Manager Server and database are installed on the same system.

The Tivoli Endpoint Manager Server writes large amounts of files to disk while
it also writes large amounts of data to the database. Place the Tivoli Endpoint
Manager Server program folder on a separate physical disk drive from the
SQL Server database. This change causes the hard disk drive writes to occur
in parallel, which can lead to performance improvement.

Tivoli Endpoint Manager Server database
» Set the SQL server transaction log type to Simple

By default, Microsoft SQL Server uses Full transaction logging to allow for
optimal data recovery. To get better performance from Tivoli Endpoint
Manager, change the transaction type to Simple. See the Microsoft SQL
Server documentation for instructions to perform this change.

» Schedule database maintenance

Ensure that the Reindexing Tasks are run every six hours. Look at the “Last
time completed” column in the Enterprise Manager under Management —
SQL Server Agent — Jobs. The job name is “BFEnterprise Results Table
Reindexing Job”.

Tivoli Endpoint Manager Relay
The settings for the Relay also apply to the Tivoli Endpoint Manager Server.

» Disable Anti-Virus scans on the Tivoli Endpoint Manager Server and Relay
folder

The Server and Relay normal operations involve creating and processing
many temporary files. This activity is essential for the good performance of
the Tivoli Endpoint Manager deployment, but performance can be slowed
down dramatically if a virus scanner scans each file. To address this issue,
configure your virus scanner on the Server computer to exclude the Server
folder and all subfolders (default is C:\program files\bigfix
enterprise\bes server). Configure your virus scanner on the Relay
computer to exclude the Relay folder and all subfolders (default is C:\program
files\bigfix enterprise\bes relay). For more information about setting
this exclusion rule, see your virus scanner instructions.
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» Disable file indexing

The Server and Relay normal operations involve creating and processing
many temporary files. This activity can be slowed down dramatically if
Windows file indexing is turned on or if the drive is set to use file compression.

Tivoli Endpoint Manager Console
» Lower the Tivoli Endpoint Manager Console refresh interval

The Console retrieves and caches dashboard information from the Server
database, which can stress the bandwidth of the connection if the amount of
data is large. Raise the Console refresh period from the default of 15 seconds
to 30 seconds, 60 seconds, or 120 seconds for large deployments with many
simultaneous Console users. The refresh rate can be changed under the
File —» Preferences menu in the Console. This setting is for each Console.

» Use Tivoli Endpoint Manager management rights

The amount of information transferred from the Server database grows as the
number of Agents grows and can become large for medium to large
deployments. The correct use of the management rights feature to restrict the
number of Agents managed by each Console operator can reduce the traffic
between the Server and Console.

» Avoid excessive open actions

It is a preferred practice to give each action a reasonable expiration date
unless it is an enforcement action. Tivoli Endpoint Manager can normally
handle hundreds of open actions. However, if thousands of actions are
opened, consider either closing or condensing some of the actions.

» Delete closed and expired actions

The Console lists every action taken, including every result from every Agent.
As the number of actions grows larger, the Console uses more memory to
load the actions. You can delete old actions. When you delete old actions, you
mark them as deleted in the database. After they are marked as deleted, the
Console no longer loads them, saving memory and load time. The actions
continue to be in the database after they are deleted, but they are not
accessible to the Console or Web Reports.

4.3 Patch Management solution design

In this section, we describe factors to consider and approaches to use when
adopting Tivoli Endpoint Manager Patch Management as a solution for patching.
We look at factors to consider before the implementation, and functions that
Tivoli Endpoint Manager Patch Management provides to resolve these problems.
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4.3.1 Before you patch

Patching devices in an organization can be a risky business. Tivoli Endpoint
Manager Patch Management provides functions and tools to enable
organizations to patch devices in an efficient way while minimizing the impact to
their daily business operations. Due to the diversity of requirements for different
organizations, operators must investigate how to best use Tivoli Endpoint
Manager for maximum patching effectiveness.

Identifying what to patch

Tivoli Endpoint Manager provides patching solutions for Microsoft Windows
(English and non-English), Windows applications, Mac OS X, Red Hat Enterprise
Linux, SUSE Linux, AIX, and Solaris®.

However, due to organization policy or other considerations, you might not want
to patch all devices. Organizations are advised to have a security policy defined
about patching that indicates one or both of the following rating systems:

» Ratings of patches

This method might be accepting the manufacturer rating or a provision for an
internal rating of each patch.

» Ratings of systems

A system is often categorized based on location (that is, interacts with the
Internet, notebook, or within a secured data center), operating system, or
function (that is, application server, email server, or database server).

Based on the ratings, you might be required to patch systems within a specified
time frame according to the security policy of your organization. For example, if a
patch is rated as critical, you might be required to patch a system that accesses
the Internet within 48 hours, a notebook within five days, and any data center
system within 30 days. A patch with a different rating has a time frame for each
category of the devices. These values are examples only and you must refer to
your security policy for your requirements.

Managing patching processes

Devices can be listed under levels of risk and importance to indicate that they
need to be treated differently according to the security policy of the organization.

6 Microsoft products: http://support.bigfix.com/bes/misc/supportedproducts.html
Non-English Windows: http://support.bigfix.com/bes/misc/nonenglish.html

Windows applications: http://support.bigfix.com/bes/sites/updateswindowsapps.html

AIX: http://support.bigfix.com/bes/sites/aixpatches.html

Mac: http://support.bigfix.com/bes/sites/macosx.htm]

Red Hat: http://support.bigfix.com/bes/sites/rhelpatches.html

Solaris: Spark 7, 8, 9, and 10; x86 10. Does not include vintage support and unbundled patches.
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For example, a business-critical server might need to receive critical patches
within 48 hours, and patching can occur outside of business hours only. Or, a
workstation might need to receive critical patches within three days, and patching
can occur at any time of the day. Tivoli Endpoint Manager provides manual and
automatic grouping functions to effectively categorize devices for different
patching operations.

Patching processes can get complicated in large organizations. Most
organizations use internal approval processes to ensure that a patch is safe
before they deploy it to any of their production-critical systems.

Patch testing: Although IBM tests all the patches before the patches are
released as patch Fixlets, the test cannot cover all diverse platforms and
software configurations. The patch works on most systems, but it can fail or
create problems with installed applications on certain other systems. For this
reason, you must always test every patch against a representative test
environment before deploying a patch against any production systems.

Figure 4-10 illustrates a typical process for a Tivoli Endpoint Manager Patch
Management solution.

Master Test Group Test Group A Growe
operators only NIV
External Sites Test Site QA Site Production Site
Master operators Testers update QA team tests Non-master
review and and test content content and operators deploy
select content signs off for content to
acceptability endpoints

8y 8L 8

Test computers Test/QA computers Production systems

Figure 4-10 Patch deployment process

Operators are divided in groups according to their responsibilities. Computers
are divided into groups according to their role in patching:
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. Master operators are responsible for determining pertinent content. They

review all content and custom copy any pertinent content to the custom test
site.

Testers test the content that the master operators provide. They might modify
the Relevance and Action Scripts to meet internal requirements.

. The Quality Assurance (QA) team reviews what the testers submit. This test

is a secondary test to ensure that the content works as expected. The QA
team might use the same systems as the Test group or a subset of the
production systems.

Finally, after the QA team signs off on the content, the content is custom
copied to the Production site. The non-master operators have read access
only to this content and can only deploy the patches. If issues or errors are
discovered, the non-master operators must have the Test group review and
update the content.

4.3.2 Deploying a patch

You need to consider several details when you plan to deploy a patch:

vVVyVYyVYVYVYYVvYYyY

Applying a patch

Determining when to patch

Use of baseline

Patching a server

Rolling back a patch

Pre-caching patch

Patching Linux and UNIX
Patching in an air-gapped network

Applying a patch
When applying a patch, always read the Fixlet description. It includes the
following types of information:

>

>

Details about the patch that might affect the application of the patch.

The system might not report that the problem is fixed until the system is
rebooted, which can skew reporting results.

The patch might change a file association. For example, updating Adobe
Acrobat Reader might change the file association of a system with Adobe
Acrobat for PDF files from Acrobat to Reader.

Tivoli Endpoint Manager might receive reports that application of a particular
patch can result in abnormal behavior and must be applied after thorough
testing only.
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» Issues to be aware of or any potential problem that might be associated with
the patch.

An operator must assess the risk level and decide whether to apply the patch to
certain devices.

Determining when to patch

Deploying patches can take significant network resources. An operator must
consider the following information:

» When does the patch need to be deployed?
» How long does the patch deployment window need to be?
» Will deployment of this patch affect any of the daily operations?

Tivoli Endpoint Manager provides a flexible scheduling capability that enables an
operator to deploy patches whenever the operator wants.

Operators can also determine how long the patch deployment window needs to
be. Mobile devices need a longer deployment window, because they do not
connect to the network as often as workstations.

Confining patching to specific hours

It is possible to use an automatic grouping technique to confine patching to
specific hours. This method enables the devices to start patching even they miss
the scheduled patching time:

1. To use Relevance to control automatic group membership, set the following
Agent settings on the desired systems:

PatchWindowStart = 21:00 Establishes when the system joins the group
PatchWindowEnd = 23:59 Establishes when the system leaves the group

2. Use the following Relevance to define the automatic group relevance:

(((current date as string & " " & value of setting "PatchWindowEnd"
of Agent) as Tlocal time) > now) AND (((current date as string & " "
& value of setting "PatchWindowStart" of Agent) as Tlocal time) <
now)

3. Target the patch to the automatic group previously defined.

Wake-on-LAN (WoL)

Wake-on-LAN must be implemented to wake a system before the time required
for patching. In this example, the patch window each day is between 9:00 pm and
11:59:59 pm. A WoL packet must be sent before 9:00 pm to ensure that the
Agent is active and that the Agent can join the appropriate group and begin the
patching process. If no patches exist, the system is free to go back to sleep after
reaching the defined interval.
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Use of baseline

A baseline can be used to stack up multiple patch Fixlets. The baseline can be
edited so that the tested patch Fixlet can be moved and included in baselines on
the production site. A baseline is ideal for ensuring that newly built systems, or
systems that do not update regularly, have up-to-date patches installed. The
Agent setting can be used to control applicability of the baseline. The operator
can also add a Fixlet to reboot at the end of deploying the baseline.

Operators need to be aware of the following details when using a baseline:

» Never create a baseline as a Master Operator. A Master Operator baseline
can multiply system overhead.

» Use a Custom Site to provide baselines.
» Do not include a corrupted patch Fixlet”.

» Components in a baseline are executed sequentially, so ensure that they are
in the correct order.

» A baseline can hold a maximum of 250 components.

» Do not add a previous monthly baseline to the current baseline. Review all
previous patches to ensure applicability, order of installation, and relevance.

Synchronizing the baseline

A synchronization of the baseline is needed whenever a component in the
baseline changes, for example, an update by the Fixlet Server. For instructions to
synchronize a baseline, see the following support page:

http://support.bigfix.com/cgi-bin/kbdirect.pl1?id=401

Rebooting a system

Typically, a Windows system can accommodate multiple patches between
reboots. However, if a file is in use when a patch is applied, the system is
vulnerable until reboot. Although the file on storage is patched, the file actively
used by the operating system in memory is not patched. An operator must
consider whether a patch reboot is needed or implement a periodic reboot plan.
For example, reboot workstations at 7 pm every weekday. It is suggested to add
a reboot step at the end of a patch baseline.

Patching a server

Patching a server requires more consideration than patching an endpoint. The
patch evaluation process and result can differ compared to a workstation. A
larger organization might have a change control policy in place where a change

7 Corrupt patches indicate that at least one file that was supposed to be updated by the original patch
on the computer is deprecated to a previous version. Applying the Fixlet can resolve this problem.
Corrupt patch is only available for Windows systems.
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approval is needed before any patching occurs. Operators can organize their
systems into sites or groups for patching so that it is easier for the patching
process to comply with the security policy. To learn about the design for patching
in our fictional organization, see Chapter 7, “Phase Il: Patch Management design
and implementation” on page 239.

Rolling back a patch

Windows patch management has a rollback wizard so that you can roll back a
patch. Linux patch management (Red Hat and SUSE) offers the RPM uninstall
Fixlet, which allows the user to uninstall an RPM that is not a dependency of
other installed RPMs. Treat the rollback as a last resort. Users must always test
and run a pilot patching process before patching to the production environment.

Pre-caching patch

The pre-caching wizard can download large files, such as service packs or
application patches, to the Tivoli Endpoint Manager Server cache folder and
Relay cache folder to improve download efficiency. The Fixlet that is generated
by the pre-caching wizard downloads the patch files into the cache. It does not
deploy the patch to the endpoints.

Manual recaching

Cache files are stored in the Server or Relay cache folder. Users can download
the patch file from any source and copy it to the Server or Relay manually. To
enable Tivoli Endpoint Manager to recognize those files, the file name needs to
be the SHA1 hash code or the file.

Patching Linux and UNIX

Both the locations and the protocols of many of the Linux and UNIX sites that are
used to provide content changed over time. Certain Linux vendors require a login
or accept a user license agreement. This change makes mimicking the
on-demand download difficult to incorporate.

Tivoli Endpoint Manager Patch Management provides a download plug-in to
cope with this problem. By using the plug-in, you can mimic Windows patching in
a way where most of the files are downloaded only when requireds. For
instructions to install the plug-in, see the appropriate Linux or UNIX patch guide.

Custom patch Fixlet

Custom Fixlets enable users to customize their patch RPM package. Users can
perform these tasks:

8 Certain files might still need manual caching, which requires that users manually download the
patch from the vendor and cache it on the Tivoli Endpoint Manager Server. You might receive a
“Manual Caching Required” notification.
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Choose a targeted operation system and version.

Manually add RPM.

Determine whether to use older or newer RPM when forced to upgrade.
Custom switch for RPM, for example, -ivh.

“Whitelist” preferred RPMs.

Blacklist RPMs to avoid.

Modify RPM preference lists.

vyVVvyVYyVvYyYVvYYvVYyYy

Patching in an air-gapped network
You can patch in an air-gapped network by using the Tivoli Endpoint Manager
Airgap Tool. For instructions to use the Airgap Tool, see this website:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=en#
/wiki/Tivoli%20Endpoint%20Manager/page/Installing%20in%20an%20Air-Gappe
d%20Network

4.3.3 Patch report

After deploying a patch, you can access a report that covers the overall progress,
and the success and failure rate of the deployment. An operator can get this
information as a result of the action, as shown in Figure 4-11 on page 164.
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Figure 4-11 Patch progress report

The challenge arises when you work with ongoing patching, such as persistent
patch baseline, because there is no end against which to measure. You can solve
this situation by using two actions. Set the first action to run for an initial period,
as documented in the corporate security policy documents. Then, set a second
action to run on the day after the initial period.

Patches for Windows

The Windows patching site provides a comprehensive graphical report that
displays a summary of patch information in your deployment through tables,
graphs, and pie charts. Specifically, the Microsoft Patch Information overview
report displays Microsoft patch information, deployment information, a Total
Patches Needed by Severity graph, and a Severity of Relevant Patches pie chart.
The overview report provides a quick summary of your Windows remediation,
including the number of existing patches, broken down by severity and relevance.
It also includes information for each computer, such as the average number of
patches and critical patches (Figure 4-12 on page 165).
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Figure 4-12 Patches for Windows overview dashboard

4.4 Security configuration management solution design

Security configuration management (SCM) is a major subset of the discipline of
security and compliance management. In this section, we introduce a guide that
follows the preferred practices for the SCM tasks of an organization.

One of the Tivoli Endpoint Manager offerings is called IBM Tivoli Endpoint
Manager for Security and Compliance. This offering includes several
subpackages. One subpackage is a set of patch management Fixlet Sites for
various platforms (2.3.2, “Patch management” on page 47). Another subpackage
is the Tivoli Endpoint Manager Security and Compliance Analytics reporting
solution (2.3.4, “Security Compliance Analytics” on page 56). Additionally, the
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product provides a comprehensive library of technical controls that can help you
achieve security compliance by detecting and enforcing security configurations.

Tivoli Endpoint Manager provides predefined preferred practices that meet US
Federal Desktop Configuration Control (FDCC) regulations and Defense
Information Systems Agency Security Technical Implementation Guides (DISA
STIGs).

The checklists are ready to be used in an established Tivoli Endpoint Manager
environment immediately after installation. The greatest advantage of these
checklists is that they can be customized to the specific needs of your
organization.

4.4.1 Security configuration management Fixlet Sites

In 3.1.1, “Fixlet Server” on page 65, we introduced the Tivoli Endpoint Manager
Fixlet Server. This cloud-based service, managed by IBM, is used as a main
source for Tivoli Endpoint Manager content. All Tivoli Endpoint Manager Servers
must be able to connect to the Tivoli Endpoint Manager Fixlet Server to
download the latest data. This model allows IBM to deliver updates and new
features directly to an environment, as needed.

Isolated networks: Tivoli Endpoint Manager assumes connectivity between a
Tivoli Endpoint Manager Server and a Tivoli Endpoint Manager Fixlet Server
on the Internet. However, IBM knows that sometimes connectivity is not
possible. Certain organizational regulations or technical obstacles might
prevent this Internet access requirement. Tivoli Endpoint Manager offers a
solution for providing Fixlets and all needed files for isolated, air-gapped
networks. For more information, see the following IBM developerWorks:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Installing%20in%20an%20Air
-Gapped%20Network

Figure 4-13 on page 167 shows a high-level view of the Tivoli Endpoint Manager
Fixlet Server content. The content is organized into Fixlet Sites that Tivoli
Endpoint Manager Servers can download for the operators. The available Fixlet
Sites are displayed in the Tivoli Endpoint Manager Console. An operator can
review the site content by expanding the appropriate node in the content tree.
Fixlet Sites are containers that hold smaller artifacts, such as Fixlets, Tasks,
Analysis, or other items (dashboards or wizards).
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Figure 4-13 Fixlet Sites that are visible in the Tivoli Endpoint Manager Console

The lower-right side in Figure 4-13 shows a Tivoli Endpoint Manager Console
snippet. We selected a sample Fixlet Site that represents the checklist for DISA
STIG on Windows XP v6r1.18. We can see what is included in this checklist site.
Figure 4-14 depicts a diagram that represents the Fixlet Site.

Fixlet Site
) ) ) )
[ Fixlets [ Tasks Analyses Baselines | Actions
) ) ) K )
Wizards Dashboards Other Files Subscribed Computer
Computers Groups

Figure 4-14  Fixlet Site subcomponents
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The Fixlet Site can contain the following artifacts:

» Fixlets: Responsible for evaluating a single aspect of the operating system,
looking for a noncompliance according to a predefined policy. For example,
there might be a Fixlet that checks whether the maximum password age
setting is at least 90 days.

» Tasks: Responsible for repetitive actions or maintenance activities. For
example, there might be a Task that updates Tivoli Endpoint Manager Agent
to the latest available version.

» Analysis: Responsible for gathering actual data from the operating system.
For example, there might be an Analysis that retrieves the value of the system
maximum password age setting.

» Wizards: Responsible for providing a user interface for automating actions.
For example, there might be a wizard that automates the copy process of the
Fixlets between Fixlet Sites.

» Dashboards: Responsible for providing a user interface to display certain
aspects of the system. For example, an operator can use a dashboard that
displays the Tivoli Endpoint Manager environment information. This
information includes the number of Tivoli Endpoint Manager Agents that are
running and Tivoli Endpoint Manager Relays.

» Other files: Responsible for providing any other files that might be useful from
the Fixlet Site perspective. For example, there are files that can provide
additional evaluation and generate results that are later used by an operator
for Analysis.

» Baselines: Represent groups of Fixlets that allow for a high level of
automation. For example, a set of patch Fixlets can be grouped into a
baseline.

» Actions: Represent a collection of Tasks or Fixlets, which can be executed in
case of remediation. An Action represents the activity that happens in the
environment. For example, a particular Action can be designed for patch
installation.

» Subscribed computers: Represent a list of computers that evaluate the
content from the site.

» Computer groups: Represent a list of computer groups defined for this site
that evaluate the content of the site.

All of these types of objects belong to the Fixlet Site. However, the last four types
are called user-authored artifacts. They are created and managed by Tivoli
Endpoint Manager operators.
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4.4.2 Security configuration management Fixlet design

For security configuration management (SCM), Tivoli Endpoint Manager
provides a special type of Fixlet and Analysis. With the built-in functionality, you
can logically link the Fixlet and Analysis. This link creates a pair that can provide
complete compliance information about the verified aspect. We evaluate the
example of the maximum password age setting. Figure 4-15 depicts a graphical
representation of the SCM Fixlet and Analysis relationship.

Fixlet Analysis

Property '

Figure 4-15 Fixlet and analysis relationship

Why do we need a link between those objects? To answer that question, we need
to evaluate each object separately to see what information it can provide:

» A Fixlet evaluates the system setting against a specific policy value. For this
example, the Fixlet checks whether the maximum password age value is
equal to or less than 90 days. If there is a violation of the policy, the Fixlet
becomes relevant, which means that noncompliance is detected. The Tivoli
Endpoint Manager operator receives a warning in the Console. It is not
possible to deliver the value that exceeds the operating system setting,
whether it is 61 or 200 days. Both values are considered out of policy, but the
system with the higher deviation in value might need to be fixed first. The
Fixlet defines a link to the Analysis to retrieve the actual setting.

» An Analysis is responsible for the retrieval of the actual setting from the
operating system. For the maximum password age, the Analysis returns a
number to the Tivoli Endpoint Manager Server. The Analysis does not
evaluate. Without the Fixlet to evaluate, it is impossible to know whether the
actual setting represents a noncompliance at all.

Both objects linked together provide the full information to determine the
compliance. This collaboration is not required, for example, in a Patch
Management scenario. In that scenario, a Fixlet is sufficient to discover whether
the patch is missing or installed. An Analysis for a single patch is not needed.

From the SCM perspective, Analysis and Fixlets that are provided within Fixlet
Sites must always exist together. This coexistence is important for reporting. In
2.3.4, “Security Compliance Analytics” on page 56, we described a type of report
that presents the compliance state and the actual values collected by Analysis
from the operating system. That report is called Check Results.
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Fixlet parameters

Typically, a Fixlet provides information about a single, atomic aspect on an
inspected system. If there is a need to customize, for example, to provide a
parameter to the Fixlet evaluation, use a Task. Tasks are responsible for setting
properties on a managed endpoint. Those properties can later be read by the
Fixlet and interpreted by a Relevance statement, influencing the final Fixlet state.

The challenge with this approach is that it requires that you maintain the Task
object and execution. This maintenance can require additional effort for an
operator and can create an additional load on the Tivoli Endpoint Manager
Server and Tivoli Endpoint Manager Agent.

Operators mostly prefer to have a simpler solution that includes homogeneous
parameter values across all computers. This approach matches the use cases
described by most organizations better. It can simplify Analysis, and it allows for
a more precise representation of what is measured by a specific check. This
content-based solution can be based on embedding code within the Fixlet
description code. This code can modify the Relevance of the Fixlet to match the
parameter values that you want. This code can be coupled with an HTML form for
the user to enter the information that you want. In addition to enforcing value
homogeneity, this solution can provide these benefits:

» Simplify the control of Relevance, because it no longer needs to check the
conditional site setting.

» Eliminate the need for a separate parameterization Task.

» Provide a better user interface than the built-in action setting prompt.

» Permit validation of user-provided values.

Figure 4-16 on page 171 shows the description of a sample Fixlet with a focus on
the Fixlet parameter form, which allows a user to define values directly in the

Fixlet object. After a user clicks Save, the Fixlet is automatically updated and
redistributed among all computers that already have this Fixlet assigned.

170 Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



. Fixlet: The maximum age for machine account passwords is not set to requirements.

é"’ Take Action | & Edit | Copy =o:Expork | Hide Locally Hide Globally | X Remove |

Description |Details | Applicable Computers (0) | Action History (0} I

=
Description
The maximum age for machine account passwords is not set to requirements.
This setting controls the maximum password age that a machine account may have. This setting should be set
to no more than 30 days, ensuring that the machine changes its password monthly.
Source ID Source Severity DISA Group Title DISA IA Controls
4,043 CAT III Maximum Machine IATA-1, TATA-2
Account Password Age
DISA Rule ID DISA Responsibility DISA Yulid {STIG-ID) DISA Documentable
SY-29245rl_rule System Administrator Y-3373 Mot available
Parameter: MaximumPasswordAge
Default value: 30
Desired wvalue: 30
Compliant if: <=
Desired value for this parameter:
Click "Save" to update the desired value or values for this check,
Note: Parameters can only be set on a custom copy of this check.
Save |
Actions
® Click here to remediate local policy for this issue.

Figure 4-16 Fixlet description with parameter form

Unlike the current parameterization mechanism, users cannot parameterize
controls until the custom copy is created. Parameterization within the external
site is not possible.

Technically, the link between the Analysis and the Fixlet (introduced in 4.4.2,
“Security configuration management Fixlet design” on page 169) is at the Fixlet
parameter level. The link is at the Fixlet parameter level for the following reasons:

» The Fixlet defines a parameter that a user can configure in the description.
For example, the maximum password age is set to 90 days.

» The Fixlet checks the compliance verification against the value of the
parameter that is given by the user. For example, the maximum password age
extracted from the operating system is compared against the parameterized
value of 90 days.
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» The Fixlet can remediate noncompliance by changing the system settings to a
value defined in the Fixlet parameter. For example, the remediation action
sets the maximum password age to the value of 90 days.

» A correlated Analysis provides an actual value of the system setting. For
example, an Analysis returns the actual maximum password age setting. In
our example, the value is 100 days (noncompliance). Later, after remediation,
the value is 90 days.

Fixlet applicability

In the previous section, we explained the link between the Fixlet and Analysis.
That solution introduced the capability to provide a more detailed compliance
message to the Tivoli Endpoint Manager operator. The real challenge in the
Fixlet solution is that this approach can provide only two kinds of information.

A Fixlet can either be relevant or not relevant. That limitation makes it impossible
to provide an answer to the question: Why is the Fixlet not relevant? Is the Fixlet
not relevant because the system is compliant, or because there is no reason to
check that aspect on that particular operating system? We look at a simple
example that happens frequently.

Sometimes, systems are subscribed to the wrong Fixlet Site by mistake. If we
subscribe a Linux system to the Windows specific site, the Linux Tivoli Endpoint
Manager Agent reports all those Fixlets as compliant (not relevant). Although this
information is a true statement, in fact, those Fixlets are not applicable to that
platform. From the reporting perspective, if there are 100 Windows machines and
100 Linux machines subscribed to the site, and all Windows machines are not
compliant, the overall compliance score is 50% without applicability checking.
With the applicability functionality, all Linux machines are treated as
nonapplicable, thus the noncompliance level is reported correctly at 100%.

To obtain data on Fixlet applicability, you need to create a link between each
check Fixlet and applicability Fixlet that is relevant if the check is applicable and
not relevant otherwise.

Many Fixlets typically share applicability relevance based on operating system or
application presence. Therefore, only a limited number of additional sentinel
Fixlets are required to be shared by many check Fixlets. These Fixlets are likely
hosted on a separate shared site, to which all computers are subscribed. This
approach has the advantage of keeping applicability evaluation at the endpoints,
and this approach can be used by the reporting systems.

Figure 4-17 on page 173 depicts a graphical representation between Fixlet,
Analysis, and the Applicability Fixlet relationship.
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Figure 4-17 SCM Fixlet, Analysis, and Applicability Fixlet relationship

From a technical point of view, each Applicability Fixlet defines a special hidden
identification field. This field is not visible in the Tivoli Endpoint Manager Console
to the operator. The field value can hold any text, but that value must be unique
within the entire Tivoli Endpoint Manager environment. When a Fixlet references
an Applicability Fixlet, it uses that identifier. There are several Applicability Fixlets
available within Tivoli Endpoint Manager. They target various operating systems.
To avoid duplication of Applicability Fixlets in multiple Fixlet Sites, a single Fixlet
Site is used. This Fixlet Site is called SCM Reporting. In addition to providing the
Applicability Fixlets, it also provides additional tools for security configuration
management.

Various locations: Although the SCM Reporting site contains all the
Applicability Fixlets that can be used by Fixlets, the Custom Sites can contain
Applicability Fixlets, too. The operators must pay close attention when they
create Custom Sites.

If a Fixlet wants to use an Applicability Fixlet, another hidden field must be
defined. This field is called the applicability reference field, and its value must
contain the same text as the Applicability Fixlet. Table 4-3 on page 174
summarizes how the Applicability Fixlet and the check Fixlet results can be
interpreted for the overall compliance state.
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Table 4-3 Fixlet compliance state with applicability checking

Check Fixlet

No results?

Not relevant

Relevant

Applicability Fixlet

No results

Not applicable

Not applicable

Not applicable

Not relevant

Not applicable

Not applicable

Not applicable

Relevant

Compliant

Compliant

Not compliant

a. A no results state occurs while the Fixlet is assigned to the system, but the data from the Tivoli
Endpoint Manager Agent is not received yet by the Tivoli Endpoint Manager Server.

At the time of writing this book, the only reporting tool that can interpret the
results of Applicability Fixlets is the Tivoli Endpoint Manager Security and
Compliance Analytics reporting system. We introduce it in 2.3.4, “Security
Compliance Analytics” on page 56.

4.4.3 Customizing Fixlet Sites

174

After the Fixlet Site is available to the operator, the process of adopting the
checklist to the organizational requirements can begin. In 4.4.2, “Security
configuration management Fixlet design” on page 169, we introduced security
configuration management Fixlet design. With this approach, the Fixlets can set
evaluation parameters by directly editing the form inside the description. That
functionality makes the management process easier, but it adds a specific
requirement. All changes can be made only if the Fixlet exists in the Custom Site.
After this requirement is met, it is possible to edit the Fixlets and distribute the
updated versions to all subscribed endpoints.

To allow Fixlet Site customization, a custom copy of the site or of individual
Fixlets must be created. Use one of the following guidelines:

» Use the checklist in a form provided by IBM.

» Use the checklist in a form provided by IBM but with changes in individual
Fixlets, so that the compliance policy requirements of the organization can be
met.

» Use parts of various checklists provided by IBM with changes in individual
Fixlets. Checklists must target the same operating system.

Depending on the internal policies of the organization, the process of creating
custom Fixlet Sites can differ. In general, the process needs to follow one of the
guidelines. We evaluate each guideline in more detail.
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Whole Fixlet Site adoption

Tivoli Endpoint Manager for Security and Compliance is delivered as a complete
solution. Among various features, it includes a set of predefined checklists
created according to a set of federal standards. Those checklists were briefly
introduced in “Security configuration management checklists” on page 54. If an
organization is willing to follow the federal guidance without any customization,
the obvious solution is to use the Fixlet Site authored by IBM.

Although this approach is acceptable, we encourage you to create a Custom Site
and move the complete Fixlet Site content to that Custom Site. The Tivoli
Endpoint Manager delivery model assumes Internet connectivity and automatic
downloads of the updated site content directly from the Tivoli Endpoint Manager
Fixlet Server. Therefore, Fixlets can be updated without operator intention.
Keeping all Fixlets in the Custom Site can prevent uncontrolled updates. It also
allows the process to be executed at a time that is more convenient for the
organization.

Selective Fixlet Site adoption

The adoption of a complete Fixlet Site, although simple, is used in a minority of
actual client cases. An organization defines its own policies, which, even based
on federal standards, are limited or updated to match particular functional and
business requirements. Then, you choose only those elements of the Fixlet Site
that match the needs of your organization.

An adoption of only portions of the site results in your closely reviewing the
functionality of each Fixlet, so that matching items only are moved to a previously
created Custom Site. Because this approach is linked to the SCM solution, a
Fixlet can be linked to the Analysis, thus it is a requirement to copy the Analysis
components, as well. In addition, operators can change the default Fixlet
parameters to better align with the security requirements of the organization.

Fixlet Site content compilation

Tivoli Endpoint Manager supports implementations for various security
standards, including DISA STIG and the FDCC. Even though many standards
are similar, there are obvious differences. It might be worthwhile to select
subsets for Fixlets and Analysis from each of the sites and prepare a single
Custom Site that can better match the needs fo the organization.

This case if similar to the Selective Fixlet Site adoption option, but in this case,
the Fixlet sources come from multiple Fixlet Sites. The operator must be careful
to copy the Fixlet and the correlated Analysis to ensure that the compliance state
can be properly reported later in the Tivoli Endpoint Manager Security and
Compliance Analytics tool.
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Each solution presents a major challenge in creating many copies of Fixlets and
Analysis components. The single copy action might be effective for a few objects.
However, when managing several hundreds of Fixlets, you need a special tool,
the copy wizard.

4.4.4 Copy wizard

176

The creation of a Fixlet Site copy can be a time-consuming activity. It requires
copying the Fixlets and also the Analysis objects that are defined in the Fixlet
Site. If an organization is willing to adopt an entire Fixlet Site in the form that IBM
provides, the process is simple. The challenge arises while there is a need to
selectively copy a subset of the site, or combine a final solution from various
sites.

The SCM Fixlet and Analysis components, even enhanced with the logical links
between them, are compatible with an earlier version. Those objects can exist
independently and there are no Tivoli Endpoint Manager platform restrictions that
might prevent splitting them. To ease the pain of the customization process with
SCM Fixlets and Analysis, IBM provides a wizard that enables operators to
complete the task with a few mouse clicks.

The wizard is called the Create Custom Checklist Wizard, and it is provided as
part of the SCM Reporting Fixlet Site. Figure 4-18 on page 177 shows the active
wizard in the Tivoli Endpoint Manager Console.
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Figure 4-18 Create Custom Checklist Wizard in the Tivoli Endpoint Manager Console

To create the Custom Site, the operator needs to provide the new Custom Site
name and select all sites and Fixlets to be part of the new site. After the operator
clicks Create Checklist, the wizard creates the site and copies all the Fixlet and
Analysis components. For additional information about the Create Custom
Checklist Wizard, see “Cloning the SCM checklist from the Custom Checklist
Wizard” on page 308.

Continuous development: The Create Custom Checklist Wizard tool is
constantly enhanced. The user interface might change for better usability or
be modified to contain more functionality. Even if the interface differs, the
underlying concept of helping the operator to create Custom Sites remains the

same.
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4.4.5 Subscribing endpoints to sites

After the new site is created and updated to meet the requirements of the
organization, Tivoli Endpoint Manager Agents must be subscribed to it. An
operator can use Relevance statements to subscribe machines or create a
computer group that can be subscribed to the Fixlet Site.

Considering the special Applicability Fixlet introduced in “Fixlet applicability” on
page 172 and the functionality it provides, you might think that it does not matter
which endpoints are subscribed to the site. Although nothing breaks and the
compliance reporting is accurate (due to the not applicable machines), it is still
advised that you subscribe those systems that must evaluate the specific content
only. A Tivoli Endpoint Manager Agent can compute compliance results as soon
as possible, assuring a high level of workstation security.

4.4.6 Analysis activation

The SCM solution introduced Fixlets and the correlated Analysis. Providing
better environment compliance is useful, but it also can affect the Tivoli Endpoint
Manager Server infrastructure.

Because Fixlets can return only one value out of two (true or false), they are
designed to work with high performance results. The Analysis components,
introduced inside the checklists, can return actual data that is retrieved from the
operating system. As a result, the amount of data to be transferred back to the
server and then stored in the database can be higher. To keep the Tivoli Endpoint
Manager environment performance at peak performance levels, implement the
following strategy.

It is suggested to start the evaluation process for the endpoint compliance
posture without using any of the Analysis components in the activated state. At
this time, the operator must focus on noncompliant elements only. And if
appropriate, activate the Analysis components for those noncompliant endpoints
to gather more data. After the issues are remediated, the Analysis components
must be deactivated again.

4.5 Security and compliance analytics solution design

The Tivoli Endpoint Manager Analytics platform introduced in 3.1.8, “Analytics”
on page 84 and 3.2.7, “Tivoli Endpoint Manager Analytics” on page 102 offers, at
the current state, the functionality of reporting on security and compliance
results. The following sections describe how to design a Tivoli Endpoint Manager
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Analytics solution in conjunction with the previously established Tivoli Endpoint
Manager environment.

4.5.1 Extract, transform, load process

The Tivoli Endpoint Manager Analytics platform imports data from the main
database. Before storing event information for data warehousing, the extract,
transform, and load (ETL) processing must occur, which can be complex.
Various conditions can cause the process to be fast or slow. Technically, an ETL
process is responsible for two types of activities:

» Category 1 ETL/Historical

This activity handles the historical reporting data set. This activity has the
most impact on the Analytics database size over time.

» Category 2 ETL/Point-in-time

This activity handles a point-in-time data set. This activity typically has little
impact on the overall database size, but it can affect the ETL runtime duration.

According to these statements, you can define equations to better understand
the actions that occur for each type of ETL process. See Table 4-4 for details.

Table 4-4 Scale equations for ETL process

ETL type

Equations of actions

Historical

>

(number of computers) x (number of checks of subscribed SCM
sites that changed) x (number of ETL processes executed)
(number of computer groups defined in SCA) x (number of ETL
processes executed)

(number of checklists defined) x (number of computer groups
defined in SCA) x (number of ETL processes executed)
(number of checks defined in subscribed SCM sites) x (number
of computer groups defined in SCA) x (number of ETL
processes executed)

(number of computers) x (number of ETL processes executed)
(number of checklists defined) x (humber of computers) x
(number of ETL processes executed)

Non-historical
or point-in-time

(number of computer properties defined in SCA) x (number of
measured values analysis) x (number of changes detected per
subscribed system)
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To minimize the associated impact of data over time and optimize the ETL
process duration, consider the following principles:

» Reduce the number of checklists used with the Tivoli Endpoint Manager
system. It does not matter whether computers are subscribed to the Fixlet
Site. The existence of the site is sufficient to influence the ETL process.

» Reduce the number of computer groups within Tivoli Endpoint Manager
Analytics.

» Reduce the number of checks defined in Tivoli Endpoint Manager.

» Reduce the number of site subscriptions of checklists to machines that are
intended to be evaluated.

The ETL process can be scheduled during off-peak hours. Although it must not
disrupt the Tivoli Endpoint Manager Server function, there is always a minimal
impact (database reads). The initial ETL can take considerable time. The actual
duration depends on many variables. After the initial import, the ETL captures
incremental changes based on the scheduling of the ETL. The duration of the
actual ETL varies based on the considerations and the rate of change across the
data retrieved.

There are scheduling variables to consider. The less that ETLs are run, the
longer the duration to run the ETL. Conversely, running ETLs more often likely
decreases the duration required to run an ETL, but likely also uses more space
because more trend data is recorded. The correlation of duration and frequency
versus size and storage requirements is not necessarily predictable in a single
equation and varies based on the Tivoli Endpoint Manager environment and
business practices or conditions. It is suggested that after you run the initial ETL
process, attempt to run it every day over the same constant of data sets (number
of checklists, number of checks, and number of computers). Measure the
increment to the database size daily, as well as the duration of the import
process. You can view this information on the import window in the management
section of the web interface.

To obtain more statistical data, consider the following test. Perform daily ETLs
over a period of one week, then lower the ETL frequency to two days and record
the same metrics over two weeks. Lower the ETL frequency to three days and
record the same metrics over three weeks. Gathering the same statistics
(increment in the database size and duration of the ETL process) over variations
in ETL frequency while maintaining the same (or close to) data set of checks,
checklists, and computers can help define the rate of change over time. This
metric can then be used to determine the projected size of the database based
on various ETL frequencies. After this data is captured and recorded, an
organization can further understand the balance of storage requirements versus
ETL frequency and better calculate the duration of the ETL process.
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Additional ETL process considerations

Certain function (after it is defined) cannot be used or referenced until after
another ETL import occurs. Certain function is not available while an import is
underway, as well. The following items are affected:

>

New or redefined computer groups cannot be referenced until after the next
import.

New or redefined computer properties cannot be referenced until after the
next import.

New or redefined exceptions cannot be referenced until after the next import.
Exceptions cannot be defined when an import is in progress.

Computer groups cannot be defined when an import is in progress.
Computer properties cannot be defined when an import is in progress.

If the computer scope of a user is defined to a computer group that is based
on a computer property, and that underlying computer property must be
changed, another import is required to reflect the change to the computer
scope of the user that uses the computer property.

4.5.2 System and hardware guidelines for Analytics

While considering the software and hardware setup for a Tivoli Endpoint
Manager Analytics solution (Table 4-5), it is crucial to understand that the size of
the managed environment only partially influences the final Analytics setup.

Table 4-5 Tivoli Endpoint Manager Analytics system and hardware guidelines

Requirement Solution Notes

Processor One core (> 2 GHz) per N/A

concurrent user

Disk space 10 - 20 MB for each single | This requirement depends highly on

managed system for each | the number of checks defined in the
year subscribed SCM Fixlet Sites and the
number of ETL processes executed
during the assumed time frame.
Follow the Microsoft best practices
for the SQL Server configuration?,
trying to reach the write latency at
about 2 - 3 ms and read response
time at about 20 ms. These results
depend highly on the configuration of
the storage system.
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Requirement Solution Notes

Memory Memory for operating An SQL Server database can use
system plus memory for significant memory during the import
Tivoli Endpoint Manager process.

Analytics platform (about 1
- 2 GB) plus 200 KB for
each managed computer

Network One or 10 Gb network N/A
interface card (NIC)
Operating 64-bit edition of Microsoft N/A
system Windows 2003, 2008, or
2008 R2
Database Microsoft SQL Server N/A

2005 or 2008

a. SQL Server Best Practices article:
http://msdn.microsoft.com/en-us/Tibrary/cc966412.aspx

Tivoli Endpoint Manager Analytics is designed as a data warehouse solution.
Thus, it is crucial to ensure that the I/0O system can adequately handle data reads
and writes.

SQL transactions

All transactions at import use snapshot isolation. From that point, SQL Server
uses a prepared batch statement, and this statement is fed into a database
trigger. The trigger performs two functions:

» To read the applicable row to see whether an update is required
» To insert or update as needed

At the time of import, the tempdb9 database might be heavily used, and from a
read and write perspective, this process can be considered 50% for reading and
50% for writing. Additionally, during the end of the import process, where
aggregates are computed and stored (actual warehousing occurs), there is a
large read impact (approximately 90%) and less of a write impact (approximately
10%). During normal activities to run reports, a large read impact is seen and
nearly no write operations. To properly balance the Analytics database, optimize
it roughly to 50% for reading and 50% for writing with a slight preference for
reading based on application usage.

9 The tempdb system database is used to hold all temporary tables and temporary stored
procedures. The tempdb is a global resource; the temporary tables and stored procedures for all
users connected to the system are stored there.
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Consider and apply the following specifications, depending on the size of the
managed environment:

» Dedicated partition for the SQL Server transaction log
» Dedicated partition for the SQL Server database file

» Dedicated partition for the SQL Server tempdb database
» Organization of each partition in the RAID matrix

» High-speed hard disk drives

Storage area network and RAID configurations

A storage area network (SAN) is a dedicated network that provides specialized
storage. Devices attached to the network create a container for data, but it is
impossible to access each device separately. A SAN is managed through its own
system; therefore, you can create logical devices for particular purposes. As a
result, you can define logical units that are identified by a logical unit number
(LUN). LUN is sometimes used as the term for a particular device. With a
configured storage area network, you might assign a LUN to a physical disk so
that the 1/O processing on that device can be used for one purpose, such as for
an SQL Server database. SQL Server performance depends heavily on read and
write access to physical disks, so RAID fundamentals are as important as other
areas when deploying on a SAN.

SQL is an I/O-expensive application. The highest priority for performance must
the SQL Server disk configurations. Microsoft recommendations and best
practices suggest that SQL Server log files must be separated from data files at a
physical disk level. In a SAN environment, allocate the database log files to LUNs
with dedicated physical disks (not shared with other LUNSs), including those disks
that are used for other database log, data, or index files. A write response time of
2 - 3 ms and a read response time of under 20 ms are the goals for this
configuration per Microsoft best practices. Any physical disks that are shared
between servers or applications must be isolated. Different servers that run
different applications with different /0O characteristics can cause problems.

Within large database servers that use SANs, in the best case scenarios,
tempdb, logs, and database file subsystems must be isolated from physical disk
contention. Because large database engines typically use tempdb and
transaction logs heavily, separate SQL tempdb and transition log files to their own
RAID subsystem, preferably RAID 10.

4.6 Conclusion

In this chapter, we describe the solution design and implementation that starts
with advanced planning considerations and actual implementation planning. We
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then continued with the actual implementation. We looked at preferred practices
for maintaining high performance when Tivoli Endpoint Manager operates in a
large-scale deployment. We also explained how to further fine-tune the
performance of Tivoli Endpoint Manager, especially in a large-scale deployment.
We explained Patch Management, SCM, and Security Compliance Analytics in
detail in terms of design considerations and preferred practices.

This chapter concludes the first part of this book. Part two of this book explains
how our solution can be applied to an actual client situation.
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Part 2

Customer
environment

In this part of the book, we describe a scenario about a fictional financial
institution. We explain the implementation of endpoint security and compliance
management with IBM Tivoli Endpoint Manager for Security and Compliance.
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Overview of scenario,
requirements, and approach

In this chapter, we introduce a business scenario related to a fictional financial
accounting company. This organization uses the IBM Security Framework and
IBM Security Blueprint to implement an endpoint security and compliance
management solution with Tivoli Endpoint Manager.

We cover the following topics:

“Organization profile” on page 188
“Business vision” on page 194
“Business requirements” on page 195
“Functional requirements” on page 198
“Design approach” on page 203
“Implementation approach” on page 205

vVvyvyvyYYyypy

Important: All names and references for organization and other business
institutions used in this chapter are fictional. Any match with a real
organization or institution is coincidental.
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5.1 Organization profile

The financial accounting company is a leading financial services organization
with headquarters in London. It operates on the continents of Europe, Asia, and
the Americas. The financial accounting company offers private banking and
insurance products.

The financial accounting company started as a privately held organization and
was acquired by a large universal bank in England. This bank made an initial
public offering for the financial accounting company six months ago on the New
York Stock Exchange.

The financial accounting company is expanding its worlwide operations quickly,
opening many new branch offices in the last two years. The company currently
employs approximately 80,000 employees and 40,000 contractors. The company
provides insurance products to more than 800,000 households and performs
wealth management for more than 135,000 private investors.

Information security sample: In the following sections, we describe
organization information that is relevant to an endpoint security and
compliance management solution. It is not intended to provide a complete
description of the organization, and the subsequent sections do not cover all
necessary activities related to information security in detail.

5.1.1 Current IT infrastructure

188

The financial accounting company uses mirrored and resilient data centers in
London for the European and worldwide operations. These centers also host the
mainframe system and a mirrored storage area network (SAN) for 250 TB of
data. The organization hosts a small local data center in each main office on
each continent where it operates. The data centers are in these cities:

» Newark to support North American operations

» Sao Paulo to support Latin American operations

» Taipei to support Asian operations

» Zurich, because of the regulatory restrictions in exporting banking customer
data outside of Switzerland

The financial accounting company has four satellite offices to support strategic

sales and geographical expansion:

» Toronto, Canada
» Tokyo, Japan
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» Austin, United States
» Krakow, Poland

Figure 5-1 shows the current geographical distribution.
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Figure 5-1 Geographical distribution of the financial accounting company

The financial accounting company uses an IT environment with common
elements for financial services institutions. The company uses mainframes to
perform its most critical core business banking data processing, and a distributed
environment to provide IT services to customers, employees, contractors, and
business partners.

The distributed environment consists of these components:

» Workstations and notebooks, which use Microsoft Windows XP and Windows
7, that are deployed in all branches

» File and print servers that run on Windows Server 2003 and 2008, which are
deployed in data centers and satellite offices as departmental servers

» Web servers and application servers that run on Linux Red Hat Enterprise
Server and that are deployed in data centers

» Anti-virus Relay that runs on Linux Red Hat Enterprise Server and is
deployed in each location

» Database servers that run on IBM AlX and that are deployed in data centers
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The financial accounting company estimates that it deployed approximately
120,000 endpoints, including servers, workstations, and notebooks.

Table 5-1 shows how these endpoints are distributed among the locations.

Working remotely: We consider small offices and home offices, which are in
the same country, part of the main offices or satellite office locations. Small
offices and home offices are called remote offices.

Table 5-1 Endpoint distribution

Endpoint location Platform Amount
London, UK Windows XP and 7 25,000
Windows Server 2003 and 2008 80
Linux Red Hat Enterprise Server 5 | 140
IBM AIX 6.1 14
Krakow, Poland Windows XP and 7 4,000
Windows Server 2003 12
Linux Red Hat Enterprise Server5 | 8
Zurich, Switzerland Windows XP and 7 500
Windows Server 2003 7
Linux Red Hat Enterprise Server5 | 4
IBM AIX 6.1 2
Newark, US Windows XP and 7 18,000
Windows Server 2003 10
Linux Red Hat Enterprise Server 5 | 20
Austin, US Windows XP and 7 5,000
Windows Server 2003 20
Linux Red Hat Enterprise Server5 | 10
Toronto, Canada Windows XP and 7 10,000
Windows Server 2003 18
Linux Red Hat Enterprise Server5 | 25
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Endpoint location Platform Amount

Sao Paulo Windows XP and 7 8,000

Windows Server 2003 12

Linux Red Hat Enterprise Server5 | 10

Tokyo, Japan Windows XP and 7 13,000

Windows Server 2003 60

Linux Red Hat Enterprise Server 5 | 50

Taipei Windows XP and 7 28,000

Windows Server 2003 100

Linux Red Hat Enterprise Server 5 | 120

Each office has its own IT team, which is responsible for locally defining the
endpoint policies, configuration, and patch management processes without any
centralized coordination and administration. Employees that work in remote
offices must manage and maintain their own machines.

A corporate security policy and configuration management process is in place for
the servers, but it is implemented and maintained locally by each IT team.

Most business applications are web-based and are accessed by employees and
contractors. The most critical web application is called Quant Unlimited Access
Network for Traders (QUANT). It manages the liquidity, investments, and trading
operations of the organization. The supported web browsers are Microsoft
Internet Explorer and Mozilla Firefox.

The financial accounting company uses an existing client/server application that
is based on Java, called Network for Traders System (NTS). The traders and
branch office employees use this application to generate new proposals or new
customer contracts. NTS generates the documents in PDF format, which are
opened by Adobe Acrobat Reader so that the employees can confirm the
information and create a printed contract for the customers to sign.

More employees and contractors use virtual private network (VPN) connections
to access the network of the organization, because they either work in remote
offices or spend time on customer sites in business meetings.

The way that the information assets are used by the organization can be
considered critical and highly confidential. These assets largely determine the
success of the organization in the competitive financial market. The nature of the
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services that the financial accounting company offers requires that the
information assets are always available and accessible by all corporate traders.
Their locations do not matter. Due to concerns that Internet attacks against
financial institutions might be used to destabilize nations, the financial accounting
company established its own Security Operations Center in London. The center
operates on a 24-hour, seven day schedule.

Some of the IT security components and the network zone layout are shown in

Figure 5-2.
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Figure 5-2 Current IT architecture: Network zones

We describe the components:

» A centralized identity management solution based on IBM Tivoli Identity
Manager (ITIM). That system manages the full identity lifecycle for
employees, contractors, and business partners. Tivoli ldentity Manager
workflows are used to implement business and user provisioning automation
processes. These workflows mitigate security risks of excessive access rights
on IT systems, segregation of duties, and other security controls.

» Centralized web access control management is implemented based on the
IBM Tivoli Access Manager for e-business solution (TAMeb). Because most of
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the financial accounting company business applications are web-based, this
solution implements an extra application security layer. This layer provides
centralized authentication, authorization, and single sign-on (SSO) for those
applications. The financial accounting company also uses IBM Rational®
AppScan® for web application vulnerabilities testing.

» The IBM InfoSphere® Guardium® distributed real-time database monitoring
system is used to monitor all database activities in real time, including
privileged user access. This solution reports separation of duty issues of the
native database logging mechanism. Guardium also provides capabilities,
such as blocking, workflow management, and vulnerability assessments for
the databases.

» For network threats, the financial accounting company uses the IBM Security
Network intrusion prevention system (IPS) devices to protect the network
perimeter and all systems behind the Internet DMZ firewall. This solution uses
a centralized console to correlate events, configure and apply new security
rules, and prevent threats and hackers from gaining access to sensitive and
confidential data.

» Finally, a centralized compliance analytics and log management solution is
implemented based on IBM Security QRadar components. This solution
collects logs from the most critical servers, network, security, and application
infrastructure. QRadar analyzes millions of security-related events and uses
advanced analytics to pinpoint about 20 daily incidents. QRadar also provides
regulatory standards-based compliance reports that are based on the
corporate security policies.

5.1.2 Security issues within the current infrastructure

We can identify several security issues in the current IT environment.

The financial accounting company invested in IT security solutions for years.
Looking at a holistic IT security approach that follows the IBM Security
Framework, those solutions help the company mitigate many security risks and
threats in several of the security domains. However, there are areas that are
inadequately or not covered by a security solution.

Staying focused: We show relevant issues related to an endpoint security
and compliance management solution. There are other security issues, but we
do not address them in this book.
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We identified the following security issues in this company:

» The lack of corporate security policies, standards, and tools to support
endpoint security management to gain control of and visibility into the current
IT environment.

» Due to current business process rules, the users must have administrative
rights on their own machines. These rights allow them to execute and install
any software, which can introduce increased risks and exposures, such as
malware, trojans, and similar threats.

» Increased risks and exposures related to patch levels for operating system
and application software, including security-related solutions, such as
anti-virus software and signature patterns. This shortcoming surfaced
because the financial accounting company does not have control and
centralized visibility of its IT endpoint environment.

» At least two critical risk factors because each branch or satellite office uses a
unique IT team, which is responsible for defining and enforcing local security
policies:

— No central corporate security configuration and compliance management
solution. A corporate solution is a critical requirement to control security,
stay in control of security, and adhere to corporate and regulatory
compliance guidelines.

— No IT environment control, because the financial accounting company
does not have a centralized visibility and enforcement solution for securing
the endpoint environment. This lack of control exponentially increases the
risks with each acquired system.

5.2 Business vision

In this section, we examine the growth plan that the financial accounting
company created for the next three to five years. The company wants to engage
in the following areas:

» Continue the geographical expansion strategy to other countries in the
European Union and Asia. The financial accounting company plans to open
strategic satellite offices worldwide and hire approximately 15,000 employees
and contractors.

» Open a subsidiary to process credit cards worldwide in the next two years.
This subsidiary starts in the UK. The company plans to hire 1,000 new
employees.

» Buy or merge with other financial institutions to improve gross profit and
decrease operational costs.
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>

Implement an effective governance, risk, and compliance strategy to improve
the stock value of the company.

Increase gross profit by reducing costs in key operational areas, such as IT
and call centers. The financial accounting company plans to increase gross
profit without decreasing the quality of customer service and increasing
operational and security risks.

5.3 Business requirements

Based on this business strategy vision, the financial accounting company wants
to achieve the following short-term business goals, related to the IT environment:

>

Improve worldwide IT services quality and availability. Implement a new
process and tools to improve the automation procedures and the visibility of
the IT environment.

Mitigate the exposure of customer-sensitive and confidential information by
increasing the security controls to protect the reputation of the financial
accounting company.

Implement auditing processes to manage internal and industry regulation
controls, such as Basel, Sarbanes-Oxley (SOX), and Payment Card Industry -
Data Security Standard (PCI-DSS). The first project phase must address the
internal controls and auditing requirements, to improve the corporate visibility
of the asset and IT environment. In the second phase, the company
implements the industry regulations based on priorities and needs.

Implement processes and IT tools for better resilience to support the
geographical expansion strategy. The financial accounting company must
work on the expansion in parallel with the day-to-day operations. The
company must have the processes and tools to support this business
requirement.

5.3.1 IBM Security Framework mapping to business requirements

Using the IBM Security Framework definitions for business-driven security, the
business requirements discussed in 5.3, “Business requirements” on page 195,
and the current organizational infrastructure discussed in 5.1.1, “Current IT
infrastructure” on page 188, we engage in a discussion with the financial
accounting company to better address the needs and requirements. This
discussion helps us deliver more value when evaluating the functional
requirements, by using the underlying IBM Security Blueprint.
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We look at each of the IBM Security Framework security domains:
» People and Identity

The financial accounting company uses a mature identity and access
management process and tools that help maintain low costs and mitigate
risks related to this domain. The implementation uses IBM Tivoli Identity
Manager and IBM Tivoli Access Manager software to manage the employee
and contractor identity and access lifecycle and enforce access to the
business applications.

Data and Information

The financial accounting company uses a granular information asset
classification scheme paired with a least privilege principle. Access to the
database servers is monitored in real time consistently. The access is
enforced, including privileged users, without causing any of the performance
impact and separation of duties issues of native database logging. The
access is enforced by using IBM InfoSphere Guardium Database Monitoring
and Protection. The solution is integrated with the IBM Security QRadar
security analytics solution in the Security Operation Center.

Application and Processes

The financial accounting company follows a rigorous release management
process with a granular promotion-to-production path that specifies security
testing criteria. The company uses IBM Rational AppScan software for testing
during the early development stages through to applications that run in the
production environment. This approach helps with practicing security during
the application development phase, and also helps discover any application
vulnerabilities. The processes of the financial accounting company achieve a
high level of automation and embrace security controls, such as the
separation of duties and creation of auditable records.

Network, Server, and Endpoint

The financial accounting company implemented a threat management system
worldwide, based on IBM Security SiteProtector™ and IBM Security Network
IPS. This solution implements an extra security layer for the financial
accounting company network architecture and supports the business
requirement approach of the company.

For network and server management and vulnerability scanning of the entire
IT infrastructure, the company uses an IBM Managed Services solution.
Today, there is no solution to address the endpoint management.

We identified a critical gap related to endpoint security and compliance
management for this environment. The financial accounting company has a
clear strategy to geographic expansion. Currently, the company uses
approximately 120,000 endpoints. There are more than 100,000 potential
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entry points for fraud and threats, because of the lack of visibility, control, and
automation for these infrastructure components.

We discovered another important gap that is related to endpoint protection, to
mitigate other security risks and threats on endpoints. The financial
accounting company has no confidence in the current anti-virus solution or
the workstation protection, such as personal firewall and host IPS.

The company decided first to focus on the security configuration and
compliance management gap and to postpone the endpoint protection
solution for a second project phase.

Physical Security

Physical security controls are also part of the financial accounting company
security program. Physical access controls to facilities and systems are in all
locations.

Governance, Risk, and Compliance

The financial accounting company enforces compliance by managing a
security controls framework and strict audit and security awareness program.
From a security monitoring view, the company runs a Security Information
and Event Management solution with compliance reporting modules for SOX,
PCI-DSS, and other specially developed custom reports. This solution helps
address important regulations for the financial accounting company
operations. The financial accounting company designed and implemented a
security policy framework and supporting processes for security governance.
The company proactively identifies and eliminates security threats that enable
attacks against systems, applications, and devices by using IBM Rational
AppScan and IBM InfoSphere Guardium Database Monitoring and
Protection. The company integrates these products with the IBM Security
QRadar technology for compliance reporting.

It is a priority for the financial accounting company to implement an
enterprise-wide Governance, Risk, and Compliance solution (¢GRC). From
the information security view, the Security Governance, Risk, and Compliance
strategy must be aligned with the organizational eGRC. The financial
accounting company already deployed several security tools to cover almost
all security domains to provide input to the GRC solution. With an endpoint
security and compliance management solution acquisition, the company can
close a critical gap and map another important IT security solution to support
the GRC strategy.

We based our conclusions on the engagement session discussed in 5.3.1, “IBM
Security Framework mapping to business requirements” on page 195, the gaps
identified in this session, and the strategy and prioritization defined by the

financial accounting company. We conclude that the required approach is based
on an endpoint security and compliance solution. This solution is covered by both
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the Network, Server, and Endpoint, and the Governance, Risk, and Compliance
domains of the IBM Security Framework.

We describe the next steps to better understand the functional requirements and
map them to the IBM Security Blueprint. Then, we describe the implementation
approach at a high level.

5.4 Functional requirements

The financial accounting company needs improvements in the endpoint security,
governance, risk, and compliance areas. To address these areas, IBM and the
financial accounting company developed a set of high-level functional
requirements. The following requirements are needed for the successful
implementation of an endpoint security and compliance solution:

» Review the existing set of information security policies, update them with the
new requirements, and transform them into a corporate security
organizational policy.

» Implement corporate endpoint security controls based on federal standards
best practices and internal security policies.

» Implement effective patch management mechanisms to address the security
and corrective software requirements for current operating system
environments (for workstations, notebooks, and servers) and client-side
applications.

» Create centralized real-time and historical compliance reports for auditing
information and endpoint security governance.

» Establish consolidated policy enforcement for security configuration
throughout the enterprise to ensure that all systems use the appropriate
policies. To better manage compliance in accordance to data privacy laws
and industry regulations, these policies must be rapidly deployed. They need
to provide a view of the overall endpoint coverage throughout the
environment.

» Implement and manage all these requirements by using a centralized
architecture.

5.4.1 IBM Security Blueprint mapping to functional requirements

198

Although we now understand the functional requirements for the additional
security measures that the financial accounting company needs to implement,
we still must determine the specific solutions that can potentially fulfill the
functional requirements. By using the IBM Security Blueprint, we can map the

Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



functional requirements into specific architectural artifacts by using the IBM
Security Blueprint, identifying the appropriate solutions to implement. Figure 5-3
shows the mapping of the functional requirements to the IBM Security Blueprint.
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Figure 5-3 IBM Security Blueprint: Foundational components for functional requirements

We look at each of the required IBM Security Blueprint subcomponents:
» Command and Control Management:
— Security Control and Delegation of Authority

Based on roles definition and governance policies, this subcomponent
provides a segregated and access-controlled solution to manage the
overall IT environment, security policies, and report views.
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IBM Command Center®

The Command Center provides a robust platform to support a centralized
endpoint management solution for the entire organization.

Security Policy Management:

Policy Definition

Based on the current business requirements, the financial accounting
company must implement several security controls as soon as possible.
The company can use a mature and market-independent checklist as a
guideline.

Policy Administration

The Policy Administration subcomponent addresses the centralized
endpoint lifecycle management of security administration policies.
Management includes creating, modifying, deleting, and other
maintenance tasks for policies.

Implement financial accounting company-specific security controls, based
on internal policies, to complete the security checklist requirements.

Policy Deployment

This subcomponent provides a centralized architecture and a secure
channel for security policy distribution and deployment to the endpoints.
The Policy Deployment is responsible for validating the deployment status,
and if the deployment fails, the Policy Deployment must redeploy the
policies.

Policy Decision Points
A Policy Decision Point analyzes the endpoint security posture and

generates alerts about noncompliant configurations, based on the security
policies already defined and applied to the IT environment.

Policy Enforcement Points

Policy Enforcement Points enforce internal and external IT endpoint
security controls.

The standard security configuration, which reflects the organizational
security policy, must be enforced to all endpoints at all times. If changes
occur on endpoints, either accidentally or maliciously, the changes must
be identified. The standard security configuration must be reapplied.

Threat and Vulnerability Management:

Threat Mitigation

Threat Mitigation represents the implementation of real-time security
reports for alerting about security risks based on a noncompliant security
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configuration, either with internal security policies or external security
regulations.

Based on the integration with security alert bulletins sent by operating
system and third-party application vendors, an automated patch
installation process is triggered to correct the issues that caused the threat
to the IT environment.

— Vulnerability Discovery

Vulnerability Discovery helps to identify the endpoints with out-of-date
patches, based on the published security bulletin information from
operating system and third-party application vendors.

Based on internal security policies or federal security configuration best
practices, such as the FDCC or DISA STIGs, the endpoints are assessed
for noncompliant security configuration.

Vulnerability Discovery is shaded in light blue (Figure 5-3 on page 199),
because the financial accounting company uses an IBM Managed Service
offering for its network-based vulnerability scanning. The Vulnerability
Discovery for its endpoint management acts in a restricted way, which is
also true for Vulnerability Analysis.

— Vulnerability Analysis

The Vulnerability Analysis, in this case, is only responsible to report the
vulnerability ratings, based on the federal agencies best practices
analysis, such as FDCC and DISA STIGs.

— Vulnerability Remediation

Vulnerability Remediation mitigates security risk and threat exposures and
improves IT services quality by implementing a patch management
solution.

— Security Monitoring and Alerting

Security Monitoring and Alerting implements historical and real-time
reports to consistently monitor the endpoint security behavior to validate
deviations of standard operations in a specific period.

» Risk and Compliance Assessment:
— Compliance Monitoring

Compliance Monitoring constantly checks security configuration reports to
analyze and identify the actual security threats and configuration
management issues and deviations. It can provide real-time compliance
reports, based on security and compliance endpoint policy.

— Compliance Auditing
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Compliance Auditing provides a historical database to retain the audit data
about the endpoint-specific compliance posture and overall organization
endpoint compliance statistics.

— Compliance Controlling

Compliance Controlling provides different compliance views and
compliance policy rules that are based on business requirements, such as
country, type of system, and organization department.

— Compliance Reporting

Compliance Reporting provides compliance reports and audit information,
based on organizational security controls and federal standards best
practices, including real-time and historical reports.

— Risk Identification

Risk Identification refers to the ability to discover, recognize, and verify the
existence of specific risks. It also encompasses the structuring of risk by
mapping it into clearly defined classification schemes that can be specific
to the industry or even to the risk taxonomy of an individual organization.

The Risk Identification subcomponent for the endpoint management
solution provides additional information for the holistic Risk Identification
approach, which is why it is also colored in light blue (Figure 5-3 on
page 199).

— Security and Compliance Dashboard

A Security and Compliance Dashboard helps identify and report in real
time the threats, compliance posture, and vulnerabilities discovered on the
managed endpoints, based on patch information, security configuration,
and policies.

Further reading: If you want to learn more about general functionality of the
IBM Security Blueprint, see the IBM Redpaper Introducing the IBM Security
Framework and IBM Security Blueprint to Realize Business-Driven Security,
REDP-4528.

Although business and functional requirements are the main parts of the security
design solution, we also must consider the non-functional requirements and
constraints. These non-functional requirements and constraints might include
objectives that are necessary to meet general business requirements or practical
constraints about constructing security architectures. The architectural team
performed an analysis of non-functional requirements, and identified the
following key non-functional requirements and constraints:

» Provide a high-availability solution that can be replicated to the backup data
center in London.
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» Implement endpoint self-monitoring and self-enforcement to guarantee the
solution is installed in as many endpoints as possible.

» Ensure that the management platform supports heterogeneous
environments. The solution must support at least Microsoft Windows 2003
and 2008 Server, Windows XP, Windows 7, Linux Red Hat Enterprise Server
ES 5, and IBM AIX 6.1.

The following sections show how to further use the IBM Security Framework and
IBM Security Blueprint in both the design and implementation of new security
solutions.

5.5 Design approach

Now that we determined the Foundational Security Management components
and subcomponents of the IBM Security Blueprint for our solution, we can map
the technical requirements into the Security Services and Infrastructure
components of the IBM Security Blueprint. The exercise helps us determine
which security solutions best satisfy all our requirements: business, functional,
non-functional, or technical.

Figure 5-4 shows how the mapping was done for the financial accounting
company by using the functional requirements and existing architecture.

Security Services and Infrastructure

Security Info and ldentity, Access and Security Policy Crypto, Key and Service Management
Event Infrastructure Entitlement Infrastructure Infrastructure Certificate Infrastructure Infrastructure
Storage Security LSt ggiﬂg’pmm Application Security Network Security Physical Security

Designs

Figure 5-4 IBM Security Blueprint: Security Services and Infrastructure

As part of the design, we can produce a detailed implementation plan for our
deployment that involves the following steps:

» Prioritize the requirements and define the quick wins.

» Map the requirements to IBM product features to define a better project plan
and project expectations.

Chapter 5. Overview of scenario, requirements, and approach 203



204

» Define the tasks involved in using those features to satisfy the requirements
and estimate the effort required for each task.

» Define the project phases.
Therefore, we now focus on the technical components of the IBM Security

Blueprint and how they can be mapped into technical and operational
requirements.

Based on the mapping, we know that the solution must provide the following
Security Services and Infrastructure components:

» The solution must provide security communications among all components.
The messages, or information, exchanged among components must be
encrypted.

» The solution must provide a single agent for security patching, policy
enforcement, compliance reporting, and vulnerability remediation.

» The solution must contact the operating system and third-party application
vendors, and, based on the IT environment analysis, must download the
required patches from the vendor site.

» The solution needs to provide one or more mechanisms to automatically
install an agent based on a predefined endpoint list.

» The solution must provide a console view to check and validate which
machines are not being managed.

» The solution must provide centralized administration in London. All
administrative action, security policy customization, patch management, and
reports are defined and managed in London.

» The solution needs to provide access to report information that can be
classified and segregated. For example, a Windows administrator can see
only security information about Windows machines, or a manager for Poland
can access Polish server information only.

» The solution needs to implement a patch management solution that supports
the business requirements and security policies:

— Multiple language support

— Patches for Windows

— Patches for Linux Red Hat Enterprise Server

— Patches for AlX

— Custom application patches developed by the organization

— Client-side application patches, including but not limited to Mozilla Firefox,
Adobe Reader, and Sun Java Runtime Environment (Sun JRE)
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— Disconnected patching, because the financial accounting company sales
force and some remote offices work disconnected from network part of the
time

— Patch management approval process

The solution must provide auditing and compliance reports that can be
accessed by using an Internet browser, without needing to install any
additional components on the manager, auditor, or security officer systems.
The reports must be accessible in any part of the network.

The solution must provide historical and real-time reports about security
configuration, patch management status, and endpoint compliance posture.

The solution must integrate with external security checklists, such as FDCC
and DISA STIGs, to manage and control endpoint security configuration.

At this time, the financial accounting company decided to postpone the following
requirements to the second project phase:

»
»
»

Security configuration and patch management for the AIX platform.
Patch management for the Linux platform.
Patch management for the Sun JRE application.

5.6 Implementation approach

We now have a clear understanding about all the company requirements and
how they map to the IBM Security Framework and IBM Security Blueprint. We
can apply the knowledge to select the appropriate solutions to satisfy all those
requirements.

Based on the design approach discussed in 5.5, “Design approach” on page 203
and by scrutinizing the previous chapters in this book, which discussed endpoint
security and compliance management solutions, we can create the solution that
best satisfies our requirements:

>

IBM Tivoli Endpoint Manager for Security and Compliance is designed to
solve the increasingly complex problem of keeping critical endpoint systems
updated, compliant, and free of security vulnerabilities. To address the
financial accounting company requirements, we defined the following
approach:

— Platform implementation

In Chapter 6, “Phase I: Tivoli Endpoint Manager platform design and
implementation” on page 211, we cover the basic platform implementation
approach and design, as shown in Figure 5-5 on page 207.
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— Patch management

In Chapter 7, “Phase II: Patch Management design and implementation”
on page 239, we describe how patch management can address the
vulnerability and security risk requirements.

— Security configuration

In Chapter 8, “Phase IlI: Security policy configuration design and
implementation” on page 293, we write about how security configuration
can address the requirements related to security policies.

— Compliance reports

In Chapter 9, “Phase IV: Security Compliance Analytics reporting” on
page 357, we explore how Tivoli Endpoint Manager Analytics can help
address the compliance report requirements.

By using the IBM Tivoli Endpoint Manager for Security and Compliance as our
solution for the financial accounting company business requirements, we
designed a new logical diagram for this solution. The diagram is depicted in
Figure 5-5 on page 207.

Endpoint view: To keep the figure clear, we defined a logical diagram to show
the architectural solution only from an endpoint security perspective. We hid
the other security solutions from this view.
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Figure 5-5 Logical architecture overview for the new proposed endpoint security management solution

By using the logical components, we can now create an updated solution that
uses a network zones diagram, shown in Figure 5-6 on page 208.

Location: We present the London Headquarter physical diagram only, which

is where the main components for the Tivoli Endpoint Manager platform are
located. However, to manage the financial accounting company worldwide

endpoint solution, it is necessary to define a physical diagram in each location.

The physical diagram in each location must follow the same architecture
pattern in a simpler design with local network architecture restrictions and

fewer components.
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Figure 5-6 Physical architecture for the new proposed solution that uses a network zone

Consider the following points about the new proposed endpoint management
architecture:

» The Tivoli Endpoint Manager Console (TEM Console) must use a VPN
connection when accessed by an operator in a remote location.

» Tivoli Endpoint Manager Reports (TEM Reports) can be accessed through an
Internet browser that uses an Internet (HTTP) connection.

» The endpoints used by employees or contractors in remote offices connect to
the endpoint management solution with a Tivoli Endpoint Manager Relay
(TEM Relay) in a DMZ network zone.

» The Tivoli Endpoint Manager Top Level Relay (TEM Top Level Relay) is
placed in the Production Zone.

» The internal or external operators, auditors, or managers, who need access to
the Tivoli Endpoint Manager Console, must use a connection that uses a
remote console server solution.
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» All other Tivoli Endpoint Manager Server components are in the Management
Zone.

» Based on the current server loads, several of the loads are used as Tivoli
Endpoint Manager Relays (TEM Relays) for the Agents installed on internal
workstations, notebooks, and servers.

For further details about the architectural decisions and other preferred practices
for designing a Tivoli Endpoint Manager architecture, look at Chapter 4, “IT
endpoint security and compliance solution design” on page 125.

5.7 Conclusion

In this chapter, we described the design approach that the financial accounting
company used to design the security configuration and compliance management
solution that uses IBM Tivoli Endpoint Manager for Security and Compliance. We
also showed how the IBM Security Framework and the IBM Security Blueprint
can provide a structure to derive the IT functional and technical requirements
from the business vision, goals, and requirements.

First, we introduced the financial accounting company. We discussed the
organization profile, current IT infrastructure, and issues with endpoint security.

Next, we described the business vision, business requirements, and associated
functional requirements. After refining these requirements to a more detailed
technical level, we described the design approach that the financial accounting
company used for the solution. We followed the IBM Security Framework and the
Endpoint Security Management Solution Pattern of the IBM Security Blueprint.
When applied to the unique IT environment of the financial accounting company,
this process of analysis and design helped the financial accounting company
define an implementation plan.
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Phase I: Tivoli Endpoint
Manager platform design
and implementation

In this chapter, we describe the financial accounting company design and
implementation for Tivoli Endpoint Manager to provide an endpoint security and
compliance management solution to meet all of the regulatory requirements. We
divide the task into the following sections:

» “Design” on page 213
» “Implementation” on page 216
» “Maintenance” on page 230

The financial accounting company plans to list with the US Stock Exchange six
months from today. The company wants to meet the auditing and reporting
compliance needs within that period. The company plans to use IBM Tivoli
Endpoint Manager for Security and Compliance and IBM Tivoli Endpoint
Manager for Patch Management as the basis for the endpoint security and
compliance management solution.

Tivoli Endpoint Manager provides centralized control for a collection of
heterogeneous endpoints that can operate on a global scale. It provides visibility
in real time for every endpoint in the organization, and it is scalable and
adaptable for future expansions of the IT systems.
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To properly use IBM Tivoli Endpoint Manager for Security and Compliance and
IBM Tivoli Endpoint Manager for Patch Management to address regulatory
requirements, all components of the solution must be implemented correctly. In
the next six months, the financial accounting company IT team is focused to
design and implement Tivoli Endpoint Manager.

212 Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



6.1 Design

In this section, we describe how the financial accounting company plans to
implement Tivoli Endpoint Manager according to its business requirements. We
explain how the company creates a deployment method that is best suited for the
business and technical structure of its organization.

6.1.1 Business requirements

The financial accounting company needs to fulfill the business requirements
outlined in 5.3, “Business requirements” on page 195. The company is looking
for a solution to centrally manage the distributed endpoints and provide patching
and security policy compliance management capability. The company needs to
cover the entire set of IT systems, including all platforms, such as Microsoft
Windows, Linux, AlX, and Solaris UNIX. After all endpoint systems are
registered, the company can begin to implement the patching and security
compliance solutions.

Because the financial accounting company is a global organization, the
system-wide solution must support global operations while providing central
control. The system must comply with both corporate policy and local IT policy. It
also must support the future expansion of existing sites and the addition of sites.
All the business needs must be met with the current or fewer IT personnel
resources.

6.1.2 Functional requirements

The financial accounting company first needs to deploy the Tivoli Endpoint
Manager platform components to the IT organization to meet the software
requirement. The company plans to use Tivoli Endpoint Manager for Patch
Management for its patching solution and Tivoli Endpoint Manager for Security
and Compliance for its security configuration compliance solution.

The IT team listed the following functional requirements for this implementation:

Capability to support and manage 120,000 endpoints

No disruption of business operation

No significant degradation of endpoint performance

No requirements for disabling any security devices, such as firewalls
Capability to support patch management solution

Capability to support endpoint security compliance solution
Scalable for future expansion

No requirements for additional IT resources, preferably less

YyVyVYyVYVYVYYY
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Capability to provide high endpoint visibility

Capability to provide complete endpoint control

Capability to implement project within six months

Capability for an operational disaster recovery time of less than 36 hours

vvyyvyy

A single Tivoli Endpoint Manager infrastructure can scale up to 250,000 -
300,000 endpoints, which can cover the needs of the financial accounting
company. The installation of an Agent usually takes a few minutes without
requiring a reboot. After careful evaluation, the IT team is sure that Tivoli
Endpoint Manager can meet all the requirements listed.

Teams and responsibilities

In the current situation, each local site uses its own IT team and follows local
security policies. The financial accounting company uses the following IT teams:

» Newark, managing North America sites

» Sao Paulo, managing Latin America

» Taipei, managing Asia Pacific

» London, managing Europe, the Middle East, and Africa (EMEA) region

The Tivoli Endpoint Manager Console provides the capability for the teams to
separate the management responsibilities for endpoints either by geographical
area or function. For the current implementation task, each regional IT team is
responsible for its Relay and Agent deployment. Only a few senior members in
the London-based IT team are granted master operator access. The master
operators are responsible for managing all other operators, creating custom
endpoint groups, and performing global configuration and deployment tasks.
Regional endpoints are grouped automatically according to their IP addresses,
as shown in Figure 6-1 on page 215.
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Figure 6-1 QOperator responsibility regional breakdown

The use of IT teams with identical functions in different locations can create
management overhead. It can also complicate the entire security policy structure
and make it more difficult to manage as the financial accounting company grows.
The financial accounting company wants to investigate its current IT team
structures and tasks to reduce costs and increase efficiency. The financial
accounting company intends to unify the regional IT teams into a global IT team
with duties separated in functions. A group of members in the team is specialized
in patch management and another group of members is focused on security
compliance. To achieve this goal, the financial accounting company relies on the
flexibility in user role management that Tivoli Endpoint Manager provides.

Tivoli Endpoint Manager Console can support this goal by modifying operator
privileges based on groups and Fixlet messages. The master operator can
manage those privileges for other operators, limiting their access to only content
and tasks that are required to handle the endpoints for which those operators are
responsible. For more information about operations and responsibilities, see
3.1.10, “Users” on page 86.

User role: Tivoli Endpoint Manager supports operator roles. Users can define
roles, such as patch operator or configuration operator. User management by
function is much easier.
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6.2 Implementation

The IT team deploys Tivoli Endpoint Manager into the organizational IT
infrastructure, beginning with the Tivoli Endpoint Manager Server, and continuing
with the Relays. After the Server and Relay structure is deployed and
operational, the team deploys the Agents to the endpoints.

6.2.1 Network considerations

The IT deployment team identified, documented, and informed the IT networking
department about the necessary network traffic for the Tivoli Endpoint Manager
components. A summary of all traffic is in 3.3.1, “Intercomponent traffic” on
page 108.

The IT networking team configures the firewall ports that are needed by Tivoli
Endpoint Manager to allow traffic between the components. In this setup, it is not
necessary to shut down or disable any of the security and network devices.

6.2.2 Tivoli Endpoint Manager Server

Tivoli Endpoint Manager Server is the core of the entire Tivoli Endpoint
Management system. It is suggested to deploy the Tivoli Endpoint Manager
Server on a network infrastructure with large bandwidth and low delay. The
London main site is the immediate candidate, because the site network is
recently upgraded. It has the best wide area network (WAN) connection quality
compared to any of the other sites. Also, London has the largest IT team. This
team worked in the financial accounting company the longest and has extensive
knowledge about the organizational IT infrastructure. This knowledge helps
during the Tivoli Endpoint Management implementation project.

The site also needs to have enough available IT resources that can potentially be
used as Relays to accommodate network traffic from remote sites worldwide.
The London site deployed over 200 servers that can be configured as Relays.
This number can support all the endpoints, combining the potential roaming
mobile devices in the EMEA region.

The Tivoli Endpoint Manager Console operates best if it is connected to the
Server locally. It also is reasonable to deploy the Tivoli Endpoint Manager Server
at the site with most of the operators. For these reasons, the IT management
chooses London as the site to host Tivoli Endpoint Manager Server.
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Network zones

Because Tivoli Endpoint Manager Server almost fully controls all the managed
endpoints connected to it, it is imperative to place it in the network zone with the
highest security measures. Figure 6-2 depicts how to implement Tivoli Endpoint
Manager Server in terms of the network security zone.

Internet

TEM Fixlet Server
(IBM)

Uncontrolled

DMZ Production Zone Intranet

Restricted

Management Zone
TEM Server Report Server Remote Console

El k Secured

Console

Server Terminal

Controlled Controlled

Figure 6-2 Security zone illustration

Operation-critical servers, including Tivoli Endpoint Manager Server, Tivoli
Endpoint Manager Report Server, and Tivoli Endpoint Manager Remote Console
Server, are placed in the Management Zone. The Management Zone has
maximum security that is provided by the firewall and network intrusion
prevention systems (IPS). To receive updated content from an IBM Fixlet Server,
the Tivoli Endpoint Manager Server connects to the Internet by using a web
proxy server. By doing so, it is isolated and shielded from any direct connection
to the Internet.

Disaster recovery
The IT team plans to implement two backup deployments, backing up OS,
application, and database information to facilitate a fast recovery in a disaster.
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The first backup deployment is placed at the London site, on the same network
with the main Tivoli Endpoint Manager Server. The company can recover quickly
by colocating the backup deployment with the production system and by using
the same high-speed LAN connection. The second backup deployment is in the
data center in Newark; this backup ensures independence from any geographical
hazard. The Tivoli Endpoint Manager Server and Report Server are backed up
on a daily base in the London data center. The Tivoli Endpoint Manager Server
and Report Server are backed up on a weekly basis to the Newark data center,
as depicted in Figure 6-3.
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Daily backup

Weekly backup i i

TEM TEM
Server Report Server

/ Newark Site

¢
U 8

Backup Backup
Center Center

N\ /

Figure 6-3 Tivoli Endpoint Manager backup

The IT team decided not to invest in a Distributed Server Architecture at this time.
The backup and recovery process requirements of regaining production status
within 36 hours after a disaster can be achieved by using the deployment
architecture that we described. The services that Tivoli Endpoint Manager
provides cover deployment, patching, and policy-based solutions. These
services require an established connection between Tivoli Endpoint Manager
Server and an Agent or Relay only when new content or updates of policies need
to be distributed. These operations usually do not require immediate action.
Therefore, for many Tivoli Endpoint Manager deployments, several hours of
downtime are acceptable.
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Hardware

The IT team wants to deploy a Tivoli Endpoint Manager Server to manage the
initial 120,000 endpoints, plus offer future expansion capability for 16,000 new
employees and endpoints. Based on the hardware proposal from IBM', the
company purchased an IBM System x with two 8-core processors that run at 2.3
GHz and 64 GB of RAM.

A typical performance bottleneck for a Tivoli Endpoint Manager deployment is
storage 1/0. Considering future expansion, the financial accounting company
decides to invest in two RAID controllers, each of which runs two array slots, as
shown in Figure 6-4. The internal controller and its disks are used for the
operating system (Microsoft Windows 2008 R2), Tivoli Endpoint Manager
application, and the SQL application (Microsoft SQL 2008 R2). The external
controller is used for database and transaction logs. In addition to this
high-performance setup, the company also uses solid-state drives (SSD) for the
arrays to maximize 1/0 performance.

/ External Storage

-
Figure 6-4 RAID array setup for Tivoli Endpoint Manager

" For more information about IBM Tivoli Endpoint Manager hardware requirements, see this website:
http://support.bigfix.com/bes/install/serverreq.html
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A gigabit network connection is implemented between the Tivoli Endpoint
Manager Server, Report Server, and Console Server to provide high speed
transport for large data transmissions between the servers.

Virtualization: The Tivoli Endpoint Manager Server, Relay, and Agent
components are fully compatible with VMware, Hyper-V, KVM, and other
hypervisors that run the supported OS. However, IBM does not suggest that
you host Tivoli Endpoint Manager Server in a virtual machine. Tivoli Endpoint
Manager Server relies heavily on I/O performance. A virtualized deployment
causes increased I/O overhead that can drastically reduce performance.

For more information about virtualization, see this website:
http://support.bigfix.com/cgi-bin/kbdirect.p1?id=366

Deployment

The actual deployment of the Tivoli Endpoint Manager Server does not differ
much from other ordinary servers. The IT team tests the Server for reliability an d
fine-tunes the system for optimized I/O speed. Then, the IT team installs the OS,
database, and Tivoli Endpoint Manager Server package.

6.2.3 Tivoli Endpoint Manager Relay
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A good Relay implementation strategy is critical to the entire Tivoli Endpoint
Manager implementation. A good Relay placement must effectively share the
load of the Tivoli Endpoint Manager Server.

Topology plan

According to Table 6-1, the IT team determined the number of Relays to
implement for each site. The general rule is to have at least one Relay for each
1,000 endpoints.

Table 6-1 Relay plan

Location site Number of endpoints Number of Relays
London 25,234 32

Kracow 4,004 6

Zurich 508 2

Newark 18,030 23

Austin 5,030 7
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Location site Number of endpoints Number of Relays
Toronto 10,043 12
Sao Paulo 8,022 10
Tokyo 13,110 16
Taipei 28,220 35

The number of Relays might seem more than initially needed. The extra servers
are backup for any eventual hardware or connection failure. The number also
includes a separate DMZ Relay to support mobile users that connect through a
virtual private network (VPN). Because the financial accounting company already
has servers that are good Relay candidates, the company purchases new
hardware for its Top-Layer-Relays only. The rest of the Relays are shared Relays,
made up by installing the Relay application to existing servers. The logical design
diagram of the Tivoli Endpoint Manager implementation is depicted in Figure 5-5
on page 207.

Desktop Relay: Relays can also be deployed on desktop computers if the
organization has insufficient candidate servers for its Relays. Generally, avoid
this configuration, because the Relay adds load to the system, which might
bother a user.

The Relay infrastructure deployment is top-down. First, a Tivoli Endpoint
Manager Agent is installed on the four Top-Layer-Relays, then the Relay installer
is pushed out from the Tivoli Endpoint Manager Server. After all
Top-Layer-Relays are successfully deployed, the lower-tier Relays are included in
the deployment cycle, and eventually all Relays are deployed successfully.

The IT team reviews its network environment and calculates how many Relays it
needs for each site. The company needs at least one Relay for approximately
1,000 endpoints and enough backup Relays per subnet. For more than 50
Relays, the company needs another Top-Layer-Relay to handle the load. Any
connection must always traverse the Top-Layer-Relay. No endpoints connect
directly to the Tivoli Endpoint Manager Server. See Figure 6-5 on page 222 for
the Tivoli Endpoint Manager tier view.
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Figure 6-5 Tivoli Endpoint Manager tier view

Extra Relays can be added at any time to serve the branch offices or mobile
users. A Relay can help aggregate network traffic, making it more efficient and
easier to manage, as depicted in Figure 6-6 on page 223.
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Figure 6-6 Branch office Relay deployment example

Hardware
Tivoli Endpoint Manager Relays are designed to coexist with existing server

services. File or print servers, domain controllers, systems management server,
and application servers are good candidates to become a Relay. Other servers
with a static IP address, little downtime, and enough storage space to host
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deployment cache files are good candidates to become a Relay. The financial
accounting company wants to deploy Relay services to their existing servers to
coexist with the services that already run on the server. This entire
implementation is much more cost-effective compared to acquiring new servers.

A Top-Layer-Relay, however, usually creates more load due to the aggregate
traffic of its lower-tier Relays. Consider a more powerful server to run a dedicated
Relay service to handle the extra load. The IT team decided to purchase four
dedicated IBM System x servers for the Top-Layer-Relay servers.

Virtual Machine Relay: Although the virtual machine approach might not be
ideal for hosting your Tivoli Endpoint Manager Server, it can be a good
candidate for dedicated Relays. Unlike Tivoli Endpoint Manager Server, the
I/O bottleneck is not a direct impact to the scale and performance of the Tivoli
Endpoint Manager infrastructure. Therefore, the use of Virtual Machine Relays
can be an effective and economic solution for the Relay design if the
organization already uses a virtualization infrastructure.

Deployment

After the Relay candidates are selected, an Agent is installed on the candidate
server. After the Agent is running on the server, the Tivoli Endpoint Manager
Relay can be installed by deploying the Installs the Tivoli Endpoint Manager
Relay Fixlet, as depicted in Figure 6-7 on page 225. The regional IT teams are
responsible for all their Relay deployments and the maintenance in their region.
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Figure 6-7 Installs the Tivoli Endpoint Manager Relay Fixlet

6.2.4 Tivoli Endpoint Manager Agents

There are several techniques for installing the Agent, including the Client Deploy
Tool, login scripts, nonIBM utilities, and a manual installation. The financial
accounting company allows its regional IT teams to choose the best way to
deploy Tivoli Endpoint Manager Agents according to their local IT infrastructure
and policy.

Relay selection configuration

The implementation team knows that using automatic Relay selection can greatly
reduce the deployment and maintenance effort to achieve good load balance
between Relays. However, the team must consider that if mass Relay or network
failure occurs simultaneously, large amounts of Relay search request packets can
be generated from the Agents, potentially disabling the network. Although that
possibility is low in a well-implemented Tivoli Endpoint Manager system, the
team wants to take extra measures to eliminate even the slightest possibility. The
team decided to adopt a mixed approach that helps them prevent Relay search
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request packets from flooding the entire network. This approach offers the
benefit of the smart load balancing of automatic Relay selection.

This implementation uses manual Relay selection for all Relays, including
Top-Layer-Relays. Each site is assigned a few country Relays that are
responsible to aggregate the traffic of the country site to the Top-Layer-Relays.
The number of country Relays for each site is proportional to the quantities of the
endpoints in that site, which is depicted in Figure 6-8. The subordinate Relays
attempt to connect to Tivoli Endpoint Manager Server only if it is present in their
Relay selection list.
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Figure 6-8 Top-Layer-Relay and Country Relay selection illustration

226 Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



The implementation plan is based on the following considerations:

» Network route failure is not considered. An alternative network route is
expected to be supplied by their routers when the route fails.

» The Top-Layer-Relay has no secondary Relay choice, because if the
connection to Tivoli Endpoint Manager Server fails, it is likely that the Tivoli
Endpoint Manager Server is down. A secondary Relay that points to other
Relays does not help in that situation.

» The sites with many Relays (Taipei and Newark) define their second Relay
choice as the Tivoli Endpoint Manager Server to avoid overloading the
Top-Layer-Relay of other sites.

» Rather than a long list of backup Relay server routes, the financial accounting
company chooses to keep the Relay route simple for easy troubleshooting. All
the country Relays have one primary and one secondary Relay choice.

Lower-tier Relays (Relays that are not Top-Layer-Relays or country Relays) are
set so that their country Relays are the primary Relay, and the Top-Layer-Relay is
the secondary or tertiary Relay.

Endpoints that do not run Relay services use the automatic Relay selection with
Relay affiliation. Regional affiliation groups are broken down into North America
(NA), Latin America (LA), Europe, the Middle East, and Africa (EMEA), and Asia
Pacific (AP). The endpoints and Relays of each region have their own regional
affiliation group, and connections are made in their own region only. No
endpoints are allowed to connect to the Tivoli Endpoint Manager Server directly
under any circumstances.

Relays in a DMZ of a major site belong to an additional affiliation group, called
DMZ, which enables mobile endpoints to connect to them. Endpoints with mobile
capabilities, such as notebooks, are assigned to both their own regional group
and the DMZ affiliation. When the endpoint roams and cannot connect to the
regional Relay, it automatically tries to connect to the DMZ Relays (Figure 6-9 on
page 228).
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Figure 6-9 Regional Relay affiliation setting for the financial accounting company

6.2.5 Asset discovery

To comply with the policy, the financial accounting company needs to ensure that
all endpoints are managed by Tivoli Endpoint Manager so that the company can
receive Patch Management and Security Compliance services. Although the IT
team thinks it can track all endpoints in the organization, the team wants to
eliminate the possibility of any unmanaged or unknown endpoints in the network.
Tivoli Endpoint Manager Asset Discovery is designed to locate any unmanaged
endpoints.
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After the team successfully deployed Tivoli Endpoint Manager, each regional IT
team starts to select the Scan Point candidates in the region of responsibility.
Scan Points can be deployed to any Windows system that runs Windows XP,
Windows 2003 Server or later, or Red Hat Enterprise Linux release 5. Avoid a
single Scan Point scanning a large subnet, because it can take a long time to
finish. Choose a system that is constantly on during the scanning period.

Each regional IT team plans to execute its own asset discovery procedures to
best suit its network environment and security policy. Figure 6-10 is an example
of the asset discovery procedures in a small section of the London office. By
using the Tivoli Endpoint Manager Console, navigate to Sites — External

Sites —» BES Asset Discovery — Fixlets and Tasks. Select Designate Nmap
Scan Point and follow the instructions.
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Figure 6-10 Asset discovery

The London IT team sets the discovery search process to run for one week. The
team informs the network security team that during that period, the team expects
to receive security events from their network IPS devices. The asset discovery
service uses an NMAP scanner to search for endpoints. Because these events
have no malicious intent, they are handled through an exception process in the
network security group. After the discovery period is finished, the active search
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procedures from all Scan Points are deactivated, and the Scan Points are
removed from all designated endpoints.

6.3 Maintenance

After Tivoli Endpoint Manager is successfully deployed, the IT team focuses on
keeping Tivoli Endpoint Manager running as smoothly as possible. For the scale
of the deployment, the daily data throughput can be large. For Tivoli Endpoint
Manager to continue running efficiently, the IT team needs a maintenance plan
for the Tivoli Endpoint Manager database and the Tivoli Endpoint Manager
Server. This information is covered in this section.

6.3.1 Tivoli Endpoint Manager health check

230

Tivoli Endpoint Manager provides a set of tools to monitor and diagnose the
health of the entire Tivoli Endpoint Manager system. The IT team uses these
tools on a regular basis to ensure that the system performs as designed.

Tivoli Endpoint Manager Server diagnostic tool

To ensure that the Tivoli Endpoint Manager Server runs properly, the IT team
activates the Tivoli Endpoint Manager Server diagnostic tool (Figure 6-11 on
page 231). With this tool, you can verify that the server passes all the checks to
verify the correct operation of services, connections, and databases. A failed test
is displayed with a red cross. A fully functional Tivoli Endpoint Manager Server is
expected to pass all tests.
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1B Tivoli Endpoint Manager Server Diagnostics
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Result ;I
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Figure 6-11 Diagnostic tool

BES Support site

After the Tivoli Endpoint Manager systems are deployed, they are automatically
subscribed to the BES Support site. The site provides Fixlets for troubleshooting,
support, performance tuning, and Tivoli Endpoint Manager component upgrades.
Operators must monitor the BES Support site regularly for active Fixlets or Tasks
that address any potential problems, such as stopped Tivoli Endpoint Manager
client services, low disk space, and component updates.

The BES Support site also provides configuration settings for the Server, Relay,
and Agent, such as to throttle download traffic, enable automatic Relay selection,
and set client CPU usage (Figure 6-12 on page 232).
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6.3.2 Performance tuning
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For large Tivoli Endpoint Manager deployments, such as the financial accounting
company deployment, performance is important. Without the correct
configuration and settings, performance can degrade quickly as the organization
grows.

Tivoli Endpoint Manager is designed to operate in large enterprise environments.
It provides configuration parameters that can be set on endpoints to modify
Agent, Relay, and Server behavior to increase efficiency. For the suggested
settings in large deployments, see “Configuring for better performance” on

page 154.

In addition to tuning parameters for individual components, we need to look at
the network environment and how to tune the required Tivoli Endpoint Manager
bandwidth.
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Bandwidth throttling

Most of the operational sites of the financial accounting company deployed a
modern network facility that provides sufficient bandwidth. The site in Taipei,
however, experiences slow Internet connection due to rapid growth. Employees
are saturating their current network bandwidth. The situation intensifies when a
major patch release is available, for example, a set of large operating system
patches released by Microsoft on a particular day of the week.

The IT team in Taipei decided to use bandwidth throttling to reduce the patching
traffic for the present, before upgrading the networking infrastructure (Figure 6-13
on page 234). By using the Tivoli Endpoint Manager Console, navigate to

Sites — External Sites —» BES Support — Fixlets and Tasks. Select BES
Relay Setting: Download Throttling Task. Next, click the first Actions item to
set a specific limit for the download traffic in bytes/seconds. This configuration is
called manual throttling.

As an option, you can use dynamic throttling. By using dynamic throttling, the
operator can define the allowed percentage of bandwidth when other
downloading is in place. If Tivoli Endpoint Manager detects no other downloads,
the Tivoli Endpoint Manager downloads uses all the available bandwidth.
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Figure 6-13 Bandwidth throttling

By using a Tivoli Endpoint Manager solution, operating system and application
patch downloads from the software vendor websites through the Internet are
handled by the Tivoli Endpoint Manager Server. This approach is more efficient
than every endpoint handling individual downloads, as depicted in Figure 6-14 on
page 235. This approach effectively controls and reduces network traffic during
patching.
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Figure 6-14 Download traffic comparison

The Taipei IT team defines the following scheduled Task, BES Client Setting:
Download Throttling. The team limits Tivoli Endpoint Manager download
bandwidth from 8 am and then disables the setting at 6 pm. This setting
minimizes the effect of patching traffic during the site operating hours.
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6.3.3 Maintenance plan
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Both the Tivoli Endpoint Manager database and Tivoli Endpoint Manager Server
need periodic maintenance to ensure that they run at peak performance. Daily
and weekly backups are also required as part of the disaster recovery plan.

Database maintenance

The required maintenance tasks for the Tivoli Endpoint Manager database do not
differ much from standard maintenance tasks for any other database server. For
Tivoli Endpoint Manager Server to run at peak performance, up-to-date database
indexing is important. Operators can shrink the database as part of the regular
maintenance tasks, but an index update is required after shrinking the database.

Tivoli Endpoint Manager Server maintenance

After extensive use of Tivoli Endpoint Manager, the system can experience
degraded performance due to various causes, for example, unreported endpoints
or abuse of Custom Sites and groups.

The overall policy grants only the IT team in the UK the privilege to create
Custom Sites and computer groups, so that Custom Sites and computer groups
can be controlled and managed centrally. Dedicated maintenance engineers are
responsible to check for open Actions, and stop these Actions when these
Actions are no longer needed. The maintenance engineers also run the BigFix
Computer Remover on a nightly basis. The maintenance engineers run the
BigFix Audit Trail Cleaner biweekly to clean up data in the Tivoli Endpoint
Manager database that is no longer needed. The following steps show a typical
sequential maintenance workflow:

1. Run the BigFix Computer Remover and BigFix Audit Trail Cleaner.
2. Shrink the database.
3. Update the database index.

Tivoli Endpoint Manager utilities: Tivoli Endpoint Manager utilities are
available for public download at the Tivoli Endpoint Manager wiki website:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1lang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/TEM%20Utilities

Users must understand that the tools can cause serious impact on your Tivoli
Endpoint Manager system if misused. Follow the instructions carefully and
always back up your Tivoli Endpoint Manager database.
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6.4 Conclusion

In this chapter, we describe the design approach that the financial accounting
company uses to design the Tivoli Endpoint Manager implementation plan. We
outline the business requirements and associated functional requirements. We
also explained how the financial accounting company deployed Tivoli Endpoint
Manager and how the company overcame difficulties during the deployment
stage. In the last part of the chapter, we describe the maintenance processes
and practices of the financial accounting company. We introduce the use of
support tools to assist the maintenance processes.

This chapter explains how the financial accounting company deployed the Tivoli
Endpoint Manager platform into its IT landscape. In Chapter 7, “Phase Il: Patch
Management design and implementation” on page 239, we describe to
implement a Patch Management solution.
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Phase II: Patch Management
design and implementation

In this chapter, we describe the approach of the financial accounting company
with the IBM design team to define the corporate Patching Policy for its
endpoints. We examine the available options for implementing a process for
patching, differentiating between servers and workstations. This chapter then
describes how the financial accounting company implements the patching
process by using Tivoli Endpoint Manager. We describe why the patching
process chosen was appropriate for the financial accounting company. We also
cover the required maintenance. We divide the discussion into the following
sections:

» “Design” on page 240
» “Implementation” on page 256
» “Maintenance” on page 283
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7.1 Design

This section introduces the situation that the financial accounting company faces
in 5.1, “Organization profile” on page 188 and the strategic direction of the
business. We also describe the current security Patching Policy and how it
influences the deployment of Tivoli Endpoint Manager. We define the business
and technical requirements of the organization. We conclude with patching
processes to help to enforce the corporate security patching policy.

Perspective: Tivoli Endpoint Manager as a platform for patching endpoints
offers a range of options for using the functionality that it offers to deliver the
requirements of the organization. The methods displayed in this scenario are
not necessarily the only or best approaches for all organizations. The methods
that we chose are selected to demonstrate the flexibility of the solution and to
highlight more potential uses.

For more information about preferred practices, see 4.2, “Tivoli Endpoint
Manager solution design” on page 142.

For more detail about the overall business requirements and how they map to
functional and technical requirements, see 5.4, “Functional requirements” on
page 198.

Scenario: This section describes a scenario for defining policies. We do not
intend to implement and document an actual security strategy with all its
requirements, and details in this book. We create a high-level endpoint
security patch policy definition with a range of requirements to use as fictional
high-level policies.

7.1.1 Introduction

The financial accounting company estimates a current endpoint total of 120,000.
These endpoints are distributed globally across all continents with the major
servers in the data center in London, United Kingdom. Servers are also in each
location to support local business functions. The organization also supports a
large mobile workforce. This workforce uses its own Internet connection in a
home office environment and a virtual private network (VPN) to connect to the
corporate network.
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The organization wants to further expand its operations with new locations
across Europe and Asia. The infrastructures of these sites differ with varying
speeds to connect to the corporate network. This expansion adds 15,000 staff to
the overall headcount. The new subsidiary for credit card processing adds 1,000
staff. These expansion plans require a solution that is scalable enough to handle
many additional endpoints that run various operating systems.

The following list outlines how the financial accounting company currently
patches the endpoints:

» Servers

The financial accounting company currently defines the Patching Policy for its
servers at a local level. No deadlines exist for patching applications or
operating systems, therefore there is compliance baseline to which to adhere.
The responsibility for patching the servers is with the system administrators,
who are already overloaded. The current method for patching servers is for
the individual administrators to request tests of patches at a local level and
then send those patches for quality assurance. Patches ready for production
require staff to travel to the data center location to use a console and media,
either CD or USB device, to transfer and apply the patch to the server. This
lengthy process can take days and involve extra expense for staffing, travel,
and living expenses.

» Desktops and notebooks

The responsibility for patching these types of assets is delegated to the users
of those systems. The only loosely enforced mandate is that the local built-in
operating system update functionality is enabled. This way, all patches are
downloaded as soon as they are available from a vendor. The help desk of the
organization experiences many support requests when each workstation and
notebook downloads the same version of the vendor-released patch. This
approach affects the performance of services for the business to operate
because bandwidth is saturated. In some instances, personnel who travel on
business use a General Packet Radio Service (GPRS) connection to the
Internet, which is a low-bandwidth connection.

7.1.2 Defining business requirements

A corporate security policy for the servers exists and is implemented locally in
each operating country. These systems serve organization-critical an application
named Quant Unlimited Access Network for Traders (QUANT).

The financial accounting company has many endpoints that can access the
corporate network where sensitive data exists. In many cases, there is no
centralized management of the endpoints that access the network from outside
of the organizational firewall. These endpoints are distributed globally and can

Chapter 7. Phase II: Patch Management design and implementation 241



run on many types of platforms. The operating systems that run on these
endpoints can be AlX, Linux, Windows, or Macintosh.

We identified the following security exposures that the financial accounting
company needs to address for patch management:

>

>

Create a consistent corporate security policy for patching.

Create a consistent corporate security compliance plan for patch
management.

Define a patching process for servers and other endpoints.

Enforce patching for endpoints to maintain a consistently secure operating
stance.

Implement the patch management of endpoints outside of the corporate
firewall.

Create visibility of all of the endpoints.
Control the endpoints for the ability to patch.

7.1.3 Defining functional requirements

The financial accounting company specified the following high-level functions
that the patch management solution must provide:

»

The ability to review the existing set of security policies and update them with
new requirements that translate the corporate security policy.

The ability to patch the heterogeneous environment at the financial
accounting company and across the range of operating systems supported
for workstations, servers, and notebooks.

The ability to patch third-party applications.

A centralized management infrastructure for the patch solution and the
flexibility for the local teams to enforce their security policies while allowing
the team to address the compliance requirements of the corporation.

7.1.4 Patching rating and policy design

In this section, we look at the Patching Policy design based on the Vendor
Severity Classifications and Patching Class Rating. The financial accounting
company is concerned with how it defines whether an endpoint needs to receive
an available patch. The company has several IT security teams that manage
many security and patching policies for their local clients. We look at how the IT
security teams can best determine the important policies.
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Context: The Vendor Severity Classifications refer to the criticality that is
reported by vendors. The Tivoli Endpoint Manager Console shows this
classification as “Source Severity”.

Patching Class Rating means to evaluate the Vendor Severity Classifications
and to create your own specific classes.

The Patching Policy is the most suitable Patching Class Rating and a grace
period that can be selected by an authorized person or team.

Vendor Severity Classifications

We see severity classifications for operating systems, applications, and
middleware that are determined by each vendor when a new patch is released.
First, you need to acknowledge the types of classifications that are defined for
your patches. We explain in detail about how the financial accounting company
evaluates these classifications in “Patch Class Rating” on page 245.

What and how many patches and classifications an organization needs depends
on the situation. The financial accounting company needs to evaluate more
closely the classifications for Microsoft Windows, Red Hat Enterprise Linux, IBM
AlX, Adobe Acrobat Reader, Mozilla Firefox, and Oracle Java. We look at the
types of severity classifications that these vendors release:

» Microsoft Windows

The financial accounting company uses Microsoft Windows XP and 7 for its
clients, and Microsoft Windows 2003 and 2008 for its servers. Microsoft
provides four severity classifications that are Critical, Important, Moderate,
and Low. For more information, see the Microsoft Security Bulletin:

http://www.microsoft.com/technet/security/current.aspx
» Red Hat Enterprise Linux

The financial accounting company uses Red Hat Enterprise Linux Version 5
for some of its servers. Security, Bug Fix, and Enhancement Advisory patches
are available. Red Hat releases severity classifications for Security Advisories
that are Critical, Important, Moderate, and Low impact. For more information,
see the Red Hat web page:

https://access.redhat.com/security/updates/classification/
» AIX

The financial accounting company uses IBM AlX for its database servers. On
the Tivoli Endpoint Manager Console, we see four kinds of source severities
for AIX patches that are Technology Level/Service Pack, Security Advisories,
High Impact/Highly Pervasive Fixes, and PTFs in Error, which are
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classifications of AIX patches. For more information about AlX, see the IBM
Fix Central site:

http://www.ibm.com/support/fixcentral/
» Adobe Acrobat Reader
Adobe Acrobat Reader is required to work with many documents at the

financial accounting company. Adobe usually releases two kinds of patches: a

security-related patch and a patch that is released quarterly. Their severity
classifications are Critical, Important, Moderate, and Low. For more
information about Adobe, see this website:

http://www.adobe.com/support/security/#readerwin
» Mozilla Firefox

Most applications of the financial accounting company are web-based.
Mozilla Firefox is defined as the standard for employees worldwide. Firefox
patches are released with severity classifications, such as Critical, High,
Moderate, and Low. For more information, see the Mozilla website:

http://www.mozilla.org/security/known-vulnerabilities/
Table 7-1 provides a summary of the vendor classifications.

Table 7-1 Vendor Severity Classifications

Vendor and OS/application Vendor Severity Classification

Critical
Important
Moderate
Low

Microsoft Windows

vyvyyvyy

Critical
Important
Moderate
Low

Red Hat Enterprise Linux
(for Security Advisories)

vyvyyvyy

IBM AIX Technology Level/Service Pack
Security Advisories
High Impact/Highly Pervasive Fixes

PTFs in Error

vyvyyvyy

Adobe Reader Critical
Important
Moderate

Low

yvyyvyy
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Vendor and OS/application Vendor Severity Classification

Critical
High
Moderate
Low

Mozilla Firefox

yvyYyy

Critical
High
Moderate
Low

Oracle Java

vvyyy

Tivoli Endpoint Manager can manage many patches for operating systems and
applications through a single console. For information about patching, see 4.3.1,
“Before you patch” on page 157.

Patch Class Rating

Next, the financial accounting company needs to estimate the severity and
impact to its business if it does not apply patches to the endpoints. The financial
accounting company plans to determine the impact by using the severity
classifications that are provided by vendors. The financial accounting company
uses Patch Class Ratings to create specific patching classes based on the
Vendor Severity Classifications. In this phase, the financial accounting company
solely determines patching classes. The company does not describe in depth
how to manage patching grace periods and local policy differences from each of
the IT security teams.

As mentioned in “Vendor Severity Classifications” on page 243, the vendors
release their patch information and use specific classifications, which must be
assigned to the financial accounting company Patch Class Rating. Table 7-2
shows the Patch Class Rating for all applicable systems. These settings are
common among all local IT security teams.

Table 7-2 Patch Class Rating

Vendor and Class Class Class

OS/application “Urgent” “Essential” “Advisable”
Microsoft Windows | » Critical » Critical » Critical
» Important » Important » Important
» Moderate » Moderate

» Low

Red Hat Enterprise | » Critical » Critical » Critical
Linux » Important » Important » Important
» Moderate » Moderate

» Low
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Vendor and Class Class Class
OS/application “Urgent” “Essential” “Advisable”
IBM AIX » Technology » Technology » Technology
Level/Service Level/Service Level/Service
Pack Pack Pack
» Security » Security » Security
Advisories Advisories Advisories
» High » High
Impact/Highly Impact/Highly
Pervasive Fixes Pervasive Fixes
» PTFsin Error
Adobe Acrobat » Critical » Critical » Critical
Reader » Important
Mozilla Firefox » Critical » Critical » Critical
» High

Oracle Java

» Critical Patch
Updates

» Critical Patch
Updates

» Critical Patch
Updates
» Security Alerts

Determining the patching policy

Finally, the financial accounting company needs to determine due dates for
patching, which means how many days the company allows for the completion of
the deployment of patches to all managed clients. These grace periods must not
depend on the number of clients. Grace periods need to be common among all
teams for appropriate IT compliance management.

The financial accounting company does not allow individual IT security teams to
determine their own grace periods. The individual IT security teams collaborate
with the international teams and define the most suitable policy to which each
team can agree. The result of this discussion is depicted in Table 7-3.

Table 7-3 Patching grace periods (business days)

Vendor and OS/application Class Class Class
“Urgent” “Essential” “Advisable”

Microsoft Windows 3 10 20

Red Hat Enterprise Linux 3 10 20

IBM AIX 3 10 20

Adobe Acrobat Reader 5 10 25

Mozilla Firefox 5 10 25
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Vendor and OS/application Class Class Class
“Urgent” “Essential” “Advisable”

Oracle Java 5 10 25

Determining the Patching Policy consists of choosing the most suitable Patch
Class Ratings and patching grace periods. The financial accounting company
allows its local IT teams to choose the most suitable Patch Class Ratings and
patching grace periods, because the teams understand their local IT
environment well and know what patches are needed. Table 7-4 depicts an
example that shows the Patch Class Ratings and grace periods for Microsoft
monthly security updates.

Table 7-4 Microsoft monthly security updates for Windows in 2011 August

Local IT security team Patch class rating Patching grace period
London Urgent 3

Krakow Advisable 20

Zurich Essential 10

Newark Urgent 3

Austin Essential 10

Toronto Essential 10

Sao Paulo Essential 10

Tokyo Urgent 3

Taipei Urgent 3

Conclusion for patching rating and policy design

Many organizations operate on a worldwide scale. These organizations must
comply with various requirements for patching, such as the financial accounting
company. Our suggestion is that an organization authorizes an appropriate
person or team, that understands and acknowledges what security matters are
relevant to the IT environment, to choose suitable patches that are required to be
deployed.

7.1.5 Defining the patch management process

The prevalence of security exploits that come as malicious code that targets
known vulnerabilities in operating systems and vendor software exposes
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organizations to an increased amount of risk. Organizations must react faster
than they did previously. IT teams must be flexible and responsive in managing
the IT assets of their organization. There are important ingredients to consider for
a patch process:

» Visibility to quickly detect where the exposures exist

Agility where speed is of the essence when security is involved
Efficiency to perform all patching tasks without affecting IT services
Continuity to keep all systems patched at all times

Usability to easily and consistently implement all these actions

vvyyy

Initially, the expense of remediating a system affected by a vulnerability was a
driver for patching machines. This viewpoint recently expanded to include more
subtle forms of intrusion that can expose customer data and affect the reputation
of an organization among its customer base. There are several high-profile
examples. Regulatory compliance is another factor that continues to mandate
that systems remain updated and properly patched. As the number of endpoints
increases and the employees of organizations work in more effective and mobile
ways that change the risk posture of an organization, patching can quickly
escalate to a top and fundamental security priority.

In 7.1.4, “Patching rating and policy design” on page 242, we examined
fundamental parts in formulating a patch management policy. We examined how
an organization receives and defines whether the patches from vendors are
important in a business context. Essentially, is this available patch relevant to my
company? By using Tivoli Endpoint Manager for your patch management
solution, you can provide all patch releases from vendors and the relevant
patches that can be applied for the operating systems and software within the
environment. Tivoli Endpoint Manager has visibility of all deployed assets that
are connected to the network. The financial accounting company decided to take
further control of its servers and select from this relevant content which patches
the company wants to apply.

After consultation, the financial accounting company decided to use the security
severity that was assigned to each patch by the vendors. This decision enables
the financial accounting company to standardize the definition of a vendor
security severity rating and translate that definition into the potential
organizational impact to the business.

The financial accounting company uses local security policies defined at each
operating site. This approach allows for autonomy at a local level. By classifying
the asset risk in each operating country, a standardized rating is formulated
based on the potential impact to the organization if its operation is affected.

By taking the vendor patch security severity and combining it with the risk to
which each asset is exposed, the financial accounting company can define a
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baseline for compliance. For example, if a patch is rated as Critical, you might be
required to patch a system that interacts with the Internet within 48 hours, a
notebook within five days, and any data center system within 30 days. Patching
systems within these time frames can be stated as a compliance mandate.

The critical business functions at the financial accounting company are
processed on servers at the main data center in London. There are a few local
business functions served up in other locations. Patching critical systems,
whatever the method used, involves an element of risk. Patching a system is
essentially modifying parts of the software, which can potentially cause conflicts.
There are various aspects of a system that interact differently with a shared
collection of files. Patch management is the process implemented to mitigate
these risks.

Patch management: The impact to the business, if a service is interrupted,
must be carefully balanced with the security requirements and compliance
mandate to secure each server. The potential risk of not patching servers
poses a greater danger to many organizations, but both of these risks must be
mitigated as much as possible. How an organization handles each of these
situations depends on the tolerance for risk of the organization in general.

7.1.6 Designing a patch management process

After consulting with the financial accounting company, it is clear that the
company tolerance for risk is low. But, the company also requires a patch
management process to ensure business continuity. A common approach to
handling new patches is to test the patch in environments that replicate the
system in production to confirm the success or failure of the patch. The level of
testing ideally includes the complexity of the environment to which the patch is
applied and the criticality of the asset that is patched. At latter stages,
organizations might want to phase the approach to the deployment of the tested
patch to groups within the production environment.

The financial accounting company decided on standardizing a testing process for
each patch that entered into the production server environment. The mechanics
of these tests are also standardized and performed at a local level in the country
where the service is provided.

By using Tivoli Endpoint Manager, the financial accounting company can
implement a new process for patching servers that run in the production
environment. Tivoli Endpoint Manager is the centralized platform for enforcing
endpoint security patch content. The core of this deployment is the Tivoli
Endpoint Manager Server. The Server is accessed by operators responsible for
each stage of the patch management process. IBM worked with the financial
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accounting company to define the following features of the patch management
process:

» Specific patches are selected from a set of relevant content made available by
Tivoli Endpoint Manager.

» A centralized test team is established to handle the overall patch
management process (possibly a virtual global team).

» Alocal IT team is established to handle patches so that compliance can be
monitored at a country level.

» The separation of duties is defined between the team that approves the
patches and the central test team.

» A patch cycle is established to be executed one time each month.

The diagram in Figure 7-1 shows the patch management process for servers.

Review, select and
deploy content

Testing of content - Approval
K Administrator

Patch admin

Figure 7-1 The patching process

Tivoli Endpoint Manager provides several tools for operators of the Console to
deploy patches to machines. We list each tool with a brief explanation. For a
more detailed description of each tool, see 3.1, “Logical component overview” on
page 64.

» Site and Custom Site

A Site provides collections of Fixlet messages that are created internally by
you, by IBM, or by other vendors. You subscribe to a Site and agree on a
schedule for downloading the latest batch of Fixlet messages. The financial
accounting company can use a Custom Site to hold patches that are approved
before they are deployed.
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» Baselines

A Baseline acts as a container for Fixlet messages and can be deployed to a
single system or a group of systems. A Baseline can be an effective way to
deploy Actions across the entire network with a single command. For
example, you might create a Baseline named “All critical hotfixes” and
populate it with all the current critical hotfixes available in the Fixlet list. Or you
might create a Baseline named “Finance department baseline” to keep that
particular group of computers updated with the latest financial programs,
financial tables, updates, and patches.

» Fixlets and Tasks

Fixlets and Tasks differ in how they are resolved. A Fixlet is triggered by a
Relevance clause that detects a vulnerability. Then, an Action is started to
remediate the vulnerability. The Fixlet automatically loses relevance and is
thus no longer applicable on that specific Tivoli Endpoint Manager Agent. A
Task includes one or more Action scripts that help you adjust settings or run
maintenance tasks. The Task generally stays relevant after its Action script is
run.

» Groups

Grouping your Tivoli Endpoint Manager Agents can simplify the maintenance
of large networks. There are many ways to group computers, from a simple
manual selection to more flexible automatic grouping. A simple grouping
technique is to manually select members of a group from the listing in the
Computers List Panel and add them to a group that you define. Membership
is constant. Dynamic groups offer the capability to define membership based
on the values of specific computer properties. You can, for example, group
computers by IP address ranges, operating systems, applications, and
thousands of other criteria by using Relevance expressions. Groups created
this way have the benefit of automatic enrollment and expulsion. So, a
computer that is repurposed to a different task or department automatically
switches groups without operator intervention.

Change management enables an effective activity trail of changes to the IT
systems, which is especially important when those changes are critical to the
business. The financial accounting company already implemented a change
management system. This change management system is currently used to
create tickets for changes that are then approved by the receiver of the ticket.
Using Tivoli Endpoint Manager with the change management system involves
keeping the system external to the process as it is currently done at the financial
accounting company. This approach means less overhead for the organization
and a method that is familiar to all IT operators. Applying the patch starts when
the patch is approved by the system administrator.
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We can use the tools available in Tivoli Endpoint Manager to get a closer
relationship between the two systems by using a Task to initiate the deployment
of a patch. By prompting the approval operator to insert the number of the
change management ticket, the approval can trigger the deployment of a patch.
Involving the change control tool in the process helps ensure that the systems
administrators of the servers are aware of the patch that is being deployed. The
systems administrators can maintain a separation of duties between the
operators that request the application of a patch and the administrators that
approve the patch for the server for which they are responsible.

Choosing a design

All the tools mentioned act as a flexible way to assemble and implement a
patching process. There are many ways to define a process, but each company
must determine the best fit for it. In 5.4, “Functional requirements” on page 198,
we defined the features that the financial accounting company wants in a
process.

The financial accounting company decided to split the process for server and
workstation patching due to the criticality of the services that run on these
machines. So, we now look at these categories in more detail.

Server patching

The following steps show how to use tools within Tivoli Endpoint Manager to
implement the patch management process for servers:

1. Patches are selected by operators from content that is made available within
the Tivoli Endpoint Manager Console. Selected patches are cloned into a
container for the chosen content, which is a Custom Site that is named
descriptively, XYZ Windows Patches, for example.

2. Patches that appear in the Custom Site are tested by the central or virtual test
team on systems that replicate the servers in the production environment.

3. The patch selector builds a Baseline to contain the relevant and tested Fixlet
messages for the patch cycle for this period, December, for example. This
Baseline contains Relevance to evaluate a computer setting value that
contains the ticket number of the monthly change ticket. This evaluation
happens on all clients within the deployed group.

4. System administrators receive the change ticket that mandates the
requirement for the deployment of this patch and requests their approval by a
certain date.

5. The system administrators are required to run a Task to approve the patches
on their specific machines. This Task is available for that particular user only
to perform, ensuring an appropriate separation of duties. The Task contains
an Action script that changes the property value on the chosen machines to 1,
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rather than 0. After the Task is propagated and the Action is taken to approve
the patches, the Relevance for the patch Baseline evaluates to true and
patching begins.

The diagram in Figure 7-2 displays the deployment process, including the tools
within Tivoli Endpoint Manager that are used and the change management
system that is included within the process.

XYZ Change Ticket System

Change
Request_N

Change
Request_A123

Change
Request_A124

XYZ Patch XYZ Patch
Operator XYZ Approved Approver
External Patch Sites Changes
(Custom Site)
December Baseline -
Windows |
XYZ Patches for Patch 1
Windows | Patch 2 |
(Custom Site) Patch 3
| Patch 4
Feten |
-
‘ Patch 3 | Settings:
Patch 4 CHANGE_A123=1
[ — CHANGE_A124=1
ate CHANGE_N = TRUE
Testing environment Production environment

Figure 7-2 Server patching process

Workstation patching

The importance of the IT assets means that the action of patching operating
systems and applications on the servers in particular is required to be a separate
process.The financial accounting company understands the importance of their
IT assets, in particular their production environment servers. This means that
patching operating systems and applications on those servers is required to be a
separately managed process. The financial accounting company classifies
endpoints outside the production environment to be a workstation.
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The following characteristics define the patch management process of the
workstations:

» No real visibility of endpoints that are connected to the corporate network at
any specific time.

» Users manage and are responsible for updates.
» Operating systems use the automatic update feature if updating.

» There is an unmanageable load on the help desk when Microsoft releases its
patches on a monthly basis.

» Load on the network is not acceptable.
» There is no control of the endpoints outside of the corporate network.

IBM worked with the financial accounting company to propose the following use
of Tivoli Endpoint Manager for solving the preceding issues. These issues affect
the delivery of services offered to customers. These issues must be solved
efficiently and quickly to update all of the workstation endpoints.

For the financial accounting company to define a corporate workstation patching
policy, we must consider the method used in 7.1.4, “Patching rating and policy
design” on page 242 to place all workstations into a risk class of “Advisable”. The
implication is that the time for the organization to patch its workstations is a lower
priority than the time for the organization to patch its servers. The financial
accounting company also requested that, because of the existence of a
dedicated support team, operating system and application patches are not
required. However, the financial accounting company requested that a process is
created for the deployment of the patches. This process can help solve the
business problems of the network load that affects crucial services and the load
on the help desk after repeatable vendor release dates. Another defining feature
of the workstation patch management process is the approval step, which is
moved from a specific member of the IT team to the user of the endpoint.

Figure 7-3 on page 255 shows the process that the financial accounting
company chose.

254 Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



Review and
selection across
platforms and
operating systems

Offers for users /
various methods of
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Figure 7-3 Workstation patching process

The Tivoli Endpoint Manager platform can immediately solve one of the issues
that the financial accounting company faces. The current network load is
experienced because each endpoint uses the native operating system update
tool. An individual copy of each patch is downloaded to each endpoint. Even if
only half of the workstations downloaded a patch of 10 MB, it still equates to a
substantial load on the network.

The Tivoli Endpoint Manager platform uses Relays to reduce this load on the
network. The Tivoli Endpoint Manager platform efficiently delivers the required
patch to the next Relay, or groups of workstations in the local geography of the
Relay. The Action script can also be defined for workstations to remotely
download patches from the vendor source, which further distributes the load.

The following functional requirements are implemented for the workstation patch
management solution:
» Ability to patch cross-platform operating systems.

» Capability to patch third-party applications, such as Java, Mozilla Firefox, and
Adobe Acrobat Reader.

» The user has the ability with a self-service feature to approve the user’s own
patches. The user controls the required reboots.

» Capability to patch by using multiple languages.
» Ability to set maximum timescales for required patches if offered to the user.

» Ability to mandate the immediate installation of a patch if it is a high security
severity.
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» Capability to stagger the deployment of patches.

7.1.7 Patch management design conclusion

The financial accounting company determined its corporate Patching Policy to
satisfy the business requirements. The functional requirements were determined,
and the decision was made to differentiate server and workstation patching. The
flexibility of the Tivoli Endpoint Manager platform allows the organization to
maintain its current change ticket system while incorporating both tools into the
new process. The organization also maintained a central point of control for
endpoint management. The organization can enforce the Patching Policy at a
local level, and it can report on a compliance stance in detail.

The financial accounting company chose to implement this server patch
management process for the following reasons:

» It allows a separation of duties between the patching team and the patching
approvers that maintains overall responsibility for the servers.

» Additional testing can be performed, if necessary.

» Changes require a change ticket, which requires approval. The change ticket
includes an audit trail of who, what, and when the Action was taken.

» Local teams can choose to perform additional testing, if required.
» Compliance to the Patching Policy can be reported at a local country level.

In the following section, we describe the implementation of this Tivoli Endpoint
Manager patch management solution in detail.

7.2 Implementation

256

This section documents how the financial accounting company implements the
specific parts of the chosen Tivoli Endpoint Management patch management
solution. We start with a discussion of how to perform basic operations by using
the single management Console and how to organize the Console for multiple
operator use. We then examine how we can use the common tools with the
flexible Relevance language to implement the server and workstation patching
processes. Where possible, we include useful implementation guidelines based
on experience. We want to help you to more effectively think about the ways to
use Tivoli Endpoint Manager to gain more visibility and control of your IT
environment.
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7.2.1 Introduction

So far, we defined a corporate patch policy for the financial accounting company
and defined the patching process for servers and workstations. Collectively, the
term workstation refers to endpoints that are not in use to serve a business
service from the production environment. This workstation environment consists
of a heterogeneous multiple platform, multiple operating system environment
with a policy risk definition that is reflected in the patching policy.

We show how to use Tivoli Endpoint Manager to implement patching to address
the functional requirements of the organization. We describe the following areas
for implementing Tivoli Endpoint Manager:

» Console operation:
— Creating operators
— Creating patch groups
— Creating Custom Sites
» Server patching
» Workstation patching:
— Cross-platform patching
— Patching third-party applications, such as Firefox and Adobe Acrobat
— Microsoft Windows
— Options
— Timescales
— Offline patching
— Reboots

7.2.2 Console operation

Tivoli Endpoint Manager provides a central Console for managing all endpoints.
From the Console, you can orchestrate changes and see the information that is
sent back from the Agents. The financial accounting company decided that a
small team of operators, which is the patching team, can use the Console to
select and deploy patches to the endpoints.

Creating operators

The financial accounting company uses operators that authenticate locally on the
Tivoli Endpoint Manager Server. We create two users for our two patch
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management processes for the Windows Server operating system,
XYZ_patch_windows and XYZ_server_approver.

In the Tivoli Endpoint Manager Console, we create these users by selecting
Tools — Create Operator. In the dialog box, we enter the User name, enter the
selected password, and click OK.

We specify the type of operator, We click the Details tab. For Master Operator,

we select No, as shown in Figure 7-4.

= 0

_ ve Changes Discard Changes | Reset Password x&emnve

Details |F\dm\n\stered Computers (0) I Issued Actions (0) I Assigned Roles (1) I Sites | Camputer Assignments I

Detws
Name xyz_patch_windows
User Type Local Console Operator
Master Operator m *—
Show Only Issued Actions m
Custom Content No =
Unmanaged Assets lm
Last Login Time Never

Figure 7-4 Type of operator
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We assign the site content to the users. After selecting the user, we click the
Sites tab and click Assign Site. The following site content must be assigned to
the two users with the corresponding permissions. The XYZ_patch_windows
operator is responsible for selecting patches for the Microsoft Windows operating
system. This operator owns the Custom Site that is created as a container for the
selected patches.

However, read-only access must be granted for the Change-Approval-Patch Site
to maintain a separation of duties. The xyz_server_approver operator needs
read access to all patch sites, because approvers can span all operating system
types. Table 7-5 on page 259 outlines the users, their permissions, and the
required site subscriptions for the financial accounting company.
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Table 7-5 Users and permissions

Operator Site subscriptions Permissions
xyz_patch_windows » Patches for Windows » Read Only
» Windows Server Patches » Owner

(Custom Site)
» Change-Approval-Patch (Custom | » Read Only

Site)
Xyz_server_approver » Patches for Windows » Read Only
» Patches for AIX » Read Only
» Patches for RHEL 5 » Read Only
» Change-Approval-Patch (Custom | » Read Only
Site)

Figure 7-5 shows the sites to which operator XYZ_patch_windows is subscribed.

=0

ave Changes Discard Changes ‘ Reset Password 3 Remove

Details I Administered Computers (00 | Issued Actians () | Assigned Rolss (1) ites | Computer Assignments I

Assign Sike | Remoye Site | CIATE | Writer Reader
Mame | Type I Creator 4 | Diomain | Explicit Permissi.. . I Effective Permissions I

BES Support External Mare Reader (Global)

Patches For Windows (English) External Reader Reader

®¥Z - Change Approval - Patch Custom qjeremia All Content Reader Reader

Y2 - Windows Server Patches Custom gjeremia All Content Owiner Cwaner

Figure 7-5 Site subscriptions for operator XYZ_patch_windows

Information: Tivoli Endpoint Manager can use the central directory of users,
which includes Microsoft Active Directory, and other generic Lightweight
Directory Access Protocol (LDAP) servers. This feature is new to Tivoli
Endpoint Manager Version 8.2. To use this directory option for user
authentication, use the Console and click LDAP Domains — Add LDAP
Domain.

Multiple security levels: You can further enhance security by using a single
sign-on (SSO) solution. For instance, you can use a unique radio frequency
identification (RFID) access badge, for example, to authenticate an operator in
addition to the LDAP directory of the organization.
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Creating roles

We assign these new operators to a role within Tivoli Endpoint Manager. Roles
can be used as an easy way to automatically assign sites to either stand-alone

Console operators or operators that authenticate against an organizational LDAP
directory.

Update: Roles are a new feature in Tivoli Endpoint Manager Version 8.2.

We create two new roles: one role for the Patch Admin (PatchAdmin) and one role
for the Patch Approver (PatchApprover). Figure 7-2 on page 253 shows these
roles. In the Console, we click Tools — Create Role. We are prompted to enter
the name of each role that we create. We enter the name for each role. We enter
a description of the role in the Description field and assign the appropriate users
to each role. Figure 7-6 displays the details of the PatchAdmin role.

=181 %]

£l O

Name: Master Operator | Unmanaged As... | Custom Content | Sites Computers Cperators

—TEHHfr AT 2t : + 1
Bakchadin i Shiw Mo Ves 2 i 3 |
Patchapprover No Show Mone: Mo 4 [1} 1 |

—

Relepatchidn 20
[Blzave Chenges Discard Changes: 36 Remove

Detals | Computer Assignments | Oparators | LDaP Groups | Sites |

Details
— h Name PatchAdmin

[The Patch Rdmin role is responsible for selecting patches from the external site. This |
content (patches in this case) will then be allocated for testing on the XYZ Financial

Description accounting servers before production.

Master Operatar No »

Custom Content Yes ¥

Unmanaged Assets ShowNone =

(2) Allcontent

@‘ BigFix Management

' Endpoint Protection

'1' Patch Management

{:‘} security Configuration

.o
8 2

Figure 7-6 Creating a role by using Tivoli Endpoint Manager
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Creating patch groups

Computer groups are containers of Tivoli Endpoint Manager Agents. They can
help simplify maintenance in large networks. We create groups for the financial
accounting company for several reasons:

» To create logical containers of target servers based on the classification of
risk for the organization. For example, we can target all Urgent class servers
for patching first before we patch the AdvisabTe group.

» To stagger the deployment of patches to many workstation endpoints, for
example, patching a group of employees that volunteered to be the first
systems to be patched.

» To help us to define which group of servers to use for testing and which group
of servers to use for production.

You can group computers in many ways, from simple manual selection to more
flexible automatic grouping. A simple grouping technique is to manually select
members of a group from the listing in the Computers List Panel, and add them
to a group that you define. Automatic groups can automatically place computers
into the group based on computer property values.

It is important to remember that the financial accounting company server
patching process targets the property of the endpoint. When a Baseline is
created, we target the property of the endpoint, commonly the operating system.
Therefore, we do not require many groups to split up how we target machines.
The financial accounting company uses groups to define the separate risk
classes for its different servers. A single major group is used for workstations to
help logically separate them. The financial accounting company uses these
groups:

» Servers: Production Urgent Class
Servers: Production Essential Class
Servers: Production Advisable Class
Servers: Test

Workstations

vyvyyy

We first create our server group and define this group as manual. We use the
Console and select Tools — Create New Manual Computer Group. Figure 7-7
on page 262 shows the new computer groups that we created.
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Figure 7-7 The groups are used to logically separate servers and workstations

Creating Custom Sites

Based on the financial accounting company patching process for server and
workstation endpoints, a patch administrator is responsible for selecting the
patches for testing. This selection is largely based on the risk that the patch
represents to the security of the endpoints. We previously subscribed the
operator XYZ_patch_admin to a Site known as Patches for Windows. This Site
contains all of the Fixlet messages to patch Microsoft Windows systems.
Because we test these patches before deployment, we must create several
Custom Sites to act as containers for the relevant Fixlet messages for the testers.
We then create another Custom Site for the XYZ_patch_approver to deploy within
the Baseline.

We do not need many Sites for this process; in fact, we do not have to use any
Sites at all. However, logically separating the patches after they are tested is a
helpful way to track operations. We use the Console. We click Tools — Create
Custom Site and enter the name of the site. We insert a description for this Site.
We also need to subscribe some machines to the content within this Site.
Because this Site is targeted for servers that run the Microsoft Windows
operating system, we define a computer property that specifies whether a
computer system is subscribed to this site.

We select the Computer Subscriptions tab and select Computers which
match the condition below —» OS — Contains — Win2. This action subscribes
all operating systems from Windows Server 2003 and Windows Server 2008. We
can customize our system property in more detail here if we want. Figure 7-8 on
page 263 shows this action.
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Figure 7-8 After creating the Custom Site
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Figure 7-9 Which computers are subscribed

Important: At this stage, when creating a Custom Site, all of the tools are
available to us for managing content within this Site. Baselines, Tasks, Fixlets,
Analysis, Groups, Actions, and more are all available, as shown in Figure 7-10
on page 264.
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Figure 7-10 Custom Fixlet Site

We also must set the operator permissions to enforce the separation of duties
between the patch administrator and the server approver. Figure 7-11 shows the
permissions for the XYZ_patch_windows operator that owns the Site. The

XYZ_patch_windows operator can modify the content, but the patch approver has
no permissions.
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Figure 7-11 Examining the operator permissions for the XYZ_patch_windows server patches Custom Site

We can see that the correct permissions are set by logging in to the Console as
the xyz_patch_approval operator. Figure 7-12 on page 265 shows the approval
Task for server patch approvers that work with the Custom Site.
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Figure 7-12 Correct console permissions for enforcing the separation of duties

Creating a custom approval Task

In “Choosing a design” on page 252, we describe the process that the financial
accounting company uses for patching its servers by using Tivoli Endpoint
Manager. The method involves a separation of duties between the patch
administrator, responsible for patch selection, and the server approver,
responsible for taking an action to approve the patch. This process incorporates
the current change ticketing system, allowing a full audit trail of activity for the
production server environment. We now examine the implementation.

In the first step, we create a custom Task for the approval process. The server
approver receives a patching ticket ID from the patch administrator. The approver
then takes an Action to approve this patch if the approver wants to deploy the
patch to the clients. We describe these procedures in more detail in 7.2.3,
“Windows server patching” on page 268.

This Task creates a registry key with a ticket ID value of “1” when the approver
takes an Action from this Task, selecting the ticket ID as a parameter. This Action
is important technically, because patching a Baseline evaluates the relevance by
this registry key for each Agent. If the Baseline receives a value of “1” from this
registry key, Relevance becomes true. This Agent already approved the Action
and now accepts this patch.

We click the All Content domain on the lower-left side of the Tivoli Endpoint
Manager Console. In the All Content content tree, we select Sites —» Custom
Sites —» XYZ - Change Approval - Patch — Fixlets and Tasks, which we
create in 7.2.3, “Windows server patching” on page 268. We choose Create New
Fixlet on the right-click menu in the Fixlets and Tasks field. We change the
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Fixlet name to ApprovePatchChange and describe the purpose of this Fixlet
(Figure 7-13).

Name: [ Approve Pacth Change
Description | actions | Relevance | Broperties |

—1o] x|
Crestsinsite:  |vvzZ - Change Approval - Patch 'l
Createin domain:  [All Content v‘
[ &l dlA|s ro|siE|s: ==|a, g
=
Description
| Change approvers can use this task to approve changes by Ticket ID on specific syystems ‘
Actions
| . chka deploy this action. }

Cancel
Figure 7-13 Create an approval Task
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Next, we click the Actions tab. We add an Action Script that creates a
“CHANGE_PATCH_TICKETNUM” registry key from the ticket ID as an Action
parameter and sets the value to “1”, as shown in Figure 7-14.

B create Fislet [ =] ]
Mame: ]Awmve Patch Change Createinsite:  |xyZ - Changs Approval - Patch 'I
- = Creats in domain:  |All Content vI
Description Actions | Relevancs | Propertiss |
Content ID | Seript Type | Default Action [ Custom Settings [ Custom Success Criteria | Add
Actionl BigFix Action Script i Delete

Move Ui

Action Properties
Action Name:  Actionl [ This action is the defauk action

Seripk Type:  [BlaFix Actlon Script =] I ncude action settings lacks Edi.,
Indude cust eri Editer:
Action Script: - e custom success criceria

1 action parameter query "TICKETNUM" with description "ipproved Change Ticket Number'™
2: if {length of {(parameter "TICEETNUN") as trimmed string

3 setting "CHANGE_PATCH_{ (parsmeter "TICKETNUHE") as trimsed string}"="1" on "{now}" for current site
4. endif]

Figure 7-14 Example for Action Script that creates a key with a ticket ID

We click the Relevance tab. We choose Computers which match all of the
relevance clauses below with 1. true and select OK to complete.

Creating a computer property

It is useful for operators to create an additional computer property that enables
them to acknowledge approved endpoints. On the Tivoli Endpoint Manager
Console, we define the endpoint information that must be displayed as a property
by the Relevance Action Script. When an approver operator takes an approval
Action, the deployed endpoints receive the registry key related to the ticket ID, as
mentioned in “Creating a custom approval Task” on page 265. Thus, the
Relevance must be written to find endpoints that have the value “1” in this registry
key. We look at the detailed procedure now.

We open the All Content domain on the lower-left side of the window. We click
the Computers field in the content tree. On the computer properties items above
the list of endpoints, we right-click and see Column Picker. Then, we use the
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Manage properties window, select Add New, and enter the Name and the
Relevance.

If you want to manage properties with directories, you can select the appropriate

directories with ::, such as XYZ: :Asset: :ApprovedPatches, which goes to
XYZ\Asset\ApprovedPatches.

We see an example of Relevance checking the registry keys on endpoints in

Figure 7-15. To submit, we click OK.

__,a Manage Properties

=l ' Al Properties (1,026) Mame 2 | Activated | Site: | Analy: Al Add New |
] By Categary ApprovedPatches Globally Master Operator Site
By Site arp.exe Globally Teste_sYZ_DISA_work.., Meas__i Delete |
ﬁ ¥ AT direckary Group Cwnership @ ... Globally ¥¥Z DISA Checklist For ... GEMOL
ﬁ By Analysis AT directory Ownership @ GEMOD, .. Globally ®YZ DISA Checklist For ... GEMOC Make Custom Copy |
AT directory permissions : GEMO... Globally ¥YZ DISA Checklist For ... GEMOC
AT Executes Pragrams in World ... Globally ¥¥Z DISA Checklist For ... GEMOL Export. . |
AT Executes Warld Writable Pro...  Globally ¥¥Z DISA Checklist For ... GEMOL
AT programs umask : GENO03440  Globally ¥YZ DISA Checklist For ... GEMOC
Ak Ukility Accessibility @ GEMO03280 Globally X¥YZ DISA Checklist For ... GEMOC
at.allow Group Cwnership @ GEN...  Globally ¥¥Z DISA Checklist For ... GEMOL
at.allow Ownership : GENOD3460a  Globally ¥¥Z DISA Checklist For ... GEMOL
at.allow Permissions : GENO033,.,  Globally ¥YZ DISA Checklist For ... GEMOC
at.deny Group Ownership @ GEN... Globally X¥YZ DISA Checklist for ... GEMOLC
at.deny Ownership @ GENOD3450a  Globally ¥¥Z DISA Checklist For ... GEMOL
ak.deny Permissions : GENO033,.,  Globally ¥YZ DISA Checklist For ... GEMOC
ak.exe Globally Teste_x¥Z_DISA_Work,., Meas_ ™
« | _>l_I
Name: WYZiAsset: ApprovedPatches Category... |
Relevance; {it) of (following text of first "CHANGE PATCH " of it) of (nawmes of settings whose (nawe of it ;I
starts with "CHANGE FATCH" and exists wvalues whose (ic="1") of it) of sites "Customdive XYI -
Zd Change Approval -2d Patch')
E
Evaluate =~

=1B1]

[o]4 I Cancel

Figure 7-15 Relevance for computer property

7.2.3 Windows server patching

268

In this section, we look at how to implement server and workstation patching with

Tivoli Endpoint Manager. We investigate how to use custom patching sites,

patching operators, approval Fixlets, and how to patch server and workstation
groups that we created in preparation for patching. In this approach, a selector
operator provides information about the available patches for a particular ticket,

and an approver operator approves that ticket. After the approval step, the

selector operator first creates a Baseline, which consists of individual patches,

and then uses an Action to deploy the Baseline.
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Constraints

In the constraints, you can configure the Baseline to be deployed according to
the change control guidelines for your Windows Server machines. Configuring
specific controls allows the operator to ensure that any disruption to production is
minimized. For example, specific days and conditions for the deployment, such
as midnights and weekends, can be set to trigger the deployment of a patch.

Behavior

Baselines can be set for a number of retries if, for whatever reason, the Baseline
does not successfully deploy. Due to the constantly changing operating system
environments, it can be useful to reapply Baselines if the content becomes
relevant again at any stage. Reapplying Actions ensures that patches
automatically maintain their status, helping the organization to maintain its
secure server posture.

Use the Users tab in the Console to define whether a user is required to be
present and whether we show the user that the Action is occurring. You can also
refine this behavior further by requesting that Actions are taken only when a
specific user logs on. The financial accounting company wants to provide an
option to the systems operators at each monthly Baseline for low severity
patches. Use the Messages tab to inform the users of the Action taking place and
to provide them with additional options for deployment.

By using the newly created Baseline within the Custom Site, the operators can
now deploy this action group to Windows Server machines by selecting the
Baseline and clicking Click here to deploy this action group. The operator is
presented with a selection of relevant computers to which to deploy the Baseline,
and the preset profile created earlier can be used to deploy.

Reboots during patching

For patches that require a reboot, the Agent contains a software component
known as the action manager to cache all activity that must be continued during
a patch. It is important to remember that if the system operators can decide when
to reboot their servers, the patch that is being applied might not reply to the Tivoli
Endpoint Manager Server as patched until the endpoint is rebooted. For this
reason, the financial accounting company decided to force a reboot of all servers
immediately after patching during the night. Figure 7-16 on page 270 depicts
how the Post-Action tab needs to be configured for this forced reboot to happen.
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Figure 7-16 Reboot servers immediately during the night

Procedure
We now look at the steps that we need to configure for the server patching:

1. We log on to the Tivoli Endpoint Manager Console as the selector operator.
We create a patching ticket with an ID and inform the approver operator. This
procedure is not performed by using Tivoli Endpoint Manager.

2. Next, we clone the deployed patch Fixlets to the Custom Site XYZ - Windows
Server Patches. We open the Patch Management domain on the lower-left
side of the Tivoli Endpoint Manager Console. We navigate to Fixlets and
Tasks and click OS Vendors — Microsoft Windows in the content tree. We
choose all appropriate Fixlets and select Create Custom Copy on the
right-click menu.

3. In the Copy Content dialog, the Custom Site is listed in the Create in site list
box, as shown in Figure 7-17 on page 271. We select XYZ - Windows Server
Patches and select OK.
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Figure 7-17 Clone patch Fixlet to Custom Site

To complete the cloning, we open the All Content domain. We click Custom
Sites — Fixlets and Tasks —» XYZ - Windows Server Patches. We build a
Baseline that consists of patches cloned in step 2 and insert the ticket ID in
the Relevance as “Required Approval”.
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5. We choose Create New Baseline on the right-click menu with the
appropriate Fixlets in the Fixlet and Tasks field. We select XYZ - Windows
Server Patches for the Create in site list box. We provide a Name, for
example, August 2011 Windows Server Patches, and a Description. We
navigate to the Relevance tab and choose Computers which match the
condition below with XYZ::Asset::ApprovedPatches equals 1111
(ticket ID number), as shown in Figure 7-18. We click OK to complete this
step.

Mame: | August 2011 windows Server Patches Create in site: IXYZ - windows Server Patches j

— - Create in domain: IAII Content j
Drescription I Cormponents Relevance | Propetties I

This baseline will be relevant on the Following computers:
Al computers

¢ Computers which match the condition below

' Computers which makch all of the relevance clauses below

RYZ::hsset:: ApprovedPatches j quuals j I 1111] J ﬂ

|

Figure 7-18 Insert ticket ID Relevance into Baseline

6. We log on to the Tivoli Endpoint Manager Console as the approver operator.
This approver operator received a patching ticket ID in the change ticket
system. The approver operator can now approve one or more appropriate
computer groups for this ticket.

7. We deploy an Action for the Approve Patch Change Task to identify the
approved change ticket number. We navigate to the All Content domain and
open Custom Sites — Fixlets and Tasks — XYZ - Change Approval -
Patch.
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8. We click Take Action for the Approve Patch Change Task, and we set the
ticket ID as an Action Parameter, as shown in Figure 7-19.

Action Parameter

approved Change Ticket Mumber

1111

Figure 7-19 An Action Parameter for the approval Task

9. We choose our target computer or groups (Essential Class Windows 2003
servers in our example) and select OK, as shown in Figure 7-20.

=] 4

Mame: | bpprove Patch Change (August 2011, Essential WinZ003 Servers  Create in domain: IAII Content

Preset: IDeFauIt

Target:

" Specific computers selected in the lisk below

=l
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Eli‘ Essential Class Windows 2003 servers (2}

This action will be targeted at all computers with the retrieved
property values selecked on the left, There are currently 2
computers with the selected property values,

Ay computers that change to match the selected property
walues while the action is open will be targeted as well,

This action will end 8/18/2011 2:39:27 PM, client local time. See
the Execution tab for more details,

oK I Cancel |
4
Figure 7-20 Take an approval Action to target computers
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10.We log on to the Tivoli Endpoint Manager Console as the selector operator.
We take an Action of the Baseline to deploy the patches that target A//
computers evaluated as relevant by the Action Script.

11.We open the All Content domain and select the Baselines field of the XYZ -
Windows Server Patches in the Custom Sites content tree. We click Take
Action for the August 2011 Windows Server Patches Baseline. This action
presents the Take Multiple Actions dialog shown in Figure 7-21. We select All
Computers with the property values selected in the tree below. The
Relevance Action Script inserted in the Baseline now selects the appropriate
deployment targets, as shown in Figure 7-21.

ake Multiple Actions 10 x|
Mame: I Augusk 2011 Windows Server Patches Create in domain: IAII Content j
Preset: I[custom] Default j [ shaw only personal presets Save Preset. .. | [Delete Preset, .. I

Target |Executi0n | Users I Messages | Offer | Post-Action I Pre-Execution Action Script | Post-Execution Action Script | Applicability

Target:
' specific computers selecked in the lisk below
% all computers with the property values selected in the tree below
" The computers specified in the list of names below fone per line)

This action will be targeted at all computers wikh the retrieved
property values selected on the left. There are currently &
computers with the selected property values,

Any computers that change to match the selected properky
values while the action is open will be targeted as well.

This action will end 8/18/2011 3:03:51 PM, client local time, See
the Execution tab For more details.

oK I Cancel

Figure 7-21 Select target computers

4

12.We choose an appropriate Preset for server patching (we create and choose
a preset) or navigate through the other tabs to define options for this Action.
We click OK to begin the deployment.
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7.2.4 Workstation patching

In “Choosing a design” on page 252, we explained the patching process. For the
first stage of this project, the financial accounting company wants to gain visibility
and control of its endpoints that run Microsoft Windows. The Microsoft Windows
operating system is the most prevalent operating system that is deployed among
the employees. However, the organization supports a heterogeneous endpoint
environment that includes systems that run the Apple OSX operating system,
Ubuntu, Red Hat, and Centos Linux. The workstation patching process is
implemented on a monthly cycle. The responsibility for the workstation patching
belongs to the patch administrator. Patch approval for informational patches and
feature enhancements remains with the user for a limited time to give employees
some autonomy. For this phase of the project, the financial accounting company
focuses on patching the Windows operating system and some of the third-party
applications.

Operating system patching

Tivoli Endpoint Manager displays vendor-released patch content that is
combined with an Action script in Fixlet messages. All of this information is
displayed in the Console in the appropriate Site. The workstation patching
process defined that the operator XYZ_Patch_windows selects the content from
the external Patches for Windows Site and creates a Baseline within a new
Custom Site labeled XYZ - Windows Workstation Patch.

Figure 7-22 on page 276 displays the content within the Patches for Windows
Site. Each Fixlet message shown in the Fixlets and Tasks window has a
corresponding lower window that displays a description of the actions to be taken
and often links to vendor release information. The intention is to inform the
operator as much as possible, enabling the operator to make informed
deployment decisions.
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/51| Patches for Mac 05 %
/50| Patches for RedHat Enterprise Linux

(51| Patches for RHEL 3 (Superseded)

(51| Patches for RHEL 4 (Superseded)

(5] Patches for Solaris Maintenance
#/53| Patches for SUSE Linux Enterprise
/5] Patches for SUSE Linux Enterprise (Superseded)
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Fixlets and Tasks (1,286) Q.._

Computer Groups (0)

Back 817210 - || shaw Hdden Content ) shor Non-elevank Content | ¢ ¥Refresh Cunsﬂ

e

Hame

[Ssrch Fixlets and Tasks 4
[ se= | Applicable Com... | Open Actien Ce... | Categon 7

HIS10-001: Vulnerabilty i Fhe Embedded OpenType Fant Engine Couid Alaw Remote Code Ex... Law Patches 3] 0 Security Hotfix
MS10-001: Vulnersbilty in the Embeddsd OpenType Fork Engine Could Alow Remtote Code Ex... Low Patches e il Security Hotfix
M510-001 Vulnerabilty in the Embedded OpenType Font Engine Could Alow Remote Cade Ex... Low Patches for e il Security Hotfix
M510-001 Vulnerabilty n the Embedded OpenType Fort Engine Could Alow Remote Cade Ex... Low Patches for 124 il Security Hotfix
M510-001: Vulnerabilty in the Embedded OpenType Font Engine Could Alow Remote Cade Ex... Low Patches for 124 il Security Hotfix
M510-042: Vulnerabiity in Help and Support Center Could Allow Remote Cod ExecLtion - Win... Low Potches for 12t il Security Hotfix
1511-037: Yulnerabilty in MHTML Could Allow Information Disclosure - Windows Server 2003 5., Low Patches for 12t il Security Hotfix
Yulnerabilty in MHTML Could Allow Information Disclosure - Windows Server 2006 .., Low Patches for 2f24 il Security Hotfix
in MHTML ould Allow Informatian Disclosure - Windaws Server 2008 .., Low Patches for 12t [ Security Hotfix
ey in MHTML Couid Allow Information Disclosure - Wind Low Patches 3024 o Security Hotfix
MIS11-044: Vulnerabiity in NET Framework Could Allon Remote Code Execution - Microscft ... Nene[2] Ptches 2)24 0 Security Hotfix
MS11-044: Vulnerabiity In MET Framevork Could Allow Remot Code Executian - Microseft ... Nane[2] Patches 1)24 0 Security Hotfix
MS05-003: Yulnerabilty in the Indesing Service Could Allow Remote Code Exetution - Window... None atches for 2j24 il Security Hotfix
MS03-015: Blended Threat Wulnerabilty in SearchPath Could Alow Elevation of Priviege - Wind... None Patches for 2f24 il Security Hotfix
1510-022: Vulnerabiity In VBSCrpE Sripting Engine Could Allow Remote Code Execution - VES.... None Patches for 124 il Security Hotfix
1510-022: Vulnerabiity in VBSCrpt Serpting Engine Could Allow Remote Code Execution - VBS... None Potches for 12t il Security Hotfix
1510-035: Cumulative Securty Update for Internet Explorer - IE 5,01 5P+ - Windows 2000 P4 None: Patches for zjz4 il Security Hotfix
M510-016: Yulnerabilty in Windows Movie Maker Could Allsw Remots Cods Execution - Movis ., Trportant Patches for et il Security Hotfix
MIS175 eier Terminal o ffer vl i dmer b i s T Cllnanecids  Batche EAEN a Servit Hotfie

Descritian | Details | Applcable Computers 2) | Action History (0) |

Description

computer has been restarted.

infarmation.

Note: This security update is alsa referenced under KB2518863

File Size: 6,02 MB

Note: Microsoft has announced that this update may be included in a future service pack or update rollup.

Microsaft has released a security update that resclves a publicly disclosed vulnerability in Microsoft NET Framewark, The vulnerability could allow
remote code execution on a dient system if a user views a specially crafted Web page using a Web browser that can run XAML Br
(¥BAPS). Users whose actounts are configured to have fewer user rights on the system could be less impacted than users who operats with
administrative user rights. The vulnerability could also allow remote code execution on a server system running 115, if that server allows processing
ASP.NET pages and an attacker succeeds in uploading a specially crafted ASP.NET page to that server and then executes the page, as could be the
case in a Web hosting scenario. This vulnerability could also be used by Windows NET applications to bypass Code Access Security (CAs) restrictions

after downloading and installing this update, affected computers will no longer be susceptible to this vulnerability.

Note: Affected computers may report back as 'Pending Restart’ once the update has run successfully, but will not report back their final status until the

Important Note: Thers are known issues associated with the installation of this update. See the Known Issues section of the security bulletin for mare

owser Applications

Actions

® Click here to initiate the deployment process.

® Click here ta view Microsoft Security Bulletin MS11-044,

() Al content

@ sigFx Management

W tndpoint Protection

A, PatchManagement

1} security configuration

Systems Lifecycle

Figure 7-22
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Windows patch content within the Patches for Windows site
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A Baseline is created each month to deploy the patches. To create a Baseline,
the financial accounting company operators need to highlight the patches that
they want to insert. Then, they right-click an individual patch and select Add to
new Baseline. Then, the operator can insert a description for the new Baseline.
It is important to create this Baseline in the correct Site and content domain. The
Create in site selection list must be set to XYZ - Patches for Windows
Workstations so that the Baseline can be deployed from that site. Figure 7-23
shows this initial window.

B Create Baseline 1S[=] B3 Ii
Mame: [ Windows Workstation - August - 2011 —E Createinsite:  [vz - Patches for Windows wrkst |
e |C0mp0nents I T — I —— I _‘ Create in domain: IPatch Management j
| HITE & e 2o === = = (A #E
=
Description

‘ Windows workstation patches for X-Y-Z Financial Accounting. ‘

Actions

‘ ° Clicko deploy this action group. ‘

[8]4 I Cancel

Figure 7-23 Initial Baseline creation window
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The Components tab displays the groups of Fixlet messages that are included in
the Baseline to be deployed to the targets. Additional Fixlets always can be
added to the same Baseline at a later stage, if needed. On this window, the
operator can select the default Actions for each Fixlet. It is important that Use
custom action settings for this baseline is selected, as depicted in

Figure 7-24. When finished, click OK.

é{ﬂ All Patch Management
4 Fixlets and Tasks (8,292)

e
Patches for Windows (English)

[_ O]

‘ MS09-051: Vulnerabilkies in Windows Media Runtime Could Allow Remote Code Execution - Wi...  Critical

B Create Baseline

B Baselnes (3)
&) Analyses (8) Hame:  [Windows Workstation - August - 2011 Create in site: ,m
@ Actions (51)
] Dashboards Description  Componerts | refavance | Properties |
£ izards =l
£ Custom Cantert:
£ Custom Filers Component Group 1 [2dit name]
{23 Computers (165)
f Computer Groups (32) »  MSO06-078: Yulnerability in Windows Media Format Could Allow Remote Code
? Sites (25) Execution - Wihdows Media Player 6.4 (re-released 7/10/2007) Action (Default = [x]
EHEL External Sites (24) lgo to source]
H-a BES Support MSO07-009: Vulnerability in Microsoft Data Access Components Could Allow o~
#-7u| BES Support QA Remote Code Execution - MDAC 2.53 - Windows 2000 SP4 Action1 (Detault) - ' —
o150 Linuxt RPM Patching o to source Z
/50 Patches For ADC o - N - N
L 15 Patches For ATX Test MS508-022: Vulnerabll[ty in VE]Scrlpt and JScript Scripting Engines Could Allow L
= Remote Code Execution - Windows Server 2003 SP1/SP2Z (vZ, re-r ~
¢-1= | Patches For ESx 812/2008) |A:\mm (Default j ||
7153 Patches For HP-UK o 1o source
/53 Patches For Mac 05 %
¥ | Patches For RedHat Enterprise Lin MS08-028: Vulnerability in Microsoft Jet Database Engine Could Allow Remote - on
¢/ Patches for RHEL 3 Ceode Execution - Windews XP (x64) Action] (Defaulty = . al
L5 Patches for RHEL 3 (Superseded) [go o source] "
il Patches for RHEL 4 MS09-063: Yulnerability in Web Services on Devices APl Could Allow Remote - bili
fal Pakches far RHEL 4 (Superseded) Code Execution - Windows Server 2008 Gold/SP2 Actiont (Defauly = ' |
50| Patches for RHEL'S 40 to source <, i
715 Patches for SLE1D
}," Patches for SLE1L » 9B80408: Update for Windows 7 Actiont (Defaufy =
#H-5 Patches For Solaris 010 sOUrCe
/52 Patches For Solaris Maintenance ||
£/ | Patches For SUSE Linux Enterprise [add companents to group]
/5 Pakches For SUSE Linux Enterprise —
/53 Patches For Windows (Enalish)
5% Fixlets and Tasks (1,286)
B Baselnes (0) [add new component group]
;_g gziszi:r(é)mws o ¥ Use custorn action settings for this baseline. [sef action settings —1
3 actions (5)
[ Subscribed Computers (24)
£ Dashboards
&5 Wizards
#-15 | Patches for windows (German) =
() M content Findy,. )| | Snedl Compenents. | P ——
@E BigFix Management Canicel y
4

‘ Endpoint Protection

Figure 7-24 Baseline Action settings
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Constraints

The Baseline can be set to deploy either according to change control windows or
at a convenient time for the users. Selecting an Ends On date and time allows an
operator to set a patch deployment. This option ensures that the patch
deployment either finishes or returns false, before the employees return to work
to perform their daily business functions. Therefore, the patch deployment does
not affect their workload. Specific days and conditions can also be set to trigger
the deployment of a patch. Select Starts On — 5pm Friday and Ends On —
9am Monday to run only on Fri, Sun, Mon.
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Behavior

Baselines can be set for a number of retries if, for whatever reason, the Baseline
does not successfully deploy. Retries are important due to the constantly
changing operating system environments. This capability can be useful to
reapply Baselines if the content becomes relevant at any stage. For instance, a
user manually installs software that requires a component of a previous Windows
version or patch level. Conflicts can occur and the system might become
vulnerable again after the third-party software redeploys an outdated component.
Reapplying Actions can ensure that patches automatically maintain their status,
which means that the organization can maintain its secure workstation posture.
To achieve this task, check Reapply this action — while relevant, waiting 30
minutes between reapplications. Also, choose to stagger the action start time
over 5-minute intervals to reduce the load on the financial accounting company
network. All those Action settings are depicted in Figure 7-25.

8 Action Settings !E[ E

Mame: | Baseling Action Group

Preset; IxVZ windows Workstations j I'[ shaw only personal presets | Gave Preset, . I Delete Preset, .. |

Execution |Users I Messages I Offer I Post-Action I

[~ Constrainks
[¥ Starts on | shmizonr x| &t | sonoopm =5 [dient local time |

I¥ Ends an | sjzzizoir x| &t | monooam =5 client local time

[ Run between I 1:00:00 AM j and I 2:59:00 AM j client: local time

¥ Run only on I Sun Mon | Tue | ‘wed | Thu I Fti I Sat client local time:

™ Run only when I(( TMarcus LI Imatches LI I

- Behavior

" on Failure, retry |3 3: times
& it |1 haur vl between attempts

€ i ait unitil computer has rebooted
V¥ Reapply this action

(" I N I T E R e

" whenever it becomes relevant again

& while relevant, waiting ISD minukes vl between reapplications b
I Limit to |3 3: reapplications
[ start client dowrlaads before constraints are satisfied

[V Stagger action start times over I 5 minukes ko reduce network load h

[V Run all member actions of action group regardiess of errors

WwWPRW W P

[8]4 | Cancel

Figure 7-25 Baseline Action Settings
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With the Users tab, you can define whether a user is required to be present and
whether you show the user the Action that is taking place. You can also refine this
information further by requesting that actions take place only when a specific
user logs on. The financial accounting company wants to provide options to the
users at each monthly Baseline, which is typically for low severity patches.

With the Messages tab, shown in Figure 7-26, you can inform the users of the
Action that is taking place and give them options for deployment. It might not
always be convenient to patch a system at the current time.

8 Action Settings !E[ E

Mame: I Baseline Action Group

Preset; I[custom] WYE Windows Workstations j ™ show only personal presets | Save Preset... I Delete Preset, ., |

Execution I Users Messages |OFFer I Post-Action I

Title: I ¥-¥-Z Financial Accounting Patching

Description: [ wctem is required to keep it safe and secure, please action this now or allow for a convent time For this ko t

¥ Ask user to save work
I Allow user ko view action script

™ allow user to cancel action group

WPIRPRWPE P WPWw

Set deadline: & |7 days «|  From time ackion group is relevant

O | apiorzoi1 =l &t fimisisaam =S| dient lacal e
at deadine: ¢ Run action group automatically

* Keep message kopmost until user accepts action group
[ Show confirmation message before running action group: 8

[V Display message while running action group: 8

Title: I ¥-¥-Z Financial Accounting Patching 8

Description: | vour system is currently being patched, 8

‘fou have specified on the "Users" tab that this action should run independently of user presence. IF no user is present, the
message will not be displayed.
! il ot b displayed

[8]4 I Cancel |

Figure 7-26 Defining the control that a user has in the patch deployment

Users can also be offered additional Actions for software updates, which is
achieved by using the Offer tab (Figure 7-27 on page 281).
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8 Action Settings !E[ E

Mame: I Baseline Action Group

Preset; I[custom] WYE Windows Workstations j ™ show only personal presets | Save Preset... I Delete Preset, ., |

Execution I Users I Messages Offer | post-action I
An action that is made into an 'Offer’ becomes available in the list of offers in the client UI on applicable machines, Users can browse
through the list of available offers and apply those that they are interested in. Offers will only be visible to users selected on the
‘Users' tab and on machines where the client Offer UL is enabled.

[V Make this action group an offer

[V Motify users of offer availability

Title: I ¥-Y-Z Financial Accounting Patching

Categary: I Recommended update,

(" 2 A P

| HIEH&a]s 20
X-¥-Z Financial Accounting Patching

Fecommended update.

1= a—
= =
FE

| &

78

Description

This reccommended update performs ¥ and achieves Y. This is the benefit to you... ‘

[8]4 I Cancel |

Figure 7-27 Allowing options for users when deploying patches

Using the newly created Baseline within the Custom Site, operators can now
deploy this patch to workstation machines within the organization. This task is
completed by selecting the Baseline and clicking Click here to deploy this
action group.

Patching third-party applications

The financial accounting company wants to include its Mozilla Firefox browser,
Adobe Acrobat Reader, and the Java Runtime Environment in its patching
process with Tivoli Endpoint Manager. These products are updated frequently.
Also, these products are required to perform critical business functions every day.
The third-party application patching at this stage exists for Windows operating
systems, because the financial accounting company wanted to roll out patch
control for this operating system in the first phase.

Patching these applications can be performed in the same way that patches are
applied to operating systems. If you navigate to the Console, you can see the
content for the third-party applications by selecting Patch Domain —
Application Vendors — Adobe or Oracle or Mozilla.
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Baselines can be used to deploy updates to groups of machines. Deployment
presets can also be used as a quick way to configure the Action deployment.
Figure 7-28 displays the patching domain with the list of supported third-party
application vendors that contain Fixlet content.

#) Tivoli Endpoint Manager Console =] x]
Refresh Console
[E=arch orade £l 8
1] Pat.ch Management Damain jame Source Severity | Site | Applicable Com... | Open Action Co... | Categor | Download pze | Source
£ Application Yerdors lava Runtime Environment & update 25 Avalabls (x64)... <Unspecified=  Updates for Windows Applicati... 00 0 Update 16,09 MB Sun
Regent Content (65) lava Runtitne Enviranment & update 25 Avalable (RE .. <Unspecfisd>  Updates For Windows Applicati... 00 1 Update 16.05MB Sun
lava Runtime Environment & update 25 Avallable (IRE ... <Unspecified>  Updates for Windows Applicati,.. 0 /0 0 Update 15,77 MB Sun
Configuration (7) lava Runtitne Enviranment & update 25 Avalable (ORE .. <Unspecfisd>  Updates For Windows Applicati... 00 i Update 16,09 ME Sun
Adabe Systems (123) lava Runtime Environment & update 25 Avallable (IRE ... <Unspecified>  Updates for Windows Applicati,.. 0 /0 0 Update 15,77 MB Sun
Security Updates (47) lava Runtiine Enviranment & update 25 Avalable (ORE ... <Unspecfisd>  Updakes For Windows Applica 1 Update 16.05MB Sun
Lndates (€7 lava Runtime Environment & update #5 Avallable (IRE ... <Unspecified>  Updates for Windows Applicat 0 Update 15,77 MB Sun
pdates (67) lava Runtime Envirorment 6 update 25 Available - €., <Unspecfied»  Updakes For Windows Applica 0 Update 1577 M8 Sun
Apple (19) l5va Runtime Environment 6 update 25 (32-bit) Avai <Unspecified> Updates for Windows Applical [i} Updsts 15,77 MB Sun
34 Microsoft (0) lava Runtime Environment & update 25 (32-bit) Avai <Unspecified>  Updates For Windows Applicati... 0 Update 15,77 MB Sun
[ Mozila Corporation (32)
[ Nulsoft (4)
[ Ovacle (10)
{4 Reeal Metworks (3) 4 o
Skype Limited (3)
sun Micsyszens (0 |Fit: Jva Runtine Envionment & updste 25 Avalisbie (+64) - CORRUFT PATCH (supersecad) =
WinZip Inksrmational LLC (6) {7 Take dction = | it | Copy | Euport | Hide Locally Hide Globally | 3¢7eriove ‘

5 AT Patch Maragement

Description |Details | Applicable Computers (0) | Action History (0} |

Description
Note: This patch has been superseded by Java Runtime Environment 6 update 26 Available (x64) - CORRUPT PATCH.

The listed computers have faulty installations of the |atest Java Runtime Environment. BigFix recommends reinstalling this update to ensure
the safety of affected computers. For mere information about corrupt patches, see BigFix KB £166.

5un has released a new version of the Java SE Runtime Environment (JRE). Use the action below to update Java to version 6, update 25.

Note: This Fixlet applies only to computers that have JRE & installed exclusively. To update computers from JRE 5 to JRE 6, please use Fixlet
message 7056005, To update computers with both JRE 5 & 6 installed, please use Fixlet message 7056006,

Note: Affected computers may report back as 'Pending Restart’ once the patch has run successfully, but will not report back their final status
until the computer has been restarted.

Important Note: The Java Runtime Environment update does not remove versions of JRE older than JRE & update 25. Multiple versions of JRE
may be present on affected computers after applying the action below. Fixlet message “Multiple JRE Versions Installed” (ID 7057001) can be
used to uninstall older versions of the Java Runtime Environment.

Important Note: Follow the link for the 'Java SE Runtime Environment (JRE) 6 update 25' download on this page. The file "jre-6u25-windows-
x64.exe” must be downloaded, renamed "fe7248273ff57960fc151bfe6d8 14bc8a297063b", and placed in the BES Server download cache for
this action to complete successfully. For more information about manually caching file downloads on the BES Server, please see the following
BigFix Support Knowledge Base article.

() allcontent

@ BigFix Management

Note: Choosing the "Upgrade to the |atest JRE regardless of whether or not Internet Explorer, Firefox, or Java is currently
running action” will dose any running instance of Internet Explorer, Firefox, or Java on the client machines. Please schedule the update to —
occur at 3 time when 3 service interruption is acceptable.

' Endpoint Protection

File Size: 16.09 MB

‘1. Patch Management

CVE: N/A

-{:} Security Configuration

‘Aminns

o »
g2 =

Figure 7-28 Third-party application patching in the console

Patching from outside the firewall

Tivoli Endpoint Manager is able to patch all endpoints that remain outside of the
corporate firewall temporarily or consistently. In “Network and security zones” on
page 137, we describe the network topology and detailed aspects about how this
solution works. By using the Tivoli Endpoint Manager platform with a single
intelligent Agent at the endpoint, patching can be executed on endpoints that are
connected to a network anywhere in the world. Placing a Relay in the financial
accounting company DMZ is the method used for the Tivoli Endpoint Manager
Server to receive communications from Agents that reside on remote endpoints.
Patching and general endpoint control can also be performed by using small
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bandwidths because of the light communications between the Agent and the
Tivoli Endpoint Manager Server.

When endpoints are offline, they can be switched on or messages can be cached
at their nearest Relay so that when the endpoints reconnect to the network, the
patching automatically begins.

Reboots during patching

For patches that sometimes require a reboot, the Agent contains a software
component known as the action manager to cache all activity that must continue
during a patch. It is important to remember that if the users can choose when to
reboot their system, the patch that is being applied might not reply to the Tivoli
Endpoint Manager Server as “patched” until the endpoint is rebooted. The
financial accounting company might decide to force a reboot of the endpoints if
the endpoints are on for more than a week.

7.2.5 Implementation conclusion

During the implementation of the financial accounting company Tivoli Endpoint
Manager patch management solution, we incorporated a new process for
patching. The new process uses the current change ticket system of the
organization and the separation of duties by using a new approval process. We
also described how the financial accounting company can use the Tivoli Endpoint
Manager platform and patching content to patch workstations and servers,
solving the business and functional requirements.

7.3 Maintenance

The intention of this section is to document the considerations of the financial
accounting company about maintaining a Tivoli Endpoint Manager patch
management solution. We describe the following features of Tivoli Endpoint
Manager:

Using Baseline updates
Precaching

Handling corrupt patches
Minimize endpoint reboots
Locking endpoints

Patching overview dashboard

vVvyvyvyYYyy

It is important to remember the business requirements of the patch management
solution for the financial accounting company. Tivoli Endpoint Manager provides
a central view of all the endpoints by using a single console, single server
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solution, that is accessible by the individual operating countries. This centralized
tool works even with the hierarchical nature of the IT department. Tivoli Endpoint
Manager aims to automate many of the tasks involved with managing the large
number of endpoints. This automation ultimately reduces the load on the
department. Therefore, resources can be allocated to serve the business more
efficiently.

7.3.1 Baseline updates

A Baseline is used as the deployment container for Fixlet Messages for each
monthly patch cycle. The financial accounting company corporate patching
process defines that the patch administrator operator clones patches from the
external content site into the Custom Site before approval by the system
administrator. The content that is provided by Tivoli Endpoint Manager in the
form of Fixlet Messages contains an Action script designed for deployment that
uses the Tivoli Endpoint Manager platform. The vendor-released patches
packaged up into Fixlet Messages can undergo changes to modify the way that
they are deployed to systems. These changes are to the Relevance language
that is used for deployment. As a maintenance task for the financial accounting
company, the Baselines created for the monthly patch cycle need synchronizing
to ensure that any constantly enforced patches are updated on the endpoint.

To synchronize a Baseline, locate it in the Baselines tab within the Console and
follow these steps:

1. Highlight the Baseline, right-click, and click Edit.

2. In the Edit Baseline dialog, go to the Components tab.

3. Baseline components whose source is modified display a Source differs
message.

4. Click the [sync with source] link to synchronize the Baseline component with
its modified source.

Figure 7-29 on page 285 displays the contents of a Baseline and the option to
visit the source of the Fixlet message. In this case, there are no modifications to
the source Fixlet, so we are offered the option to see the Fixlet source only.
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Figure 7-29 Baseline contents with up-to-date source Fixlets

Tip: To pick up the new Relevance, ensure that you deploy a new Action for
the Baseline.

Baselines are also a good way of rolling up large numbers of updates into what is
known as a Gold image for new workstations and server endpoints that join the
network. This update normally occurs one time each year with new service
packs, patches, and application patches and updates. The applicability of
Baselines can be controlled by targeting a client setting. A Task must always be
included within the Gold Baseline to change the client setting after deployment.
This tip is important, because this step ensures that an entire Baseline does not
become applicable on the system again, or the entire Action, large by its nature,
might be propagated again.

Tip: Microsoft maintains historical information about all patches at the

following address:

http://www.microsoft.com/technet/security/bulletin/summary.mspx
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We list a few other Baseline-related maintenance tasks:

» If reusing a Baseline, ensure that it is synchronized unless specific testing
was performed on an exact patch.

» Ensure that the order of installation is correct.

» Check the Relevance. Ensure that the patch is still relevant to the Baseline.
Patches are also sometimes removed by vendors.

7.3.2 Precaching

The Tivoli Endpoint Manager Server and Relays can cache content within the file
space allocated to the Server or Relay. This caching is useful when discussing
patching because certain updates can contain large files to transfer over the
network. Transferring large files is a particular concern of the financial accounting
company. Caching content on Relays allows for the downloading of large files for
future use, typically completed during times of low network load, which is an
efficient way of downloading content.

7.3.3 Corrupted patches

In certain situations, a Windows computer that is already patched can have at
least one file deprecated to a previous version, which means that the computer
can be vulnerable even after patching. A corrupt patch situation can happen
when a system is interrupted during patching (switched off, process ended
unexpectedly, or a “blue screen”). The patch updated the registry but failed to
update the files, or the patched file reverted or was tampered with after a patch
deployment.

The financial accounting company patch team is aware of the corrupted patch
issue. Before the team adopted Tivoli Endpoint Manager for Patch Management,
they were unable to identify corrupt patches. By relying on traditional Windows
automatic updates, it is impossible to detect corrupt patches in a large
operational environment. This situation is an issue for the financial accounting
company IT security team, because it gave a false impression of being safe from
known exploits after all the critical patches were applied. In fact, a computer
might still be vulnerable to attack, because the files in the system still contain
those vulnerabilities, leaving the system vulnerable when those files are
executed and loaded into the memory. The IT team did not have an effective way
to detect any intended or unintended corruption after the computer was patched.

IBM releases new patch Fixlet Messages and the corresponding corrupt patch
Fixlet (if there is a corrupt patch for it, shown in Figure 7-30 on page 287). So,
operators can fix the corrupt patch computers immediately after patch

286 Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



deployment. When the financial accounting company patch team deployed a
patch that has a corrupt patch Fixlet associated with it, they monitor and fix the
corrupted patch on an ongoing basis. The corrupt patch Fixlet is deployed to
remediate the corrupted patch when the corrupted patch is detected.

The deployment of corrupted patch is separate from the general patch
deployment process. For one reason, the corrupted patch is expected to happen
only in a minority of the Windows systems patched. Another reason is that the IT
team wants to track the systems where a corrupted patch occurs. A manual

investigation is conducted by the IT team if a computer has a corrupt patch
problem on a regular base.
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Figure 7-30 The corrupt patch Fixlet Message

7.3.4 Minimizing endpoint reboots

Organizations are sometimes required to reboot their endpoints for patching. If
the reboot does not complete, the vulnerability is still reported as present. The

Agent contains the action manager, which is a software component to cache all
activity that must continue during a patch.

The financial accounting company needs to consider how to minimize the

number of endpoint reboots. Patching during the night (1:00am - 4:00am) for
servers can help avoid peak load times, shown in Figure 7-31 on page 288. The
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company separates the reboot from the patching activity for workstations and
allows users to choose the option to decide when to reboot due to the
inconvenience of a forced reboot. However, to fix the vulnerabilities on their
endpoints, the financial accounting company can force their machines to reboot
one time a week. This practice is commonly known as therapeutic reboots.

ake Multiple Actions 10l =|
Mame: I August 2011 Windows Server Patches Create in domain: IAII Content j
Preset; I[custom]xvz Windows Servers j ™ show only personal presets | Gave Preset, . I Delete Preset, .. |
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Figure 7-31 Server patching during the night

The financial accounting company separates the endpoint reboot from the
patching by using these procedures:

» Performing a regular therapeutic reboot at specific times each week.

» Rebooting following patching activities each night.
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Automatic Group to confine patching hours: Organizations can confine
patching hours by using an Automatic Computer Group, which defines
Relevance to get endpoints automatically to join and leave. We see the items
to check in this Relevance:

» Comparing the endpoint setting for starting the Action to the current time.
» Comparing the endpoint setting for ending the Action to the current time.

» If both values are true, the endpoint joins the Automatic Group and the
patch might be deployed.

» When both values are false, the endpoint disconnects from the Group and
the patch Action is not relevant.

7.3.5 Locking endpoints

Certain organizations do not want to deploy patches at a specific time. For
instance, retail organizations often have a freeze from before Thanksgiving until
after the end of the year. This season is the busiest season of the year; thus, the
retail organizations need to keep their businesses and systems available.
Locking an endpoint permits previously defined endpoints to be exempt from any
Actions although the endpoints might report relevant Fixlet Messages. It is
important to remember that the IBM Support Site is exempt from locking, by
default.

7.3.6 Patching overview dashboard

Tivoli Endpoint Manager can display the current patch status at a glance within
the Console; this feature is available for Microsoft Windows Operating systems.
Here, we can see a summary of the patch information, deployment information,
and the total number of necessary patches categorized into the vendor severity
rating. This dashboard provides a quick summary of the Windows operating
system remediation, including the number of existing patches. Figure 7-32 on
page 290 shows this dashboard.
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Figure 7-32 Overview dashboard for Windows patches

7.3.7 Maintenance conclusion

This section focused on the tasks that operators need to perform at various
intervals to maintain the Tivoli Endpoint Manager solution. To maintain a Tivoli
Endpoint Manager patching solution, you first must use the feedback provided by
Fixlet messages and the dashboard reports. You can use the Web Reports tool
to understand the required patches throughout the organization. By designing a
patching process to be as simple as possible, you can reduce the maintenance
requirements later.

7.4 Conclusion

In this chapter, we described how the financial accounting company designed its
patching solution based on Tivoli Endpoint Manager and how it deployed patches
to endpoints. The company designed its patching policies based on the severity
from operating system or application vendors. This approach allowed the
company to deploy patches by using the appropriate policies for each country.
The company integrated its approval procedures with Tivoli Endpoint Manager
and uses Custom Sites, operators, Tasks, and other flexible Tivoli Endpoint
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Manager constructs. In the last section, we shared tips for maintenance that
covered how to manage Baselines, precaching, and endpoint reboots.

In the following chapter, we describe how the Security and Compliance
Management solution is implemented for the financial accounting company.
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Phase lll: Security policy
configuration design and
implementation

In this chapter, we describe the approach that the financial accounting company
is taking to design the Tivoli Endpoint Manager for Security and Compliance
solution. The company is using the module for security configuration
management (SCM) that meets all of its business and functional requirements,
related to the endpoint management realm. We divide the discussion into the
following sections:

>

>
>
>
>

“Design” on page 294

“Implementation” on page 305

“Project scope change” on page 337

“SCM administration and maintenance” on page 345
“Real-time reports” on page 348
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8.1 Design

The financial accounting company wants to be in charge of security configuration
management as shown in detail in Chapter 5, “Overview of scenario,
requirements, and approach” on page 187. To address those requirements, we
design a security configuration and compliance solution for the financial
accounting company. The best starting point is a complete list of all the security
policies and rules that are currently being used in the organization. Based on that
start, we can map those policies with best practices and standards and validate
the gaps and improvements for the financial accounting company security
policies and controls.

The financial accounting company and IBM Security consultant team are working
together to collect the current endpoint security policies, and update them with
the new control requirements. This update is based on the functional and
technical requirements discussed with Tivoli Endpoint Manager specialists and
IBM security architects.

There are two methodologies to design the final solution for a new security
configuration policy. They can be used independently or together, depending on
the requirements:

» A top/down strategy assumes that the organization has a mature and
well-documented security policy in place. Then, each of the policy
requirements is mapped to the technical solution. In the current case, a single
policy requirement can be implemented by either a single Fixlet (check) or
group of Fixlets (checklist), depending on the complexity of the requirement.
The advantage of this approach is that a well-defined scope is available
initially, because the organizational policies are predefined. A disadvantage
can be that the organization does not plan to enhance the security policy by
validating the external security checklists that are available through Tivoli
Endpoint Manager.

» A bottom/up strategy assumes that an entire set of security policies and
controls must to be deployed in the environment for a later review. Each
control must be evaluated and compared to the requirements of the
organization. It must be determined whether the control creates value within
the security and compliance area of the business. If the check is appropriate,
it becomes a part of the organizational security policy and must be
documented. The advantage of this approach is the chance to increase the
security level of the environment. New policies might check various aspects of
the environment that previously were not considered by the security policy.
The drawback of the approach is the amount of work to be done, while
reviewing security configuration management checklists.
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» There is also a possible hybrid solution. An organization with a defined policy
might be able to map its current security requirement into the technical
solution. That top/down approach allows the IT team to verify whether the
Tivoli Endpoint Manager platform is able to detect and handle all aspects
defined in the policy. Then, if the organization is planning to enhance its
security policies, the bottom/up approach must be used. The implementation
of federal standards, such as US Federal Desktop Configuration Control
(FDCC) regulations and Defense Information Systems Agency Security
Technical Implementation Guides (DISA STIGs), can be reviewed. They can
help validate that the technical solutions that apply to organizational needs
must be adopted.

The financial accounting company follows the hybrid approach. In the following
sections, we present the process of building the final versions of the security
policies for the Tivoli Endpoint Manager platform.

For more detail about the business requirements and how they are mapped to
functional requirements and technical requirements, see 5.4, “Functional
requirements” on page 198.

Planned coverage: We do not intend to implement and document a
real-world security policy, with all its requirements, in detail, in this book. We
create a high-level endpoint security policy definition with a range of
requirements to use as a fictional high-level policy in our security configuration
scenario.

8.1.1 Current endpoint security policies

Before we start to implement a security configuration management solution in the
organization, we need to clearly understand the current corporate security policy
for endpoints. We need to divide all the requirements into groups, for example,
depending on the endpoint type, such as server, notebook, workstation, or
mobile device. We might list rules for each group that the organization requires to
be verified. Each rule can then be implemented with Tivoli Endpoint Manager
platform. This approach fits into the up/down implementation option.

The financial accounting company security policy for endpoints is called
Corporate IT Security Standard Endpoint 100 (CITSSE100). The security policy
defines rules for each of the groups of machines.
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The following lists of tables present an excerpt from the policy listing rules for
each of the machine groups:

» CITSSE100 for workstations and notebooks (Table 8-1).

Table 8-1 CITSSE100 for workstations

CITSSE100 ID Requirement Definition

CITOO1 Screen lock with Set a password-protected screen
password protection lock for each active account that is

automatically activated by a
period of inactivity, and when the
workstation resumes from standby
or hibernate. The inactivity time
interval must be no more than 30
minutes.

CITo02 Windows Firewall Windows Firewall must be active
protection enabled on every client machine.

CIT003 Administrator When enabled, an automatic
automatic logon logonoccurs when a machine
disabled reboot occurs, which potentially

grants full access to any
unauthorized individual who starts
the machine.

CITo04 Password required on | A password must be supplied
resume from sleep when a notebook resumes from

sleep mode (when the notebook is
running on battery or plug-in
mode).

» CITSSE100 for Windows Server 2003 and 2008 (Table 8-2).

Table 8-2 CITSSE100 for Windows Server systems

CITSSE100 ID Requirement Definition
CIT101 Anonymous share Given access to shared resources
must be disabled to anyone without a valid
authentication on a server,
domain, or workstation.
CIT102 Password minimum Password for Windows Server
length must be at least 10 characters in
length.
CIT103 Minimum password Minimum password age must be
age greater than one day.
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CITSSE100 ID Requirement Definition
CIT104 Maximum password Maximum password age must be
age fewer than 45 days.
CIT105 Number of failed The account lockout feature must
logon attempts be set to accept no more than two
failed logon attempts to prevent
brute-force password attacks on
the system.
CIT106 Auditing for logon Audit success and failure logon
records events.

» CITSSE100 for IBM AIX servers (Table 8-3)

Table 8-3 CITSSE100 for IBM AlX servers

CITSSE100 ID Requirement Definition

CIT201 Auditing for privileged | Audit success and failure access
user records events from privileged users.

CIT202 FTP without FTP must not be accessible by
administrative privileged users (for example,
privileges root).

CIT203 rexec service rexec (remote exec service) must

be disabled on all servers.

CIT204 Users witha password | Users must have a password
assigned assigned and stored in

/etc/passwd to be granted access
to the system.

CIT205 root remote To access the AIX console, the
connectionthroughan | root account must use an
encrypted channel encrypted channel, such as

Secure Shell (SSH).

» CITSSE100 for Linux Red Hat Enterprise Linux 5 (RHEL) servers (Table 8-4)

Table 8-4 CITSSE100 for RHEL 5 servers

CITSSE100 ID

Definition

Target

CIT301

Control of root user

Only the user root can have a
privileged user account on an AIX
system (UID=0).
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CITSSE100 ID Definition Target

CIT302 FTP without FTP must not be accessible by
administrative privileged users (for example,
privileges root).

CIT303 rexec service rexec (remote exec service) must

be disabled on all servers.

8.1.2 Tivoli Endpoint Manager security policy customization

The second step of defining the policy is mapping the Corporate IT Security
Standard Endpoint 100 (CITSSE100) to one or more checklist standards
provided by Tivoli Endpoint Manager. The financial accounting company decided
to use the DISA STIGs checklists as a base for its SCM implementation. Those
checklists are available for all operating systems used by the financial accounting
company.

We must identify a corresponding check within the DISA STIG checklists for each
security requirement the company defined. The following list of tables presents
the correlation between DISA STIG check (in columns STIG-ID, DISA Name, and
Value) and the financial accounting company security requirement identifier (in
column CITSSE100 ID).

We also use this mapping process to add new controls into the current
CITSSE100, based on the financial accounting company DISA STIG checklist
review. These controls are officially documented as part of the current security
policy for the financial accounting company, which is now known as CITSSE100.

The new security controls, defined after the mapping process, are documented
as new check in the policy (in column CITSSE100 ID) in Table 8-5. They each
have an associated CITSSE100 ID in 8.1.3, “Designing a new policy model” on
page 301, where we have the new top/down design strategy ready to be
configured into Tivoli Endpoint Manager.

» Mapping CITSSE100 for workstation and DISA STIG (Table 8-5).

Table 8-5 CITSSE100 and DISA mapping for workstation
CITSSE100 ID STIG-ID DISA name Value

CITOO1 V-1122 The system configuration is 1 (Enabled)
not set with a
password-protected screen
saver
(ScreenSaverlsSecure).
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CITSSE100 ID STIG-ID DISA name Value

CITo02 V-17411 Firewall Standard Profile - 1 (Enabled)
Enable Firewall.

CIT003 V-1145 Administrator automatic 1 (Enabled)
logon is enabled.

CITo04 V-14267 Password required on 1 (Enabled)
resume from hibernate or
suspend.

New check inthe | V-1107 Password uniqueness does 24

policy not meet minimum
requirements.

New check inthe | V-1115 The built-in administrator =!

policy

account is not renamed.

Administrator

Table 8-6 CITSSE100 and DISA mapping for Windows Server

» Mapping CITSSE100 for Windows Server and DISA STIG (Table 8-6).

CITSSE100 ID

STIG-ID

Requirement

Value

CIT101

V-3340

Unauthorized shares can be
accessed anonymously.

<none>

CIT102

V-6836

For systems that use a logon
ID as the individual identifier,
passwords are not at a
minimum of 14 characters.

14

CIT103

V-1105

Minimum password
age does not meet
requirements.

CIT104

V-3373

The maximum age for
machine account passwords

does not meet requirements.

30

CIT105

V-1097

Number of allowed failed
logon attempts does not
meet requirements.

CIT106

V-6850

Auditing records are
configured as required (Audit
Logon events).

Audit success

and failed
events
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CITSSE100 ID

STIG-ID

Requirement

Value

New check in the
policy

V-1098

Time before failed logon
counter is reset does not
meet requirements.

60 minutes

» Mapping CITSSE100 for IBM AIX servers and DISA STIG (Table 8-7).

Table 8-7 CITSSE100 and DISA mapping for AlX servers

CITSSE100 ID STIG-ID Requirement Value
CIT201 GENO000880 root accountonly withUID | Only root with
0-AIX6.1. uiD 0
CIT202 GENO004900 ftpusers file must not system, root,
contain systemusers-AIX | bin, sys,
6.1. daemon,
listen,
nobody
CIT203 GENO003840 rexec service enabled - disabled
AIX 6.1.
CIT204 GENO000650 Password-protected true
enabled accounts - AIX
6.1.
CIT205 GENO001100 Unencrypted network sshd must be
root access - AIX 6.1. running.

» Mapping CITSSE100 for Linux RHEL 5 servers and DISA STIG (Table 8-8).

Table 8-8 CITSSE100 and DISA mapping for Linux RHEL 5

CITSSE100 ID STIG-ID Definition Value
CIT301 GENO000880 root account only with Only root with
UID 0 - RedHat/CentOS 5. | UID O
CIT302 GENO004900 ftpusers file must not system, root,
contain system users - bin, sys,
RedHat/CentOS 5. daemon,
listen,
nobody
CIT303 GENO003840 rexec service enabled - disabled
RedHat/CentOS 5.
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CITSSE100 ID STIG-ID Definition Value

New check in the | GEN002160 Shells SUID - Red remove SUID

policy Hat/CentOS 5. bit

New check in the | LNX00140 Password protecting the password-

policy GRUB Console Boot protected
Loader.

New check in the | GEN000700 Maximum password age 920
policy for RedHat/CentOS 5.

8.1.3 Designing a new policy model

In the previous section, we created a mapping between the organizational
requirements and the federal standards checklist. Now, we need to define the
final version of the security policy for the financial accounting company. The
financial accounting company, together with the IBM specialist, must review the
recommended values provided by DISA STIG. Then, they update them if
necessary, in accordance with the organizational security vision and risk
mitigation control.
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After this review, we present the final version of the corporate security policy to
be implemented by using the Tivoli Endpoint Manager platform:

» CITSSE100 for Windows XP V1.0 (Table 8-9).
Table 8-9 Checklist for Windows XP

CITSSE100 ID Control name Required value

CITo01 The system configurationis notset | 1 (Enabled)
with a password-protected screen
saver (ScreenSaverlsSecure).

CITo02 Firewall Standard Profile - Enable | 1 (Enabled)
Firewall.

CIT003 Administrator automatic logon is 1 (Enabled)
enabled.

CITo04 Password required on resume 1 (Enabled)
from hibernate or suspend.

CIT005 Password uniqueness does not 10
meet requirements.

CIT006 The built-in administrator account | =! Administrator
is not renamed.

» CITSSE100 for Windows 7 V1.0 (Table 8-10).

Table 8-10 Checklist for Windows 7

CITSSE100 ID Control name Required value

CIT0O1 The system configuration is notset | 1 (Enabled)
with a password-protected screen
saver (ScreenSaverlsSecure).

CIT002 Firewall Standard Profile - Enable | 1 (Enabled)
Firewall.

CIT003 Administrator automatic logon is 1 (Enabled)
enabled.

CITo04 Password required on resume 1 (Enabled)
from hibernate or suspend.

CIT005 Password uniqueness does not 10
meet requirements.

CITo06 The built-in administrator account | =! Administrator
is not renamed.
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» CITSSE100 for Windows 2003 V1.0 (Table 8-11).

Table 8-11 Checklist for Windows 2003

CITSSE100 ID

Control name

Required value

CIT101

Unauthorized shares can be
accessed anonymously.

<none>

CIT102

For systems that use a logon ID as
the individual identifier, passwords
are not at a minimum of 14
characters.

10

CIT103

Minimum password age does not
meet requirements.

CIT104

The maximum age for machine
passwords is not set to
requirements.

45

CIT105

Number of allowed failed logon
attempts does not meet
requirements.

CIT106

Auditing records are configured as
required (Audit Logon events).

Audit success and
failed events

CIT107

Time before failed logon counter is

reset does not meet requirements.

30 minutes
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» CITSSE100 for Windows 2008 V1.0 (Table 8-12).

Table 8-12 Checklist for Windows 2008

CITSSE100 ID

Control name

Required value

CIT101

Unauthorized shares can be
accessed anonymously.

<none>

CIT102

For systems that use a logon ID as
the individual identifier, passwords
are not at a minimum of 14
characters.

10

CIT103

Minimum password age does not
meet requirements.

CIT104

The maximum age for machine
passwords is not set to
requirements.

45

CIT105

Number of allowed failed logon
attempts does not meet
requirements.

CIT106

Auditing records are configured as
required (Audit Logon events).

Audit success and
failed events

CIT107

Time before failed logon counter is

reset does not meet requirements.

30 minutes

» CITSSE100 for AlIX6 V1.0 (Table 8-13).
Table 8-13 Checklist for AlX servers

CITSSE100 ID Control name Required value

CIT201 root account only with UID 0 - AIX | Only root with UID 0
6.1.

ClT202 ftpusers file must not contain system, root, bin,
system users - AIX 6.1. sys, daemon, listen,

nobody

CIT203 rexec service enabled - AIX 6.1. Disabled

CIT204 Password-protected enabled True
accounts - AIX 6.1.

CIT205 Unencrypted network root access | sshd must be running
- AIX 6.1.
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» CITSSE100 for RHELS5 v1.0 (Table 8-14).
Table 8-14 Checklist for Linux RHEL 5

CITSSE100 ID Control name Value

CIT301 root account only with UID 0-Red | Only root with UID O
Hat/CentOS 5.

CIT302 ftpusers file must not contain system, root, bin,
system users - Red Hat/CentOS 5 | sys, daemon, Tisten,

nobody

CIT303 rexec service enabled - Red Disabled
Hat/CentOS 5.

CIT304 Shells SUID - Red Hat/CentOS 5. | Remove SUID bit

CIT305 Password protecting the GRUB Password-protected
Console Boot Loader.

CIT306 Maximum password age - Red 90
Hat, CentOS 5.

8.2 Implementation

The financial accounting company must update the security policies to
accomplish the internal and external compliance requirements and to improve its
security configuration controls. However, the financial accounting company
adopted a hybrid approach for its security configuration strategy, because the
security team is not sufficiently confident with using a top/down approach only.

Based on this approach, we create two custom Fixlet Sites for each platform:

» The first Custom Site is used for the top/down approach, where the financial
accounting company can monitor and remediate configuration issues based
on the current security policy. Thus, the company knows whether it applies
the security policy with the controls and rules as defined by the financial
accounting company IT and security teams.

» The second Custom Site is used for the bottom/up strategy, where the
company keeps all security configuration controls, provided by DISA STIG
“as-is” to be validated by the financial accounting company. Thus, the financial
accounting company can determine which controls must be part of the official
security policy. After the controls are chosen, the controls are moved from the
bottom/up view to the top/down view.
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This approach is tracked either for six months or until the bottom/up Custom Site
(the second Site for each platform) is empty, due to the security checks (controls)
migration from one Custom Site to the other Custom Site.
We use the following naming conventions for each Custom Site:
» For the top/down approach, we use:

CITSSE100 for <platform> <version>
» For the bottom/up approach, we use:

<federal checklist best practice> chklist for <platform>

8.2.1 Create Custom Site for policies

306

Security configuration management tasks, and other activities related to Fixlets,
must be managed inside of a Custom Site. This approach provides flexibility to
the administrators, because it allows the administrators to assign permissions for
different operators. It can also prevent the Site content from being updated in an
uncontrolled manner.

Enabling SCM external Sites
First, we subscribe our Tivoli Endpoint Manager Server to external Sites that
provide security configuration management content. This approach allows us to

access the available best practices checklists implemented by federal standards,
such as FDCC or DISA STIG.

For the financial accounting company Tivoli Endpoint Manager environment, we
enabled the external Sites shown in Table 8-15. We can map the financial
accounting company current security policy to the best practices content
provided by the federal best practices standards from those external Sites
(top/down approach). Or, we can review Sites content and select the desired
Fixlets to add as the new security checks for the corporate security policy for the
financial accounting company (bottom/up approach).

Table 8-15 External sites

External Fixlet Site Managed environment
DISA STIG on Windows 2003 MS V6R1.18 Windows Server 2003
DISA STIG on Windows 2008 MS V6R1.11 Windows Server 2008
DISA STIG on Windows 7 V1R2 Windows 7 workstations
DISA STIG on Windows XP V6R1.18 Windows XP workstations
SCM Checklist for DISA STIG on RHEL 5 Linux RHEL 5 servers
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External Fixlet Site Managed environment
SCM Checklist for DISA STIG on AIX 6.1 AlX servers

Security Policy Manager Windows

SCM Reporting All machines

To enable gathering Site content from the IBM Fixlet Server, we need to open the
License Overview dashboard and activate the desired items. We follow these
steps:

1. Open the BigFix Management domain by clicking the appropriate button on
the lower-left side of the Tivoli Endpoint Manager Console.
2. In the content tree, on the left side, we select License Overview.

3. The License Overview dashboard appears. Then, we locate the Security and
Compliance section of the dashboard. A list of the Fixlet Sites that are
available shows within our current Tivoli Endpoint Manager license.

4. We click [Enable] on the lines that match the list defined in Table 8-15 on
page 306.

Figure 8-1 on page 308 depicts the status of Sites, which were enabled for our
current environment. Under that table with those Sites, there are lines that list
other Sites that are available for the current license.
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Figure 8-1 Subscribing the Tivoli Endpoint Manager environment to external Sites

For more details about how to subscribe to an external Site by using the License
Overview dashboard or through the external Site masthead, see the Tivoli
Endpoint Manager Console Operator’s Guide, which you can obtain at the IBM
Tivoli Endpoint Manager V8.2 Information Center:

http://publib.boulder.ibm.com/infocenter/tivihelp/v26rl/topic/com.ibm.t
em.doc_8.2/Platform/Console/c_selecting_sites.html

Cloning the SCM checklist from the Custom Checklist Wizard
Previously, we made external Sites available in the financial accounting company
Tivoli Endpoint Manager environment. Now, we need to prepare the financial

accounting company-specific Custom Sites with only Fixlets that address the
defined requirements.

We create one Custom Site for each operating system to manage. The number
of Fixlets available in external Sites is about 200 Fixlets in each Site. Because we
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plan to create several Custom Sites, the process looks complicated and
time-consuming. It might also cause errors if performed manually. Tivoli Endpoint
Manager provides a tool, the Custom Checklist Wizard, that simplifies the
process of creating a Custom Site.

Continuous development: The Custom Checklist Wizard tool presented in
this book is constantly enhanced. The user interface might change at any time
for better usability or to contain more function. We try to provide
comprehensive documentation about this tool, considering future updates.
However, even if the user interface differs, the underlying concept of helping
the administrator to create a Custom Site remains the same.

To start the Custom Checklist Wizard tool, follow these steps:

1. Open the Security Configuration domain by clicking the appropriate button on
the lower-left side of the Tivoli Endpoint Manager Console.

2. In the content tree, choose Configuration Management — Checklist
Tools — Create Custom Checklist Wizard.

3. A wizard starts in the Tivoli Endpoint Manager Console and lists all available
security configuration management Fixlet Sites.

Figure 8-3 on page 312 shows the wizard after it is started. We look at the layout
of the wizard.
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Figure 8-2 Custom Checklist Wizard form

The wizard layout consists of several lists and forms. To proceed to the next step,
we need to be familiar with those controls. In the following list, we provide
information about each of the visible controls:

» New checklist name field allows the user to enter the name for the Custom
Site that is automatically created and filled with Fixlet, Task, and Analysis
components as defined by the administrator. The Site name must be a
maximum of 32 characters.

» Select external checklist(s) displays all Fixlet Sites that have security
configuration management Fixlets. They display all Fixlet Sites that are
available in the current Tivoli Endpoint Manager deployment.

» Select check(s) to copy displays Fixlets that are available in the currently
selected Site in the previous list. The user can select Fixlets to be part of the
newly created Site. The wizard marks selected objects with a check in the first
column of the list.
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There is also a Search field available, which allows instant filtering of the
Fixlet list.

» Final Fixlets list. Based on the check boxes selection in the Select check(s) to
copy list, the final Fixlet list is populated. This list can contain Fixlets from
different security configuration management Sites. The Source Checklist
column indicates the origin of the individual Fixlets.

» Create Checklist creates the Custom Site with the name provided in the first
field, with the content defined in the final Fixlets list.

We now need to create a Custom Site for the financial accounting company. In
“Enabling SCM external Sites” on page 306, we enabled the collection of several
security configuration management external Sites. Now, we can start the Custom
Checklist Wizard to prepare our content. We open the wizard in the financial
accounting company environment.

Repeat for each policy: In the following section, we describe the Site creation
steps for the CITSSE 100 for Windows XP V1.0 (CITSSE100 for WinXP v1.0)
policy. However, we must repeat the steps for each policy defined in 8.1.3,
“Designing a new policy model” on page 301.

We follow these steps:

1. As a checklist name, we type CITSSE100 for WinXP v1.0 inthe New
checklist name field.

2. We select the external checklist called DISA STIG on Windows XP v6r1.18.
The list of Fixlets is displayed in the list on the right side.

3. According to the policy defined in the Table 8-9 on page 302, we select the
checks. The wizard automatically adds the selected items to the list at the
bottom of the window.

Figure 8-3 on page 312 shows these steps.
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Figure 8-3 Custom Site creation with the Custom Checklist Wizard tool

4. To create a Custom Site, we click Create Checklist. The Site is created by
the wizard, with all the required Fixlets and Analysis components.

5. The generated Site is not distributed to any of managed endpoints
automatically. To allow evaluation and compliance reporting, we need to
subscribe the computers. To allow easier management, we created an
automatic computer group called A11 Windows XP workstations that
aggregates the machines that run this operating system. This group must
subscribe to the CITSSE100 for WinXP v1.0 Site. Figure 8-4 on page 313
shows the subscription settings.
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giave Changes Discard Changes | Gather Add Files... 3¢ Remove

Details ;! Operator Permissions I Rale Permissions I

The following computers will be subscribed to this site:

" all computers

" Mo computers

" Computers subscribed via ad-hoc custom site subscription actions

' Computers which match the condition below

Group Membership j Iis member of j IAII ‘Windows %P workstations j J ﬂ

Figure 8-4 Site subscription settings for CITSSE100 for WinXP v1.0 checklist

6. After we click Save Changes, all computers that belong to the defined group

receive the Site Fixlet and begin to report their compliance status.

We must repeat all the steps that we performed for the creation of the policy of
Windows XP machines for the following remaining policies:

>

vyvyyy

CITSSE100 for Win7 v1.0
CITSSE100 for Win2k3 v1.0
CITSSE100 for Win2k8 V1.0
CITSSE100 for AlX6 v1.0
CITSSE100 for RHEL5 v1.0

To work through the bottom/up approach, we need to repeat the previous steps
for each platform. In addition to using different names for the Sites, the only
difference in content is in step 3. We must select all checks, by selecting the
check box on the right side of Check Name header, as indicated in Figure 8-5 on
page 314. We check these Custom Sites:

vVvyvyvyYYyy

DISA chklist for WinXP
DISA chklist for Win7
DISA chklist for Win2k3
DISA chklist for Win2k8
DISA chklist for AIX6
DISA chklist for RHEL5
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This wizard will assist you in creating a new custom checklist based on one or more of your currently subscribed external checklists.

Select extemal checklist(s)

Mew checklist name: ‘wz DISA chklist for WinkP ‘ 6 characters remaining

Checklist Hame

DISA STIG Checklist for Al 6.1

DIZA STIG Checklist for RHEL 5

DISA& STIG on'Windows 7 vir2

DISA STIG on Windavws 2003 DG v6r 18

o

USGCE Checklist for Internet Explorer &

The following checks will be copied to your new checklist

Select check(s) to copy P search
m heck Hame: ‘ Source m‘ Source Seuarityl

[¥] Check Hame

Snun:ell]l Snurnesauerity‘ Source Checklist

Create Checklist

Figure 8-5 Custom Site creation, with all checks, with the Custom Checklist Wizard tool

8.2.2 Customizing SCM Fixlets

Ideally, the IBM provided policies and Fixlets can fit the requirements of the

organization without any customization. However, areas always exist where

changes are required, based on organization-specific policies, standards, or
cultural aspects.

Because we are now familiar with Tivoli Endpoint Manager, we conclude that a
Fixlet for the SCM module is supposed to perform compliance checking. We also
conclude that Tasks are responsible for configurations and actions that need to
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be executed in the environment. In many cases, Fixlets can use Task action
results and, therefore, return different compliance states. But this solution is not
usable. Tivoli Endpoint Manager offers another way to customize Fixlet behavior.
In 4.4.2, “Security configuration management Fixlet design” on page 169, we
introduced the self-parameterized Fixlet. Now, we show this type of Fixlet.

There are multiple Fixlets that allow customization among the DISA STIG
checklists. As an example, we use the Password uniqueness does not meet

minimum requirements Fixlet. Figure 8-6 shows the chosen Fixlet as a part of
DISA STIG on the Windows XP v6r1.18 Fixlet Site.

® Tivoli Endpoint Manager Console
File Edit Wiew Go Tools he\p‘

Back + WP Forward - Hgghnw Hidden Content 45 Show Non-Relevant Content | ¥ Refresh Console
(A Content « FoltsondTasls
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= Patches for AL
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| Pakches for RHEL 4

S Patches for RHEL 4 (Superseded)

-

e

=

= B3
[password Al O

Marng ~ | Source Severit | Sike | Applicable C;I
Password required on resume from hibernate/suspend, CATII DISA STIG on Windows =P werl., 3/3 i
Password uniqueness does not meet minimunn requirements. CATII DISA STIG an Windaws =P wérl... 3/3
Reversible password encryption is not disabled. CATIT DISA STIG on Windows 2P wérl... 3/[3
Terminal Services - Prevent password saving in the Remote Deskkop Client CATID DISA STIG aon Windows =P werl., 3/3 -
[l | »

neet minimum requirements. = O

xport ‘ Hide Locally Hide Globally ‘ K R=roye

J" Take Action | o Edit ‘ oy |z

Description |Deta||s | Applicable Computers (3) I Action Histary (0) I

Description

Password uniqueness does not meet minimum requirements.

& system is more vulnerable to unauthorized access when system users recycle the same password
several times without being required to change a password to 3 unigue password on a regularly
scheduled basis. This enables users to effectively negate the purpose of mandating periodic password
changes.

Figure 8-6 Password uniqueness does not meet minimum requirements Fixlet that is visible in the Console

As you can see in the Fixlet description, the operating system settings are
checked regarding the amount of historical passwords that are stored. The Fixlet
becomes relevant (which means, it reports non-compliance) in case the
operating system settings do not fulfill the value defined in the Fixlet. We look at
the full Fixlet description in Figure 8-7 on page 316.
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I Fixlet: Password uniqueness does not meet minimum requirements.

an"lake Ackion | o Edit | Copy |=Expork | Hide Locally  Hide Globally | X Bemove |

Description IDetails | Applicable Computers (3) | Action History (0 |

Description
Password uniqueness does not meet minimum requirements.
A system is more vulnerable to unauthorized access when system users recycle the same password
several times without being required to change a password to a unique password on a regularly
scheduled basis, This enables users to effectively negate the purpose of mandating periodic
password changes.
Source ID Source Severity DISA Group Title DISA 1A Controls
4,014 CAT II Password Unigueness  TAIA-1, IAIA-2
DISA Rule ID DISA Responsibility DISA Yulid (STIG-ID) DISA Documentable
SW-20648r1_rule System Administrator  v-1107 Mot available
DISA Check Content
Analyze the system using the Security Configuration and analysis snap-in.
Expand the Security Configuration and Analysis tree view.
Nawvigate to Account Policies -» Password Policy.
If the value for "Enforce password history" is less than 24 passwaords, then this is a finding.
DISA Fix Text
Configure the system to remember a minimum of "24" used passwords,
Parameter: PasswordHistorySize
Default value: 24
Desired value: 24
Compliant if: »=
Desired value for this parameter:
Click "Save" to update the desired value or values for this check.
Note: Parameters can only be set on a custom copy of this check.
Savel
Actions
® Click here to remediate local policy for this issue.
-]

Figure 8-7 Self-parameterized Fixlet description

This Fixlet provides a significant amount of information, including a high-level
description of the system settings that are checked. This Fixlet is a part of the
DISA STIG standard implementation. Therefore, there are identifiers used in the
standard that allow operators to match the Fixlet to the appropriate definition.
There is also a description, DISA Check Content, that explains how to find the
actual setting directly in the operating system configuration. The bottom part of
the Fixlet description provides a section that defines the parameters used for the
Fixlet customization.
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Custom Sites: As visible in the Fixlet description in Figure 8-7 on page 316
and as introduced in 4.4.2, “Security configuration management Fixlet design”
on page 169, self-parameterized Fixlets cannot be customized in the external
Fixlet Site. The external Fixlet Site is provided by IBM and cannot be modified.
To change any Fixlet setting, you need to create a Custom Site and then copy
the Fixlet to that Site. You can change a Fixlet setting manually in the Fixlet list
or use a tool, such as the Create Custom Checklist Wizard.

Customization

Before we customize the Fixlet, we look at the curent settings and technical
details of the Fixlet. The Fixlet checks the default value of 24. Figure 8-8 shows
the relevance statement that is used for the compliance evaluation.

. Fizlet: Password unigueness does not meet minimum requirements.

gn’lake Action | o Edit | Copy |=Export | Hide Locally Hide Globally | o Bemove |

Description  Details IAppIicabIe Cornputers (3) I Action History (00 I

=l
~ Relevance
Relevance 1
=
name of opersting system starts with "WinXP"™
Relevance 2
+=
not exists 1 whose ((it >= 24) of (1f exists select obhject % from
R30OP_Securitydettingllumeric where KeyNawe = 'PasswordHistory3ize' and precedence = 17
of rsop computer wmi then integer walue of property "3etting” of select object "+
from R3IOP_SecuritydettingNumeric where KeyName = 'PasswordHistorySize' and precedence
= 1" of rsop computer wmi else (if exists password history length of it then password
history length of it else error "not applicable®™] of security database))
-]

Figure 8-8 Password uniqueness Fixlet relevance clause

The Relevance 1 statement targets the correct operating system. The statement
called Relevance 2 is used to check the value. The most important part is to
check the following condition:

... whose ((it >= 24) of ....
The it! clause refers to the actual system settings. The condition checks

whether it is greater than or equal to an integer value. This value is the same
value that is defined in the Fixlet description.

' For more information about how to use the Relevance language, see this website:
https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=en#/wiki/Tivoli%20En
dpoint%20Manager/page/Fix1et%20Authoring
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Because we already defined our custom checklist, we can now change the Fixlet
parameters according to our policy. In Table 8-9 on page 302, we defined
requirement CITOO05 for the system setting of the password uniqueness equal to
10. Next, we must update the Fixlet with the new value that we want. We must
enter the new number in the parameter field, as shown in Figure 8-9.

I Fixlet: Password uniqueness does not meet minimum requirements.

an"lake Ackion | o Edit | Copy |=Expork | Hide Locally  Hide Globally | X Bemove |

Description IDetails | Applicable Computers (3) | Action History (0 |

=l
Parameter: PasswordHistorySize
Default value: 24
Desired value: 24
Compliant if: »=

Desired value for this parameter: [10)

Click "Save" to update the desired value or values for this check,
Note: Parameters can only be set on a custom copy of this check.

Save |

Figure 8-9 Defining the new Fixlet parameter

After we click Save, the Fixlet automatically updates itself. The new value is
visible in the description next to the Desired value label. The updated Fixlet is
automatically distributed to all endpoints that have this Fixlet assigned. For the
Windows targeting Fixlets, no other action is required. After the updated Fixlet is
delivered to the Tivoli Endpoint Manager Agents, the evaluation is executed
against the new value. In the Tivoli Endpoint Manager Console, the updated
Fixlet is displayed, as shown in Figure 8-10 on page 319.
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I Fixlet: Password uniqueness does not meet minimum requirements.

an’lake Ackion | o Edit | Copy |=Expork | Hide Locally  Hide Globally | X Bemove |

Description IDetaiIs | &pplicable Computers (3} | Action History (0 |

=l
Parameter: PasswaordHistorySize
Default value: 24
Desired value: 10
Compliant if: »=

Desired value for this parameter:

Click "Save" to update the desired value or values for this check.
Note: Parameters can only be set on a custom copy of this check,

Save |

Figure 8-10 Fixlet with updated parameter

We can also review the Relevance statements by switching to the Details tab. As
shown in Figure 8-11, the condition is updated to verify the system setting
against the new value.

I Fixlet: Password uniqueness does not meet minimum requirements.

6;“-’1ake Action | & Edic | Copy |=::Export | Hide Locally Hide Globally | K Eemove |

Description  Details IAplecabIe Computers (3) I Action History (00 I

=
~ Relevance
Relevance 1
=
name of operating system starts with "TinXP"™
Relevance 2
=
not exists 1 whose ((it >= 10) of (if exi=c= select ohjectc % from
REOP_Securityiettinglumeric where KeyName = 'PasswordHistorySize' and precedence = 17
of rsop computer wmi then integer wvaluse of property "Setting” of select ohject "F
from RSOP_Securityleccinglumeric where KeylName = 'PasswordHistorySize' and precedence
= 1" of rsop cowmwputer wmni else (1if exists password history length of it then password
history length of it else error "not applicable™) of security datahase))
-]

Figure 8-11 Password uniqueness Fixlet relevance clause with updated value

Remediation

Most of the compliance Fixlets are delivered by IBM with the appropriate
remediation capabilities. After a Fixlet detects noncompliance, a Tivoli Endpoint
Manager operator is able to initiate an Action to fix the detected vulnerability.
Remediation steps are defined by using the Action Script® language. Figure 8-12
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on page 320 shows the fix procedure defined for the password uniqueness Fixlet,
before changing the parameter value.

I Fixlet: Password uniqueness does not meet minimum requirements.
an"lake Ackion | o Edit | Copy |=Expork | Hide Locally  Hide Globally | X Bemove |
Description  Details IAppIi(ahIE Computers (3) I Action History: (D)I
C
* Actions
Action1 (default)
Soript Type BigFix Action Script
delete {name of drive of system folder})4bSdé73a-Tece-56c3i-hceZ-996fad4f34260.ini
createfile until HERE
[Unicode]
Unicode=yes
[Ver=ion]
gignature="iCHICAGOS"
Revision=1
[Svstem Aooess]
PasswordHistorySize = 24
HERE
copy _ createfile {name of drive of system folder})4b9de73a-7ece-56c3-boeZ-
996fadf34260.ini
waithidden cmd /C "{pathname of system folder}'secedit.exe" /configure /db {name of
drive of system folder}'4b9d67ia-TJece-S56c3-boel-996Ladf34260.3dh Jofy {nawe of drive
of aystem folder}i’dh9deT3a-Tece-56c3-beez-996fad4f34260.1ini /oguiet
delete "{name of drive of system folder}'4b9dE73a-Tece-56ci-beez-996fa4f34260.ini™
delete "{name of drive of system folder})4b9de7ia-Tece-56c3i-boez-996Lfa4r34260.3dkb"™
Success Criteria
This action will be considered successful when the applicability relevance evaluates to false
-]

Figure 8-12 Password uniqueness Fixlet remediation Action Script

After the administrator updates the Fixlet parameter, as described in
“Customization” on page 317, the remediation Action Script is also updated. We
update the part of the script that is responsible for the setting:

[System Access]
PasswordHistorySize = 10

If the operator now starts to fix the issue that is reported by the Fixlet, the
updated value is used.

8.2.3 Compliance evaluation

320

Tivoli Endpoint Manager provides a platform for continuously reporting the
predefined policies of the entire system. In addition to observing the Fixlet status,
operators must be aware of other aspects of the platform.

2 For more information about how to use Action Scripts, see this website:
https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=en#/wiki/Tivoli%20E
ndpoint%20Manager/page/Fix1et%20Authoring
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Measured values analysis

In 4.4.2, “Security configuration management Fixlet design” on page 169, we
introduced the concept of the logical link between Fixlet and Analysis. A Fixlet
can provide only limited information about the checked aspect of the operating
system. One of two Fixlet states, relevant or not relevant, might sometimes not
provide the full explanation of what is happening in the IT endpoint environment.
This full explanation is especially important in the security configuration
management field, when an operator cares about the level of noncompliance
rather than the noncompliance.

We look at the password uniqueness Fixlet introduced in 8.2.2, “Customizing
SCM Fixlets” on page 314. If the Fixlet becomes relevant on a set of machines
after we set the desired parameter value to 10, we do not know whether all
relevant machines have a setting of 9, 5, or any other value. From the fixing
priority point of view, if the noncompliant machines have the setting equal to 9,
the severity of the issue might be low. If there is no password uniqueness setting
defined, the vulnerability level is high.

Figure 8-13 shows the Analysis that is supposed to provide more detailed
information about the system setting that is checked by the password uniqueness
Fixlet.

) Tivoli Endpoint Manager Console =] B3

Eile Edit Wiew Go Toolks ﬂe\p‘

Back ~ WP Forard + Hﬁghow Hidden Cantent ‘ﬁshow Non-Relevant Content | 1 'Refresh Console

_ R fralyses [Search Analyses Pl 0
| DISA STIG on Windows 7 +1r2 o[ Status Name [ site [ Applicable Compr
5 DISA STIG on Windows Vista vrl. 18 Mot Activated Measired values - Password reguired on resume From Hbernatefsusperd,  DISA STIG on Windows 1P ver L 1& E]

[

b
L
L
L
L
L

i

= DISA STIG on Windows %P verl, 18

Mot Activated [Measured v 1 OF IQuUEne: s not meet minimurm requirern,, DISA STIG on ¥ . 3
Mat Activated Measured walues - Preserve Zone information when saving attachments. DISA STIG an W\ndows P werl, 18 3

T Fixlets and Tasks (282) Mot Activated Measured values - Prewent printing over HTTP. DISA 5TIG on Windows kP el 13 3 -
4] »

[ Basslines (0)

a Analyses (261)

E? Computer Groups (0
3> actions (0)

T_Z Subscribed Computers (3)
= Patches for AL

v Pakches for ATX Test
v Pakches for E5%

= Patches for HP-LUX

= Patches for Mac 05 X
2| Pakches for RedHat Enterprise Linux

Patches for RHEL 3

_ueness daes not meet minimum requirements. = O

QjAckivate Qo Deactivate | # Edit |2 Export | Hide: Locally Hide Globally | MK Remove |

Descriptian |Detai\s| Applicable Computers (3) |

Description

Activate this analysis to retrieve measured values for the "Password unigueness does not meet minimum
requirements." check.

Figure 8-13 Activating Analysis

After it is activated, the Analysis evaluates the Relevance statement to gather the
password setting from all workstations. The results are visible immediately in the
Tivoli Endpoint Manager Console. Figure 8-14 on page 322 presents some
sample values, gathered from a group of 163 computers. If we assume that the
desired value of the setting is equal to 10, only five machines are not compliant
with a password history size of 8.
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B Analysis: Measured values - Password uniqueness does not meet minimum requirements.

Qfctivate Qg Deactivabe | o Edit | =5 Export | Hide Locally Hide Globally | 3¢ Remove |

Description | Details Results IApph(ah\E Computers (163) |

IViaw as summary 'l

PasswordHistorySize Show: |T0p 10 :I'

Count | Percentage | Result A ‘
156 96.93% 10
E 3.07% &

Figure 8-14 Measured values by the Analysis

The base Console is unable to show the logical link between the Fixlet and
Analysis in an aggregated form. This functionality was introduced in the Security
and Compliance Analytics reporting solution. It is presented in more detail in
Chapter 9, “Phase IV: Security Compliance Analytics reporting” on page 357.

Use only what you need: Within each SCM Fixlet Site, IBM provides a set of
Fixlets and correlated Analysis. Although Tivoli Endpoint Manager
functionality allows many Analyses to be activated, it is suggested to use
Analysis as an additional diagnosis tool. Operators must activate Analysis to
further investigate noncompliance details, and when fixed, the Analysis must
be deactivated. This approach prevents adding additional load on all platform
components, starting with the Tivoli Endpoint Manager Agent, through your
network, up to the Tivoli Endpoint Manager Relays and Tivoli Endpoint
Manager Server.

UNIX Fixlets

The Tivoli Endpoint Manager platform uses the power of the Relevance language
to gather information about various aspects of managed endpoints. Although
with the Revelance language, you can address many requirements, differences
exist among operating systems that are not fully supported by the Tivoli Endpoint
Manager platform. At the time of writing this book, the Relevance language offers
the best coverage for Windows systems. The Windows family is not large and
differentiated, because the products derive many functionalities from a common
source. For UNIX based operating systems, the situation is more complicated.
There are many vendors and customized solutions. Often, there are differences
even in the same components.
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Fixlet authoring: For more information about documents related to the
Relevance language and its features supported on various operating system
platforms, see this website:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=
en#/wiki/Tivoli%20Endpoint%20Manager/page/Fixlet%20Authoring

For the operator, this situation might not be convenient. The solution must
provide a common way to manage both Windows systems and various UNIX
based operating systems. Figure 8-15 depicts some of those differences.

8

TEM Operator

Windows [

Set Fixlet
parameters

-

Distribute within
infrastructure

8

TEM Operator

a

TEM Operator

:l( Evaluate Fixlet AP[ Report status ]

evaluate again
automatically

UNIX

Set Fixlet
parameters

-

Distribute within
infrastructure

-

Execute or
schedule Task

) )
‘P[ Evaluate Fixlet ‘b{ Report status ]

next Task execution will trigger evaluation

Figure 8-15 Windows and UNIX compliance evaluation flow

As we can see, both solution approaches use Fixlet Sites. Both approaches offer
Fixlets to evaluate compliance state and measured value Analysis to gather more
detailed information about the inspected aspect of the operating system. Both
solutions offer self-parameterized Fixlets to allow Tivoli Endpoint Manager
operators to update the Fixlet directly in its description and distribute to the
endpoints. The main difference is at the time when the compliance evaluation
takes place:

» Fixlets and Analysis dedicated to Windows systems use only the Relevance
language. No matter what Actions are performed on the content (Site
subscription or change of the parameters), a Fixlet is automatically distributed
to an endpoint. And, the Fixlet is evaluated by the Tivoli Endpoint Manager
Agent. The compliance information is instantly returned to the Tivoli Endpoint
Manager Server. An operator can look at the resulting state directly in the
Console.
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» UNIX Fixlets are also distributed automatically to the endpoint, but it is the
responsibility of the operator to enable the compliance evaluation. Within
each UNIX Fixlet Site, there is a special Task that executes the compliance
evaluation of all Fixlets available in the Fixlet Site. Every change to a Fixlet
parameter or to the content of the Fixlet Site requires that the main Task is
executed again. The execution can be started manually, or it can be
scheduled with Tivoli Endpoint Manager platform-scheduling capabilities.
After a Task is completed, Fixlets and Analysis report the compliance state
and additional data back to the Tivoli Endpoint Manager Server, as in
Windows systems.

SCM benchmark guides: For additional information for configuring and
running security configuration management content for UNIX and Windows
systems, see the following site:

http://support.bigfix.com/resources.html#SCM

8.2.4 Fixlet remediation

After Fixlets begin to report noncompliance, an operator needs to react
according to predefined remediation actions.

For our scenario, we selected three policy controls. For these policies, we
perform the entire lifecycle:

» Review noncompliance configuration on an endpoint, where the Fixlets
(security checks) are true, based on the Relevance language.

» Check for noncompliance on Tivoli Endpoint Manager Console, focusing on
the security configuration deviations that became “relevant”.

» Remediate the noncompliance policies by using predefined Actions, through
the Tivoli Endpoint Manager Console.

» Finally, validate the security configuration update on the endpoint.

We can see these steps summarized in Figure 8-16 on page 325.
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Fixlet -> Relevance Fixlet -> Action

TEM Agent TEM Server TEM Agent

Review Remediate

Security configuration SCM Checklist Security configuration

TEM security check Fixlet / Action TEM security check

Figure 8-16 Remediation flow

Screen saver password policy

According to Table 8-9 on page 302, the CIT001 check verifies whether the
workstation screen saver is secured with a password. In this section, we explain
the steps to fix this vulnerability when it is detected by a Fixlet.

Figure 8-17 shows a computer that is not protected by a password while the
screen saver is visible.

Display Properties

Themes | Desktop | Screen Saver | Appearance | Settings

Screen saver

v[ Settings ][ Freview

W ait: minutes [ O resume, password protect

Monitar power

To adjust monitor power settings and save energy,

click Power.
Pawer...

[ Ok H Cancel ]

Figure 8-17 Workstation without a password-protected screen saver

Security risk: If a workstation owner walks away from a workstation for a
while without a manual “lock” command, this machine becomes vulnerable for
any malicious hacker that gains physical access to it. It is one of the most
common security configuration issues for organizations worldwide.
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When the SCM checks (Fixlets) are distributed to the endpoints, they evaluate
the compliance posture by using the Relevance language. When a Fixlet detects
a workstation as noncompliant, the workstation is reported to the Tivoli Endpoint
Manager Server as “relevant”, and it needs attention from the operator. In this
scenario, the machine, among others, is reporting to the Tivoli Endpoint Manager

Console that it does not have the screen saver with password protection set, as
shown in Figure 8-18.

Ell=
| SOurce Sever|
CAT I1
s 3 )
The systemn configuration is nak set with a password-protected screen saver, {ScreenSaveTimeOut) CATII
The system is configured ko allow the display of the last user name on the logon screen. CAT IIT
This check verifies that Windows is configured to have password protection take effect within a limited time frame when the screen saver be.., CAT IIT
< | o
_assword-protected sCreen saver, (ScreensaverlsSecure) = 0
(/R’ Take Action | & Edit | Copy o Export ‘ Hide Locally  Hide Globally | x Remave
Description I Detais Applicable Computers (2) | Action History (03 I
@ Applicable Computers (2) Computer Narne + | 05 | CPU | Las
_!_ APCLIENT WinxP 5.1.2600 2500 MHz Core ... 89
z APCLIEMTZ WinxP 5.1.2600 2600 MHz Core ... 8/9
o | i

Figure 8-18 ScreenSaverlsSecure policy violation

Because this policy is one of the financial accounting company security policies

that must be remediated, we must initiate an Action from the window that is
shown in Figure 8-18.

Thus, implement the following steps from the TakeAction panel:

1. Click Take Action. In the following dialog, shown in Figure 8-19 on page 327,
you need to select XPCLIENT3 as the Computer Name to be fixed.
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Take Action - 10l =l

Mame: I IThe system configuration is not set with a password-protected sc Create in domain: ISecurity Configuration j

Preset: IDeFauIt j [™ Show only personal pressts Save Preset, ., | [elete Preset, ., |

Target |Executi0n I Users I Messages I Offer I Post-Action I Applicability | Success Criteria I Action Script I

Target:
' Specific computers selected in the lisk below
Al computers with the property values selected in the tree below
" The computers specified in the list of names below (one per line)

Applicable Computers (2) Computer Mame 2 | 05 |
= KPCLIENT WinkP 5.1,2600
= #PCLIENTS WinkP 5.1,2600
KN — i

[8]4 I Cancel |

Figure 8-19 Remediation endpoint target

| BN
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2. Navigate to the Execution tab to define the behavior of this Fixlet. The policy
defines to run the Action automatically whenever the condition appears, or
reappears. You must click Reapply this action and further select whenever
it becomes relevant again, as shown in Figure 8-20. Finally, click OK to run
the remediation.

=1l x|

Marme: I with a password-protected screen saver, (ScreenSaverlsSecure)  Create in domain: ISecurity Configuration j

Preset: I[custom] Default j [~ shaw anly personal presets Save Preset... I Delete Preset, ., |

Target Execution |Users | Messages | Offer | Post-Action | Applicability | Success Criteria | Action Script I

[~ Constraints
I™ Starts on | annizoin =] et [ zssazem = [dient localtime x|

I~ Ends on | afizizonr = st [ zEmizem == cent local time

[~ Run between I 1:00:00 AM j and I 2:59:00 AM j client: local time

™ Run only on I Sur || Mo | Tue | Wed| Thiu | Fri I Sat client local time

™ Run only when IActive Directary Path ;I Imatches ;I I

- Behavior

[ onFailure, retry |3 3: times
& it |1 haur vl between attempts

£ Wait until computer, has rebooted
/ Iv Reapply this action

" while relevant, waiting |15 mrinukes vl between reapplications
\ ™ Limit o |3 3: reapplications

[ start clisnt downloads before constraints are satisfied

[~ Stagger action start times over I ] minutes ko reduce network load

[8]4 I Cancel

Figure 8-20 Defining the Execution behavior

Execution as a Policy: For any Action defined in the Execution tab, you
can select “Policy” in the Preset drop-down list. An Action that becomes a
Policy means that the Action is enforced whenever a change on a target
machine violates the Policy. For a Policy, this evaluation and remediation
are automatically executed by the Agent without any server or operator
intervention. This evaluation and remediation are automatically executed,
even if the target machine is disconnected from the financial accounting
company network.
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3. After you initiate the execution, an Action Information window is displayed.
Here, you can view the status of the remediation, as shown in Figure 8-21.

Summary |Computers (1) I Target I

* Status

0.00% Fixed (0 of 1 applicable computers)

Status Count Percentage
Running 1 100.00%
¥ Source

This action's source is the Fixlet message "The system configuration is not set with a password-protected
screen saver. (ScreenSaverlsSecure)” in the "XYZ DISA chklist for WinXP" site.

Figure 8-21 Remediation running

4. After a while, the Status display changes and shows Fixed as the final
message (Figure 8-22).

Surnrary |Computers (1) I Target I

 Status

100.00% Fixed (1 of 1 applicable computers)

Status = Count Percentage

Fixed 1 100.00%

* Source

This action’s source is the Fixlet message "The system configuration is not set with a password-protected
screen saver. (ScreenSaverlsSecure)” in the "XYZ DISA chklist for WinXP" site.

Figure 8-22 Remediation fixed
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5. If you look at workstation xpclient3 again, you can see that it is protected by
a password on the screen saver (Figure 8-23).

Display Properties E]EJ

Themes | Desktop | Screen Saver | Appearance | Settings

Screen saver

v[ Settings ][ Freview ]

Wait | 105 minuteC )

Monitar power

To adjust monitor power settings and save energy,

click Power.
Pawer...

[ Ok H Cancel ]

Figure 8-23 With a password-protected screen saver

Because this Fixlet was defined as “Reapply this action ... whenever it becomes
relevant again”, either for a direct execution by an operator or by changing the
execution preset to “Policy”, this configuration is reapplied. It is reapplied even if
the workstation is not connected to the financial accounting company network.

Anonymous share must be disabled

According to the requirement CIT101 in Table 8-11 on page 303, the system
must verify whether anonymous share is enabled. In this section, we explain the
steps to fix this vulnerability when it is detected by a Fixlet.

For the first part, it is necessary to check the current configuration of an endpoint
for anonymous shares. Go to a Windows 2003 Server machine and navigate to
Start —» Programs — Administrative Tools and select Local Security Policy.

The Local Security Settings application opens. To visualize the current and
default policy for anonymous shares, expand Local Policies and click Security
Options. Then, scroll down the list of options until you see the policy “Network
access: Shares that can be accessed anonymously”, as shown in Figure 8-24 on
page 331.
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i Local Sec Settings - O] x|

File  Action Wiew Help

= | DE TR @ E

@ Security Settings Policy  / I Securiby Sebking ﬂ
-8 Account Policies MlcrosoFt nebwork server: Digitally sign communications (f client agrees) Disabled
E@ Local Policies Mi:rUsUFt nebwork server: Disconnect clients when logon hours expire Enabled
H (8 Audt Policy Metwork access: Allow snonymous SIDfRName translation Disabled
{8 User Rights Assignment Natwurk access: Do not allow anonymous enumeration of SAM accounts Enabled
-8 Security Options Metwork access: Do nat allow anonymaus enumeration of SAM accounts and shares Disabled

(£ Public Key Palicies

1 oft Restriction Fol Natwurk access: Do not allow storage of credentials or \MET Passports For network authenti,.. Disabled
orbware Restriction Folicies

.g IP Security Policies on Local Computer

Netwurk access:

MNetwork access:

Nstwurk access:

Metwork access:

Natwurk access!

Let Everyone permissions apply to anonymous users
Mamed Pipes that can be accessed anonymousky
Remotely accessible registry paths

Remotely accessible registry paths and sub-paths
Restrict anonymous access to Mamed Pipes and Shares

Disabled
COMMAP, COMNODE, SQUVQUERY, SPOOLSS, netlogon, Isarp
System\CurrentControlSetControlProductOptions, Sysker
SystemiCurrentControlSetiContro\Prink\Prinkers, Systemis
Enabled

—»

Uthenticate as themseles

haring and security model for local accounts
+: Do nok store LA Manager hash value on next password change Disabled

Natwnrk security: Force logoff when logon hours expire Disabled

Metwork, security: LAN Manager authentication level Send MTLM response only
Natwnrk security: LDAP client signing requirements Meqotiate signing
Metwork, security: Minimum session security for NTLM 5SP based (including secure RPC) clients o minimum

Netwurk security: Minimum session security for MTLM 55P based (incuding secure RPC) serv... Mo minimum

Recovery console: Allow automatic administrative logon Disabled

Rscuvery console; Allow Floppy copy and access to all drives and all Folders Disabled
Shutdown: Allow system ko be shut down without having ta log on Disabled
Shutdown: Clear virtual memory pagefile Disabled

Mok Defined =
| r

|ﬂ—=|a'15v5tem crvotooraphy: Force strona key protection For user kevs stored on the comouter
4

Figure 8-24 Default anonymous shares enabled

At the Tivoli Endpoint Manager Console, navigate to Fixlets and Tasks. There,
you can see the appropriate Fixlet as true, or relevant (alarm), for this
noncompliant security configuration (Figure 8-25).

Search Fixlets and Tasks

£l O

Marne | Source Severit & | Sike: ;I
Applicability - Microsoft Windows 2003 M3, x86 or x64 WYE [_I
Adrinistrator automatic logon is enabled. CATI WNEL
Anonymous shares are not restricked. CATI W21
AutoPlay/autorun From Autorun.inf CATI WNEL
Remote contral of & Terminal Service session is allowed. CATI BYZI
Solicited Remaote Assistance is allowed, CATI BEL
The Send download LanMan compatible password option is not set to Send MTLMvZ response onlyirefuse LM, CATI WNEL
The system is configured to autoplay removable media, CATI WNEL
The system is configured to store the LAN Manager hash of the password in the SaM, CATI WNEL
Unapproved Users have access to Debug programs. CATI W21
Unauthorized named pipes are accessible with anonymous credentials, CATI WNE L

ACLs for event logs do not conform ko minimum requirements. (AppEvent,Exvt) CATII
‘l— Co . b | e

‘?ﬂ-’ Take Action | o Edit | Copy | ==:Export | Hide Locally  Hide Globally | x&amove |

Description | Details  Applicable Computers (1) |.o.ction Histary (0} |

@ Applicable Computers (1) Computer Mame 2 | [0} | CPU
% TEMSERVER. \Win2003 5,2,3790 2500 MHz Core 2 Duo

| Last Report Time:
g/10/2011 §:01:46 PM

4 | i

Figure 8-25 Anonymous shares Fixlet as true or relevant
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To fix this condition, you need to implement the following steps (similar to “Screen
saver password policy” on page 325):

1. In the Fixlets and Tasks dialog, click Take Action. In the following dialog,
shown in Figure 8-26, you need to select TEMSERVER as the Computer

Name to be fixed. When you click OK, the Action is executed.

ake Action

MName: I Unauthatized shares can be accessed anonymausly.

=0l %]

Create in domain:  |Security Configuration

Preset: IDeFauIt

j ™ Show only personal presets

Save Preset, . | Delete Preset,., |

Target |Executlon| Users | Messagesl Offer | Post-Action Appllcahlhtyl Success Criteria | Action Scrlptl

Target:

% Bpecific computers selected in the list below

£ All computers with the property values selected in the tree belaw

" The computers specified in the list of names

below (one per line)

@ applicable Computers (13

i

05

CPU

| Last Repatt Time

Caomputer Narme
E TEMSERVER

Winz003 52,3790

2500 MHz Core 2 Dun

8{10/2011 8:55:01 PM

o | ¥
P
Figure 8-26 Take Action to remediate a security configuration issue
2. After the Action completes successfully, you can open the Local Security
Policy application again on the endpoint. You can verify that no shares are
enabled (Figure 8-27).
—oix
Flle  Action Wiew Help
& - E=N=a0E
(58 Security Settings Palicy # | Security Setting [ -l
8 Account: Policies | o] Microsoft network server: Discornect cliznts when logan hours expire Enabled
=8 Local Palicies f|Hetwork access: Allow anonymous SIDfMame translation Disabled
H 8 Audic EDhCV ) Nstwurk access: Do not allow anonymous enumeration of SAM accounts Enabled
#1-C8 Liser Rights Assignment twork access: Do not allow anomymous enumeration of SAM accounts and shares Disabled
(& Securky Options 0 not allow storage of credentials or JNET Passports For network authenti,.. Disabled
(21 Public Key Policies
L . et Everyane permissions apply ko anonymaous users Disabled
(£ Software Restriction Policies "
- . : Mamed Pipes that can be accessed anonymously COMMAR, COMNODE, SQLLQUERY, SPOGLSS, netlogon,lsarpe, 5. .
g IP Security Policies on Local Computer ) .
: Remotely accessible registry paths SystemiCurrentControlSetiControl\ProductOptions, System|C. ..
: Remately sccessible registry paths and sub-paths SystemiCurrentControlSetiContral\PrintiPrinters, SystemiCurr ..
+ Restrict anonymous access to Named Pipes and Shares Enabled
a ——
haring and security model For local accounts [asslc - local users authenticate as themselves
Network security: Do not store LAN Manager hash walue on next password change Disabled
[R8]Hetwark security: Force logoff when logan hours xpire Disabled
etwark security: LAMN Manager authentication level Send NTLM response only
etwark security: LDAP client signing requirements Meqgotiske signing
etwork security: Minimum session security for NTLM S5P based {including secure RPC) dients Mo minimum
etwork security: Minimum session security for MTLM S5P based (including secure RPC) serv... Mo minimum
ecovery consale: Allow autamatic administrative logan Disabled
Recovery cansole: Allaw floppy copy and access to all drives and all folders Disabled
hutdavan: Mlow system to be shut down without having to log on Disabled
Shutdnwn: Clear wirtual memory pagefile Disabled
wskem cryptagraphy: Force strong key protection For user keys stored on the computer Mot Defined ;I

Figure 8-27 Anonymous shared disabled

332

Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager




Run this Action only one time: Because this Fixlet is targeted for a Windows
Server, the financial accounting company leaves this Fixlet as the default
Action behavior, which executes the Action one time. The company does not
select a different Profile. The company selected this approach because this
approach has more control over the server environment. Only Windows
Server administrators can change any configuration settings in this
environment.

Linux remediation

The third policy control to be remediated in our example is about a Linux RHEL 5
requirement. According to the requirement, which is CIT306 in Table 8-14 on
page 305, the password must be changed at least every 90 days on every Linux
server system. In this section, we describe the necessary steps to fix the
vulnerability detected by this Fixlet (security check).

As we described in “UNIX Fixlets” on page 322, Tivoli Endpoint Manager works
differently for UNIX and Linux endpoints.

The Linux and UNIX evaluation executes a Task that runs each of the defined
SCM controls in a batch, which differs distinctly from the real-time assessment
used in a Windows environment. When the batch file runs, the results are
evaluated on the desired endpoints. These results are logged and available to
the corresponding Fixlet controls for evaluation. The Fixlets then use the
Relevance language to examine the log and determine relevance. The results
appear in the console, where compliance can be determined.

The financial accounting company deploys the Task called Deploy and Run
Security Checklist RedHat/CentOS 5. It must be deployed before Tivoli Endpoint
Manager can check the security configuration compliance on Linux and UNIX
endpoints.

To execute this Task, select the Custom Site that hosts the Linux endpoint
components. In this case, it can be either CITSSE100 for RHEL 5 vi.0 or DISA
chklist for RHELS. Follow the steps:

1. Expand one of the Custom Sites and select Fixlets and Tasks.

2. Select the Task Deploy and Run Security Checklist RedHat/CentOS 5, as
depicted in Figure 8-28 on page 334.
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Search Fizlets and Tasks Pl a

| site
for RHEL 5
for RHEL 5
4| | i
=0
ﬁlake Action | # Edit | Copy | ==Export ‘ Hide: Locally  Hide Globally | 3 Remove
Description | Details | Applicable Computers (1) I Action History () I
Description
Deploy this action before verifying that the security audit fixlets are relevant.
Actions
® Click here to deploy and scan. |

Figure 8-28 Linux main Task to deploy the checklist

3. Click Take Action.

4. In the Take Action dialog, select the Target endpoints by choosing the group
membership RHELS5, as shown in Figure 8-29, and click OK.

ake Action — Ol x|
Iame: | Deploy and Run Security Checklist RedHatjCentos 5 Create in domain: ISecur\ty Configuration 'I
Preset: IDEfauIt j I show only personal presets  Save Preset.,, | Delete Preset,.. |

Target |Executiun | Lsers | Messagesl Offer I Post-Action I Applicability | Success Criteria | Action Script |

Target:
{* Spedfic computers selected in the list below
1~ all computers with the property values selected in the tree below
" The computers specified in the list of names below {one per line)
E@ Applicable Computers (1)
fj By Retrieved Properties
E-F5 By Group

Computer hlame T

e |thels Linux Reed Hat Enterpi

S Winizk3 (0]
G waini7 (D)
L i ()

o i
Ok I Cancel |

Figure 8-29 Linux target endpoint
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This Task deploys the main SCM script called runme.sh, which prepares the
Linux systems to be analyzed by Fixlets. As soon as each Fixlet becomes
true, it appears on Tivoli Endpoint Manager Console as relevant.

5. By listing the /etc/shadow file on your Linux host, shown in Figure 8-30, you
can check that the maximum age is not set. The information is stored on field
“5” for each user ID. At this time, there are only two users with the appropriate
configuration set: virtuser and operation.

root@rhel5s:/etc

File Edit View Terminal Tabs Help

virtuser:%1%sCsc3nEpSbjgaiOLi@cRclhléptRnm/:15202:0:90:7:::
operation:$1s%oBLn.brK$gIqlPT1k2kEDEBCL2q2MdO:15202:0:90:7:::
paul:slsfel3cllwsaqUO4QYVgcMO9YX97HQBW,/:15203:0:99999:7:::
michael:$1Swo5zRw09%2efLTyRBYPrsH4gZ4Mjdp0:15203:0:99999:7:::
john:$1SWrEbHWKBSS72XpImtQ4z4525N. XUR. : 15203:0:99999:7: : :
mary :$1$xDVdIbPXsgnmdO1lhUtLL/8ulL10CEDD1:15203:0:99999:7:::
jack:s1sL3vlyopystQQLTiwdefMIz0Z1hkNHp1:15203:0:99990:7:::
smith:5%1$XavQDuulsEC/x9csZ5DtTEUSpwhRIBO:15283:0:99999:7:::
juca:$1sFX2Nh7Rq%93ToujHxqYFY4k. fvrtpv@:15203:0:99999:7:::
nilton:$1STxfXtHOQSyvpmilUTbuXiTYpxzI051A1:15203:0:99999:7:::
carl:s1sn.L3mé.JsYQrancB.Kicqtu99ad5kb/:15203:0:99999:7:::
barne:$1%2d4dr2elsWkRPKPs9UuirRN9NGcbld. :152083:0:99999:7:::
mitiko:$1%d.aM1120%vI0v]ja2eDXK5a6Z36TAUC]115203:0:99999:7:::
[root@rhels etc]#

Figure 8-30 Linux account information on /etc/shadow file

[»]

In the Console, you can see the relevant Fixlet for this server, as shown in

Figure 8-31.
Search Fidlets snd Tasks L2 0
Mame | Source Severit £ |i|
Library File Permissions - RedHat/Cent05 5 CATII
Local Initialization Files Permissions - RedHatfCentos 5 CATII
Login Delay - RedHat/Centos 5 CATII
i n P rd Age - RedHak/C ]
Minimum Password Age - RedHat/Cent0S 5 CATII
Minimum Password Age - RedHat/Cent0s 5 CATII
Minimur Password Length - RedHat/CentCQS 5 CATII
Password Complexity - alphabetic characters - RedHatfCentQs 5 CATII
Password Complexity - alphabetic characters - RedHat/CentQs 5 CATII
Password Complexity - numeric characters - RedHat/Cent03 5 CATII
Password Complexity - special characters - RedHat)Centos 5 CATII
Remote consoles - RedHat/Cent0s 5 CATII
Required Metwork, Services For Operation - RedHat/Cent05 5 CATII
Reserved System Account GIDs - RedHat/Cent0S & CATII
Reserved System Account LIDs - RedHatfCentOs 5 CATII
Root access encryption via ssh - RedHat/Cent0s 5 CATII o
Rook access encryption via ssh - RedHat/Cent0s S CATII
Root home directory permissions - RedHat/Cent0S 5 CATII
Sendmail Help Command - RedHat/Cent0s 5 CATII
shells Permissions - RedHat/Cent0s 5 CATII
Single User Mode Password - RedHat/Cent25 5 CATII
Ssunnnrt Far rhnsks in PARM - RedHat (Cent0s 5 I CATITT _ILI
4 3

Figure 8-31 Tivoli Endpoint Manager Console: Linux maximum age password Fixlet
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6. As with the previous Fixlets, to remediate this issue, you must navigate to the
Take Action dialog and choose the targeted endpoints for this remediation.

7. After you receive the status “Fixed” in your Console, you can navigate to a
Linux console and check the results in your /etc/passwd file. The result is
shown in Figure 8-32.

root@rhel5:/etc

File Edit View Terminal Tabs Help

virtuser:$1%sCsc3nEp$sbjqaiOLi@cRclhl6ptRnm/:15202:0:90:7:::
operation:$1%oBLn.brK$gIqlPT1k2KEDEBCL2g2Md0:15202:0:98:7:::
paul:$15Tel3cLlwsaqUo40YVgcMI9YX97HgBW,/ :15203:0:90:7:::
michael:$15wo5ZRwB9%2eTLTyR8YPrsH4qZ4Mjdp0:15203:0:90:7:::
john:$1SWrEbHWKOS572Xp0ImtQ4z4525N.XUR. :15203:0:90:7:::
mary:$15xDVdIbPXsgnmd@1lhUtLL/8uL10CEDDb1:15203:0:90:7:::
jack:$1sL3vUyopystQOLTiwdefM9z0Z1hkNHp1:15203:0:90:7:::
smith:$1$XavQDuul$EC/x9csZ5DtTEUSpwhRIBO:15203:0:90:7:::
juca:$1sFX2Nh7Rg$93TIoujHxgYFY4k. Tvrtpv®:15203:0:90:7:::
nilton:315TxfXtHOgSyvpmilfbuXiTYpxzI051A1:15203:08:90:7:::
carl:$1sn.L3m6.Js$YQrancB.Kicqtu99ad5kb/:15203:0:90:7:::
barne:$1%2d4dr2el$WKRPKPsSUuirRNONGcbld. :15203:8:90:7::: =
mitiko:%1%d.aM1120QsvIO0vja2eDXK5a6Z3GIAUC1:15203:0:90:7:::
[root@rhels etcl# ]

D

Figure 8-32 Linux with password age set

8.2.5 Practice

We described several preferred practices for an SCM design in 4.4, “Security
configuration management solution design” on page 165. To complement these
practices, we show several examples related to implementing an SCM solution
that were used by the financial accounting company:

» Before enabling external Sites, validate whether there is any organization that
makes available the content for all the platforms that you plan to manage. The
financial accounting company uses content provided by DISA, because it can
greatly help ease the management process.

» Itis not possible to update control values directly on external Sites. Therefore,
create at least one Custom Site for each managed platform and clone the
related controls required for your organization from the external Site to the
Custom Site. The financial accounting company created two Custom Sites for
each platform, due to the top/down and bottom/up strategies. Depending on
your situation, you might have a different Custom Site requirement. For
example, you might need different policies for different countries,
departments, or environments (such as test, quality assurance (QA), and
production).

» Follow a naming convention to create Custom Sites that makes sense for your
organization. This practice can better manage your environment. Document
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this naming convention. Ensure that the operators who can create objects in
Tivoli Endpoint Manager follow the naming convention.

» Use machine groups to manage Site membership rather than connecting
machines directly to Sites. This approach improves the management process
and can help maintain a more consistent Tivoli Endpoint Manager
environment.

» The most common approach to enforce security controls for your endpoints is
to first evaluate an actual security posture within your IT environment. Then,
map your findings and requirements to an existing FDCC or DISA standard.
For example, a top/down approach is the preferred approach for organizations
with well-documented policies. For organizations without properly
documented policies, a bottom/up approach is the only option. For a
bottom/up approach, agree on a due date for the necessary controls so that
you can have a policy and the appropriate controls implemented,
documented, and monitored as soon as possible.

» Avoid merging checklists into one Custom Site. This approach can influence
the administration and maintenance of the environment in future releases.

8.3 Project scope change

Often, new requirements are identified during a project implementation. Some of
those requirements might gain priority over other activities that were planned at
the beginning of the project. It is the responsibility of the project manager to
redefine and negotiate this project scope change.

In this section, we do not intend to describe how to negotiate or develop a project
change meeting. We show a scenario where the Tivoli Endpoint Manager
architecture provides enough flexibility to add additional tasks to the project
without significantly affecting the project timeline. The scope change for the
financial accounting company occurred because of a recent incident related to its
industry.

8.3.1 Monitoring anti-virus health

The financial accounting company was required to submit to a critical and recent
Payment Card Industry - Data Security Standard (PCI-DSS) auditing process.
The IT governance group was unable to provide sufficient information about
PCI-DSS® Requirement 5.

3 For more information, see the PCI document library:
https://www.pcisecuritystandards.org/security_standards/documents.php
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PCI-DSS Requirement 5: Requirement 5 is part of the section to “Maintain a
Vulnerability Management Program”. In particular, the requirement dictates
that an organization must “use and regularly update anti-virus software or
programs”.

Based on the outcome of the audit, the IT management and governance group
asked to include a compliance report about the anti-virus deployment and
security posture for the first iteration of the project.

Flexibility: The main objective of this project scope change is to demonstrate
how Tivoli Endpoint Manager provides a flexible and fast way to add new
functionalities. It is not necessary to install additional modules or components.
We enable a new external Site from any licensed module, and with a few
customizations, the new report goes into production.

Enabling Client Manager for Endpoint Protection external Site
Similar to the steps in “Enabling SCM external Sites” on page 3086, the first step
is to subscribe to an external Site. We need to gather Site content from an IBM

Fixlet server. Follow the next steps:

1. In the Console domain selector, choose BigFix Management — License
Overview to display an overview of the Available Sites for Security and
Compliance. Click Enable for the Client Manager for Endpoint Protection
Site in the List Panel on the license dashboard. This action adds the Site to
the Enabled Sites, as shown in Figure 8-33 on page 339.
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~ Security and Compliance

Expiration Date: 12/30/2021

Product License Counts:

Enabled Sites Subscribed Computers
BES Asset Discovery 0
Client Manager for Endpoint Protection 3
DISA STIG on Windows 2003 DC v6r1.18 0
DISA STIG on Windows 2003 MS v6ri 18 0
DISA STIG on Windows 7 vir2 0
DISA STIG on Windows XP v6r1. 18 0
DISA STIG Checklist for AlX 6.1 0
DISA STIG Checklist for RHEL & 0
SCM Checklist for FDCC on Windows XP 0
SCM Reporting 0
Security Policy Manager 2
USGCH Checklist for Internet Explorer 8 0

Available Sites:

Enable BigFix Client Compliance (IPSec Framework)
Enable BigFix Client Compliance Configuration
Enable Device Management for Windows Mobile
Enable DISA STIG on Windows 2008 DC v6r1.11
Enable DISA STIG on Windows 2008 MS v6r1.11
Enable DISA STIG on Windows Vista v6r1.18

Enable Linux RPM Patching

Enable Patches for AlX

FEEERERES

Enable Patches for ESX3

Computers subscribed to any of the above sites use up a license for Security and Compliance.

Figure 8-33 Enabling the Client Manager for Endpoint Protection external Site

called Endpoint Protection (Figure 8-34).

0 All Content

@ BigFix Management

@ Endpoint Protection )

{3 Security Configuration

@ Systems Lifecycle

Figure 8-34 Tivoli Endpoint Manager domains

2. Now, we can see a new domain in the Tivoli Endpoint Manager domain panel

Click Endpoint Protection to visualize and configure the external Site “Client

Manager for Endpoint Protection”.
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Important: The Tivoli Endpoint Manager for Core Protection offering,
based on the Trend Micro solution, is associated with the Endpoint
Protection domain, as well. However, the Client Manager for Endpoint
Protection external Site is part of the Tivoli Endpoint Manager for Security
and Compliance offering.

Subscribing the endpoints to be monitored

The operation of the Client Manager for Endpoint Protection external Site is
similar to other Sites that we described in this book. It consists of Fixlets, Tasks,
Analysis, Dashboards, and wizards.

To prepare this Site for our case, we execute the following steps:

1. Inside the Endpoint Protection domain, in the navigation tree, select Sites —
External Sites. Then, navigate to the Computer Subscription tab.

2. Select the endpoints to be part of this Site.

Supported vendors: The anti-virus names that are shown in the Console
reflect several of the supported vendors. There is no relation between the
vendor name and the usage with the financial accounting company. We
used several vendors to be vendor-agnostic.
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Mot Activated
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Mot Activated
Mot Activated
Mot Activated
Mot Activated
Mot Activated
Mot Activated
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3. Activate the Analysis, based on the anti-virus environment that is shown in

Figure 8-35.

Trend Micro OfficeScan Client Information
Symantec Antivirus 10,2 For Mac - Client Information
Symantec Antivirs - Yirus Information

Symanker Antivirus - Client Information - Windows MT/2000/P 2003 Yist af2008/7/2008 R2

Sophas Anti-Virus Client Information - 9.x

Sophas Anti-Virus Client Information - 7.x

Sophos Anti-virus Client Information - 4.6x/6,x

Sophos Anti-Virus Client Tnformation - 3.4, 13

Remavable Media: History of Cannected USE Drives

McAFee YirusScan: On-Demand Scan - Configuration Infarmation (Part 2)
McAfee YirusScan: On-Demand Scan - Configuration Tnformation (Part 1)
McAfes YirusScan Enterprise 8.5/8.7 - Virus Information

McAfee Yirusscan 8. for Mac - Client Information

McAfee YirusScan - Client Information - MetShield 4.5

McAfee YirusScan - Client Information

McAFee GroupShield - Client Information

McAFes AVERT Stinger InFormation

155 Proventia Desktop

eTrust Anti-virus Clisnt Information - 8.x

eTrust Anti-virus Client Information - 6.007.x

Client Manager For Endpoint Protection
Client Manager for Endpaint Prokection
Client Manager for Endpaint Prokection
Client Manager for Endpoint: Protection
Client Manager for Endpaint Prokection
Client Manager for Endpaint Prokection
Client Manager for Endpoint, Protection
Client Manager Far Endpaint Pratection
Client Manager for Endpaint Prokection
Client Manager for Endpaint Prokection
Client Manager for Endpoint: Protection
Client Manager For Endpoint Protection
Client Manager for Endpaint Prokection
Client Manager for Endpoint, Protection
Client Manager for Endpoint Protection
Client Manager for Endpaint Prokection
Client Manager for Endpaint Prokection
Client Manager for Endpoint: Protection
Client Manager For Endpoint Protection
Client Manager for Endpaint Prokection

Q. jiuiivae QDeativate | Edl | Export | Hide Locally Hide globally | 96 feove

sta/2006/7/2008 R2

Description IDataMs | Results | Applicable Computers (2) |

Description

This analysis contains information about the Symantec AntiVirus application installed on the computers in your deployment.

After activating this analysis, you will see the following properties:

Symantec AntiVirus Client Version

Symantec AntiVirus Client Service Status
Symantec Definition Watcher Service Status
Symantec Virus Definition Version

Figure 8-35 Client Manager for Endpoint Protection Analysis

Monitoring the anti-virus compliance

After you enable Client Manager for Endpoint Protection, subscribe the
endpoints, and run the Analysis, you can view the status of the anti-virus
deployment and security posture in the financial accounting company. You can
then provide reports to the auditors to check on the current level of PCI-DSS
compliance.

Anti-virus administration: The objective of this book is to present Client
Manager for Endpoint Protection compliance reports. It is not our intention to
show how to manage anti-virus deployment from Tivoli Endpoint Manager.

To access the real-time information related to anti-virus deployment (PCI-DSS
Requirement 5.1) and information related to the health posture of the anti-virus
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deployment (PCI-DSS Requirement 5.2), it is necessary to access the report
Client Manager for Endpoint Protection (CMEP) Overview, as depicted in

Client Manager for Endpaint Pratet
& =

Anti-Virus Health Status Anti-Malware Vendor Products Installed

50000

47432
45000
39034
\
30000
15000
o © s R -
19034 J“a & 4 o ;é‘éh 0@99 &
¥ S & o
@ « &

W Heafthy Old Definitions W AV Stopped W Other / None Q‘s“’ éfiﬁ
Anti-Vfirus Deployment Information Anti-Malware Latest Available Definition
BES Agents Deployed 108942 McAfee Thu, 11 Aug 2011
Computers with Anti-Virus 98942 Symantec Thu, 11 Aug 2011
Anti-¥irus Agents Deployed (including multiple AV per computer) 98942 Trend Micro Thu, 11 Aug 2011
Ccomputers with Multiple Anti-Virus Agents Deployed 8242 sophos nta

eTrust Man, 28 Fab 2011

Proventia Desktop nta

Windows Defender nfa

Figure 8-36 CMEP Antivirus Overview report

The CMEP Overview report provides a summary of the anti-virus health posture
in the financial accounting company deployment. The left side of the overview

window contains the anti-virus health status pie chart and anti-virus deployment
information statistics. The right side contains the anti-virus deployment numbers

graph by vendor, and the dates of the latest available anti-virus definition for each
vendor product.

The anti-virus status information is the most important information that is
provided, as shown in Table 8-16.

Table 8-16 Anti-virus status definition

Status Definition

Health This machine is adequately protected and up to date.

Old Definition The virus definition needs to be updated.

AV stopped The anti-virus application or service is not running.

Other/None This machine uses an unsupported anti-virus, or no anti-virus
is installed.
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We must focus on any systems with a status other than “Health”. In our case, we
discovered many systems with an “Old Definition”, “AV stopped”, or “Other/None”
status. These statuses leave the financial accounting company in a
noncompliance position. These statuses characterize a severe issue with the
security control and process of the company, which must be investigated and
remediated.

You initiate the investigation by clicking inside the graphic pie chart, where the
status shows a problem. You can drill down and check the problematic machines.
Next, you must prioritize which issue to address first.

Other/None

This anti-virus status does not necessarily imply a problem. Some operating
systems do not use anti-virus, such as Linux and AIX. These machines are
probably categorized with this status.

Thus, our suggestion is to look at the endpoints with a status of “Other/None”.

You can filter the machines that must be excluded as “problematic” (Linux and

AIX), and you can create a better view of the number of machines that actually
pose a problem.

Deploy anti-virus

For machines that reported an anti-virus software that is not officially supported
by the IT organization, use Tivoli Endpoint Manager to uninstall the discovered
anti-virus software. Then, reinstall a supported version by using the Windows
Software Distribution Wizard, which is part of the Tivoli Endpoint Manager for
Lifecycle solution.

Anti-virus stopped and old definitions

Use the Console to fix problems on systems that run the Tivoli Endpoint Manager
Agent.

If the Agent is not running on the endpoint, you can execute a Fixlet related to the
anti-virus problem. Within the Endpoint Protection domain, navigate to the
Troubleshooting — Client Not Running folder, as shown in Figure 8-37 on
page 344.
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1] Endpaintt Protection Damain

EI--S Client Manager for Endpoint Protection

u| CMEP Overview

McAfee (4)

Trend Micra (3}

&l % Manage Definition Updates {32)
Manage Scanning (2)

. @ Configuration ()

= @ Deploy A% applications (4)
McAFee AVERT (2)

ﬁ windows Defender (2)
= @ Troubleshooting {24)
Client Not Running {20}
Mo AY Installed (4)

f i
BigFix Antivirus Nat Running - Windows 9x/ME
eTrust Antivirus 7.2 Mot Running - Windows $P/2003 (x64)
eTrusk Ankivirus 7.3/8.3 Mok Running - Windows 9xME
eTrust Antivirus 7.:/8.x Nok Running - Windows MT/2000/<P/2003
eTrust Antivirus §.x Mot Running - Windows XP2003 (x64)
eTrust InoculatelT 6.0 Mok Running
153 Proventia Deskkop Not Running
McAfes YirusScan Mok Running
McAfes YirusScan Mok Running - McAfee YirusScan §.x For Mac
McAfee VirusScan Service Mok Running
Sophas Anki-Yirus Mok Running - 3.x/4.1%

Sophas Anki-Yirus Mak Running - 4.6

Sophos Anti-Yirus Mok Running - 6,307

Sophos Anki-Yirus Mok Running - 9.x

Symantec Anti-Virus Mot Running

Symantec Antivirus Mok Running - Symantec Antivirus 10,2 for Macinbosh

Symantes Anti-Yirus Service Mok Running

Trend Micra OfficeScan Mot Running - Windows 95/98/ME

Trend Micra OfficeScan Mok Running - Windows NT/2000/%P 2003 Wistal 2008/ 72008 R2

Figure 8-37 Managing anti-virus stopped

For problems related to Old Definition files, you must use the Fixlets within the
Manage Definition Updates folder, as shown in Figure 8-38.

J Endpaint Pratection Darnain

E‘--S Client Manager For Endpoint Protection

- _all| CMEP Owerview
@ wwarnings (1)
[]--@ Reports (213

Create Update Task
‘windows Defender Update 'Wizard
eTrust (5)

MchAfes (6)

Sophos {1}

Symantec (113

Trend Micro {3)

‘windows Defender {0)

Manage Scanning (2)

@ Configuration (2)

@ Dieploy AY applications (4)

e @ Troubleshoaoting {24)

-5 Device Control

£

#-£2] All Endpoint Protection

Mame

AUDIT: Cutdated eTrust Antivirus 7.x Definitions Detected

AUDIT: Cutdated eTrust Antivirus 7. Definitions Detected - Windows $Pf2003 (x64)

AUDIT: Outdated eTrust Antivirus & x Definitions Detected

ALUDIT: Outdated eTrust Antivirus 8.x Definitions Detected - Windaws XPJ2003 {x64)

ALDIT: Outdated eTrusk InoculsteIT 6.0 Wirus Definitions Detected

ALDIT: Outdated Trend Micro OfficeScan Smart Scan Pattern File Detected - Windows 2000)%P/2003Wista/ 20087 /2005 B2
UPDATE: Cukdated MoAfes Yirus Definition Detected

UPDATE: Outdated McAFee Yirus Definition Detected - Auta Run Policy Wersion

UPDATE: Cukdated MoAfes Yirus Definition Detected - MoAfes VinasScan 8. for Mac

UPDATE: Cutdated Meafee Yirus Definition Detected - Meafee YirusScan 8558, 7

UPDATE: Cutdated Meafee Yirus Definition Detected - Meafes YirusScan 8if8.5if8. 7i - Auta Run Policy Yersion

UPDATE: Cukdated MoAfes Yirus Definition Detected - MetShield 4.5

UPDATE: Cutdated Sophos Anti-Yirus Yersion Detected - SAY 5 and Earlier

UPDATE: Cukdated Symantec Anki-Virus Corparate Edition Yirus Definition Detected

UPDATE: Oukdated Symantec Anti-Yirus Corporate Edition Yirus Definition Detecked - Auto Run Policy Yersion

UPDATE: Cukdated Symantec Anki-Virus Corporate Edition Yirus Definition Detected - Auto Run Policy Version - Windows MNT
UPDATE: Cutdated Symantec Anki-Virus Corparate Edition Wirus Definition Detected - Auto Run Policy Version - Windows 2Pf2003 (x64)
UPDATE: Cukdated Symantec Anti-Yirus Corporate Edition Yirus Definition Detecked - Windows MNT

UPDATE: Cukdated Symantec Anki-Virus Corparate Edition Yirus Definition Detected - Windaws $PJ2003 {x64)

UPDATE: Cukdated Symantec Anki-Virus Yirus Definition Detected - Symantec Antivirus 10,2 Far Macintosh (PowerPC CPUY
UPDATE: Cukdated Symantec Anti-Yirus Yirus Definition Detected - Symantec Antivirus 10,2 For Macinkosh (Intel CPUY
UPDATE: Cukdated Symantec Anki-Yirus Yirus Definition Detected - Windows 95/95/ME

UPDATE: Cukdated Symantec Anki-Virus Yirus Definition Detected - Windows NT/2000%P/2003/vist /20057 (2008 R2
UPDATE: Outdated Symantec Endpoint Protection Wirus Definition Detected

UPDATE: Cukdated Trend Micro OfficeScan Yirus Pattern File - Windows 95/98(ME {Old Pattern File Format)

UPDATE: Cutdated Trend Micra OfficeScan Virus Pattern File Detected - Windows 95095/ME

UPDATE: Outdated Trend Micra OFficeScan Yirus Patkern File Detected - Windows NTf2000/%P (Old Patkern File Format)
UPDATE: Qutdated Trend Micro OfficeScan Yirus Pattern File Detected - Windows NT/2000/%Pf 2003/ Vista/2008/7 2008 R2
UPDATE: Cukdated Trend Micra OfficeScan Virus Pattern File Detected - Windows /2003 Vista 20087/ 2008R2 (x64)
UPDATE: Dukdated Trend Micro ServerProtect Virus Patkern File Detected

UPDATE: Oukdated Trend Micro ServerProtect Yirus Patkern File Detected (Old Pattern File)

WARMING: Access ko Trend Micro OFficeScan Clint Services are restricked

Figure 8-38 Managing old definition files
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Report by vendor: You can also select individual vendors to display a
customized pie chart and summary, which can help prioritize the correction
options for a vendor. For example, you can select to view only the Trend Micro
report. The dashboard displays the Trend Micro health status pie chart, the
date of the latest definition release, and a list of related Analyses with either
Activated or Not Activated status.

8.4 SCM administration and maintenance

One concern related to IT projects is how to keep the entire ecosystem (servers,
applications, databases, processes, and networks) safe and up to date. Another
concern is how to provide continuous improvements to stay aligned with current
business requirements and future changes in those requirements.

These requirements do not differ in an endpoint management ecosystem.
Sometimes, they become more intense, because this ecosystem is no longer
confined to the premises of an organization but can be distributed worldwide.

To mitigate these inherent risks, we defined an endpoint management lifecycle
guide for the financial accounting company administrators and users, after
completing the initial professional services deployment project. The proposed
lifecycle flow is shown on Figure 8-39 on page 346.
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Implement

~ Review
" policies

Figure 8-39 Endpoint management lifecycle

Every administration cycle in this flow is governed by the central circle in the
diagram, named Policies, standards, controls, and procedures. Policies,
standards, controls, and procedures must be well-documented at the beginning
for the project design. You also might include the Business Requirements and
Functional Requirements. However, from our standpoint, these requirements are
external factors that connect with this flow from a peripheral aspect only.

This flow is completed one time during the professional services deployment.
Then, the flow is maintained by the financial accounting company teams.

This lifecycle represents a continuous improvement process, because IT,
business, and functional requirements change frequently. After the cycle
completes for the first time, there are no more start or conclusion points. In the
following sections, we describe all lifecycle steps:

» Design

After the corporate policy and the standards of the organization are defined or
confirmed, it is necessary to map the security controls for the policy and
standards to the Tivoli Endpoint Manager checklists. If the controls are not
available on any current checklist used for production, it is necessary to
validate whether the controls are available in any of the other checklists.
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Always verify whether there are available updates by accessing the Security
Configuration Domain dashboard. Look at the newsletters called Tivoli
Endpoint Manager Mailing Lists*, where you can check for new content
available for Tivoli Endpoint Manager.

» Implement

The financial accounting company might use more than one Custom Site for a
specific purpose. However, it is important to have only one Custom Site in
production at a time. To manage the Custom Sites, we suggest “versioning”
as part of the naming convention, to differentiate what is in production at a
certain time. When a new checklist version is ready, it can be moved to
production and the old Custom Site (checklist) is removed. If necessary, you
can keep both checklists in production for a few days to ensure that all actions
run well. This approach can use more resources on endpoints.

» Audit Bases

It is important for the administrators or operators to always monitor and
generate alerts and auditing information for SCM reports. When production
operations begin, you want to report on compliance postures, execute
security control, and identify what endpoints must be remediated based on
priorities and risks. Later, we suggest that you use real-time reports for
operations, such as to validate correct security controls, and use history
reports for auditing, compliance, and management reporting.

» Adjust exceptions

Any management tool that generates many false positives can cause
monitoring problems and can mask critical problems. “If everything appears
critical, how do we know what must be addressed first?”” To avoid this
situation, you must adjust the exceptions configuration from time to time. We
suggest this adjustment on a bimonthly base, or when the average
percentage of noncompliant endpoints increases abnormally.

» Review policies

This cycle is critical to keep the endpoint management environment
aggregating value to the organization and aligned with the business and
functional requirements. We know that organizations are living organisms,
and the business requirements can change based on several variables. The
policies and standards to follow these requirements are constantly updated,
as well. So, it is critical to have a process to analyze which security policy and
standards changed since the last Tivoli Endpoint Manager implemented
checklist. It is critical to see which updates on Tivoli Endpoint Manager are
necessary to align the solution to those security policies and standards.

» Approve

4 You can access the Tivoli Endpoint Manager Product Mailing Lists at this website:
http://www.ibm.com/support/docview.wss?uid=swg21505679
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After the policies revision is concluded, the next step is a formal process to
approve those changes and to define a timeline to apply them to the Tivoli
Endpoint Manager environment. After the changes are approved, the policies
must be documented as security standards. For the financial accounting
company, most standards are documented on the financial accounting
company corporate security standard (CITSSE100). The standards are sent
to the Design cycle to define how they must be implemented by using Tivoli
Endpoint Manager.

8.5 Real-time reports

You can use the real-time reports feature with the Security and Compliance
Analytics component, which is a historical information tool, to provide powerful
reporting capability to Tivoli Endpoint Manager. The real-time reports feature is
provided by Tivoli Endpoint Manager Web Reports Server, as introduced in 3.1,
“Logical component overview” on page 64.

8.5.1 Tivoli Endpoint Manager real-time reports requirements

Tivoli Endpoint Manager Web Reports accesses the Tivoli Endpoint Manager
database to obtain SCM information to provide more operational reports. The
requirements for the first project phase relate to the automation of report
distribution. In the second project phase, the financial accounting company
designs other reports to gather additional information from the environment.

The real-time reports feature has the following requirements:

» Enable the administrators, operators, and auditors to access the Web Reports
Console, as described in Table 8-17.

Table 8-17 Web Reports access

Name Logon Role

John Miller jmiller Administrator
Mark Evans mevans Operator
Monica mparlangelo Auditor

Mary Lord mlord Auditor
Patrick James pjames Operator
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» Send the following reports by email:

— Computer Compliance Summary for Windows 2003
— Computer Compliance Summary for Windows XP
— Analysis List

» Distribute the reports to key Tivoli Endpoint Manager operators and
administrators, as shown in Table 8-18.

Table 8-18 Report distribution

Report name Frequency Receiver
Computer Compliance Daily Mark Evans
Summary for Windows

XP

Computer Compliance Daily Patrick James
Summary for Windows

2003

Analysis List Daily John Miller

8.5.2 Tivoli Endpoint Manager real-time reports basic configuration

For the real-time report configuration, we use the following steps:

» “Enabling access to Web Reports Console”
» “Reports to distribute by email” on page 350
» “Distribute selected reports” on page 352

Enabling access to Web Reports Console

The first step is to create the users who access the Web Reports Console and
then assign access roles for them.
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By using the Web Reports Administration page, you can create new users, as
shown in Figure 8-40. You need to specify the full name of the person, a user
logon name, and password, and assign a role.

f c A 12 L - A (O nps/192168.210.131 fwebreportsTpage=CreateUs 17 - | S - Google

| IBM 155T Workbench | Tec.., k-) BigFix Technical Search || IBM SWG (-} Lotus Connections ﬂ Software Sellers Workp...

) Create User - Tivoli Endpoint Manage...| +

Web Reports

: Preferences :: Logout
Explore Data | ReportList FLUIGTGTEELT]

Scheduled Activities | Filter Management | Address Book | User Management | Datasource Seftings | Errors

User Management - Create User

Full name: Patrick James
User logon name: pjames

Password: sssssssssss
Confirm password: sssssssssss

Role: operatar + Create new role

Create user

Done @ “

Figure 8-40 Web Reports Administration

Reports to distribute by email

Next, you must configure the environment to distribute the required reports. Use
the following steps:

1. Use the Web Reports Console. Configure the email server by clicking
Administration —> Address Book — Email Server settings. Type the email
Simple Mail Transfer Protocol (SMTP) server name and click Test. You
receive an email, shown in Figure 8-41 on page 351, to confirm the
configuration was correct.
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| |2\ Inbox | Q. |

“% QuickFilker:  « Unread Starred = Contact ) Tags (&4 Attachment Filter these messages... <Ckrl+F> >

fi]

3¢ delete

10:09 PM

Lgreply - iz Forward E@archive ijunk

from WiebReportsSystem

subject Weh Reports Test Email

Lo You other actions -

This is a test email from Web Reports.

Figure 8-41 Email test to configure server to receive report

Back in the Web Reports Console, click Save.

Add the contact information for the people to receive the email by clicking
Add contact on the same Administration menu. Then, provide the email
addresses.
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Distribute selected reports
For the financial accounting company, we distribute three reports daily:
1. The Analysis List report must be distributed to the administrator, John Miller,

to check the key Analysis status for the Tivoli Endpoint Manager environment,
as depicted in Figure 8-42.

Search Computers }J n
Web Reports . ,
A Preferences :: Logout
SidLCeE RS Report List | Administration
ersion: 8.
| Computers | Content | Actions | Operators | Unmanaged Assets | Custom |
Analysis List* Export to CSV - Printable Version = | Save Report ‘ ‘ Save Report As | |=
‘E Filter Save Filter - Load
[=] Charts Add Hi
[= Content
Edit Columns ~ | ‘ Sort * ‘
Progress Name A sitename
Not Activated Bandwidth Throttiing Status BES Support
Not Activated BES Client Helper Service BES Support
Not Activated BES Client Logging Service Version and Extensions BES Support
Not Activated BES Component Versions BES Support
Not Activated BES Health Checks Analysis BES Support
Not Activated BES Management Rights BES Support
Not Activated BES Relay Cache Information BES Support
Not Activated BES Relay Status BES Support =
< i v

Figure 8-42 Analysis List report
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2. The Computer Compliance Summary for Windows XP report is distributed to
Mark Evans. The Computer Compliance Summary for Windows 2003 report
is distributed to Patrick James. An example report is shown in Figure 8-43.

{:‘ Computer Compliance Summary - Web Reports - Windows Internet Explorer

=10 ]

@?}' IQhttp:;‘,itemservar.demo.tivo\i‘com,l’webreports?paga=CustDmRBport&RepDrj )| % IGoog\e

e

Eile

Edit  Wiew Favorites Tools Help

ﬂf f{ﬁ @ Computer Compliance Summary - Web Reports

| | @"E;qvl-_;}ﬁagev@molsv >

<

— Select Report Parameters
Benchrnark: | X¥2 DISA chklist for WinxP A
Generate Report
— v
LPr

Benchmark KYI DISA chiklist for WinxP

Report Generated Wed Aug 17 2011 15:14:33 GMT-0400

Total Computers 56539

Compliant Computers 0 ({0%)

Non-Compliant Computers 568233 (100%)

Caomputer Compliance Average

*:_

25.0%
Overall Compliance Devices by Compliance Percentage
z
£
£
=
2
-
Q 100m
z
2
®
]
S S g S
& g .-p’"’ S g & & »§‘J"
Gompliance Percentage
Computer Details
Computer Mon-Compliant  Compliant | Percent Compliant| Last Report Time
HPCLIENTZ 211 71 25.2% Mon, 15 Aug 2011 21:07:00 -040
HPCLIENT 212 70 24.8% Mon, 15 Aug 2011 19:47:23 -0410
HPCLIENTS z11 71 25.2% Wwed, 10 Aug 2011 21:52:16 -041
TEMCLIEWT-XP z1z 7o 24 6% Mon, 15 Aug 2011 21:11:0& -04(

=

Figure 8-43 Computer Compliance Summary report
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Follow these steps:

1. From the Web Reports main window, click Administration — Scheduled
Activities — Create scheduled activity.

2. Define all parameters necessary for generating the report. For the financial
accounting company, the reports are generated daily with no expiration. They
are sent to operators and the administrator. The three resulting definitions are
shown in Figure 8-44.

Web Reports

Explore Data | Report List 0[0TG TE LT
Scheduled Activities | Filter Management | Address Book | User Management | Datasource Settings | Errors

Scheduled Activities

Create scheduled activity

‘ Edit || Enable H Disable H Delete
Select: All, None

Name - ID Creator Type Options Start Time Expire Time Next Time Period
O Analysis List 2 Alisson Campos  Stored report  Email 8/18/2011 1:22 PM  Mone 8/19/2011 1:22 PM | 1 day
[ computer Complance Summary for Win2k3 (John Miller) 4 John Miller Stored report  Email 8/18/2011 1:30 PM  None 8/19/2011 1:31 PM | 1 day
[ computer Complance Summary for Windows XP (Alisson Carmpos) | 3 John Miller Stored report  Email 8/18/2011 1:27 PM  None 8/19/2011 1:31 PM | 1 day

Figure 8-44 Scheduled report distribution
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3. After the reports are generated, they are distributed. The recipients receive an
email with the attached report, as shown in Figure 8-45.

5 Gebmal - | ke [ Adiress Book

Ly Search all messages... <ChrHCs P
[ Inbox Q.| -
% Quick Filter: Unread  Starred [ Corkact ) Tags (& Attachment Filter these messages.., <CtrHF> 5

pos

# [Tivoli Endpoint Manager] Report Notification -Compliance status © alisson Campos
) G Led reply [~ ] Furwardl (&) ar[hivel (0 junk | 3¢ de\etel
subject [Tivoli Endpoint Manager] Report Notification - Analysis status 1:22 PM
to Vou other actions ~
Flease check the analysis status on attached file =
Analysis List
Progress Name Sitename Activated By (Analysis)  Activation Time {Analysis)

Mot Activated Bandwidth Throttling Status BES Support =none> =none>

Mot Activated BES Client Helper Service BES Support <none> <nonex

Mot Activated BES Client Logging Setvice Yersion and Extensions BES Support “nones “nones

Mot Activated BES Component Versions BES Support <none> <none>

Mot Activated ~ BES Health Checks Analysis EES Support <none> <none> o

Mot Activated BES Management Rights EES Support <nonex <none>

Mot Activated BES Relay Cache Information BES Support <nonex <nones

Mot Activated BES Relay Status BES Support <nonex <nones

Mot Activated eTrust Anti-virus Client Information - 6.0/7 % Client Manager for Endpaint Pratection <none “nones

Mot Activated eTrust Anti-Virus Client Information - 8.1 Clignt Manager for Endpoint Protection <nonas <nones

Mot Activated IS5 Proventia Desktop Client Manager for Endpoint Protection <nones <nones

Mot Activated Maintenance Window Analysis BES Support =none> =none>

Activated Globally McAfee AVERT Stinger Information Client Manager for Endpoint Protection Fri, 12 Aug 2011 22:02:15 +0000

Mot Activated MeAfee GroupShield - Client Inforration Client Manager for Endpaint Pratection <none <nones

bt Activatad bl Afas Wi r . Clisnt | Cliont Wanarer for Endnnint Bratact; neny neny =
(&1 attachment: attachment.htm 7.4 K& =

|[E2 | 1 message downloaded Unread: 1 | Total: 2

Figure 8-45 Example of a report received by email

For more information about how to create, configure, and distribute reports
through Tivoli Endpoint Manager Web Reports, see the Tivoli Endpoint Manager
Web Reports Guide:

http://publib.boulder.ibm.com/infocenter/tivihelp/v26rl/topic/com.ibm.t
em.doc_8.2/Platform/Web_Reports/c_background.html

8.6 Conclusion

In this chapter, we described the approach of the financial accounting company
to design and implement its security configuration and compliance management
(SCM) module, by using IBM Tivoli Endpoint Manager for Security and
Compliance.

First, we introduced the design approach for the financial accounting company of

documenting at a high level the current organization standards and security
requirements for the operating system platforms. By using this information, we
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mapped the requirements to the DISA checklist and improved the number of
controls. We defined the checks to implement on Tivoli Endpoint Manager.

Then, we created and customized the design approach. We chose several
checks to demonstrate step-by-step how to implement the checks on Tivoli
Endpoint Manager. We showed the interaction and how to fix the security control
problems on the endpoints. We also described implementation practices to help
improve environment administration and maintenance related to SCM within
Tivoli Endpoint Manager.

Next, we suggested a project scope change scenario. The financial accounting
company showed a noncompliance issue related to PCI regulation, Requirement
5 (anti-virus related). We showed how Tivoli Endpoint Manager flexibility helped
to report the compliance status. We explained how we used Tivoli Endpoint
Manager to fix the noncompliance issue for this PCI section.

We also briefly described and demonstrated SCM real-time reporting
functionalities, based on the Tivoli Endpoint Manager Web Reports Server. We
provided SCM information in real time to administrators, operators, and the
management team.

Finally, we described the administration and maintenance of the endpoint
management ecosystem. We explained that a security configuration and
compliance solution is never finalized. It must be continuously improved. You
must revisit the processes and technical configuration frequently so that they are
always aligned with business and functional requirements.

In the final chapter of our business scenario, we look at Security Compliance
Analytics reporting closely.
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Phase IV: Security
Compliance Analytics
reporting

In this chapter, we describe the design approach of the financial accounting
company to design the reporting solution for security configuration management.
The Tivoli Endpoint Manager Analytics platform is used with the module called
Security and Compliance Analytics. With this module, the financial accounting
company can create reports based on the security configuration management
content. We describe the solution in the following sections:

» “Design” on page 358
» “Implementation” on page 361
» “Usage” on page 366
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9.1 Design

In 8.1.3, “Designing a new policy model”’ on page 301, we introduced the security
policy CITSEE100 in many variants for multiple operating systems. The financial
accounting company plans to create reports to show the current compliance
status for its entire IT endpoint environment by using the Security Compliance
Analytics solution.

As presented in 5.1.1, “Current IT infrastructure” on page 188, the financial
accounting company currently manages more than 100,000 endpoints. The
company plans to increase this number in the future (5.2, “Business vision” on
page 194). The reporting design must address the requirement from a hardware
performance, user, and access management perspective.

9.1.1 Hardware design

In 5.6, “Implementation approach” on page 205, we proposed the physical

architecture for the financial accounting company Tivoli Endpoint Manager

solution. Because we focus on the Security Compliance Analytics reporting
system, Figure 9-1 shows the areas of interest.

Production Zone Intranet
Restricted
Im
Management Zone
. TEM Analytlcs
Windows 2008 Wlndows 2008 Wmdows 2008 web reports
TEM Server Report Server TEM Analytics Server
Controlled Secured Controlled

Figure 9-1 Tivoli Endpoint Manager Analytics part of the physical architecture

Internet

Uncontrolled

All machines used for reporting, including the source of data (Tivoli Endpoint
Manager Server), user authorization information (Tivoli Endpoint Manager Web
Reports server), and dedicated Tivoli Endpoint Manager Analytics server, are in
the Management Zone. Access to the reporting web interface is granted from
within the intranet only.
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In 4.5, “Security and compliance analytics solution design” on page 178, we
introduced several preferred practices to follow when implementing Security
Compliance Analytics. The financial accounting company decided to set up a
storage area network (SAN) solution with fast hard disk drives organized in a
RAID 10 matrix. Because of the size of the managed environment, each critical
database is in an independent storage location. Figure 9-2 shows a high-level
design of the current solution.

Load
tract {ransfo™
irach:
E r

<& Reports —

~—

User authenlication
TEM Analytics
web interface

%o//>§ ///o//>

TEM Analytics

TEM Web Reports

slele

Log tempdb
SAN/RAID 10

Figure 9-2 High-level analytics design for the financial accounting company

The Tivoli Endpoint Manager Analytics platform uses data from Tivoli Endpoint
Manager Server through the extract, transform, and load (ETL) process. The
platform can use Web Reports as an authentication source for user credentials at
the time of the login request (this functionality is supported for native Web
Reports user accounts only). Users can access the Tivoli Endpoint Manager
Analytics interface by using a supported browser. The Tivoli Endpoint Manager
Analytics server interacts with the SAN for the Microsoft SQL Server storage
requirements. Firewall rules must be modified for specific components to enable
the usage of the additional hosted service.

For additional information about hardware requirements and guidance for the

Tivoli Endpoint Manager Analytics setup, see 4.5.2, “System and hardware
guidelines for Analytics” on page 181.

9.1.2 Computer grouping

Tivoli Endpoint Manager Analytics uses computer groups to associate users to
the machine scope, exceptions to computers, and aggregate values or trends
over time on a defined subset of objects.
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Computer groups can be organized in a hierarchical tree, which means that a
child computer group inherits definitions from its parent group. For computer
grouping in Tivoli Endpoint Manager Analytics, the financial accounting company
decided to organize its endpoints into three groups. The three groups present a
few sample operating systems. The financial accounting company uses this
grouping approach for the rest of its managed operating systems:

» Geography:

Asia

Europe

North America
South America

» Production systems:

— Windows XP production
— Windows 7 production

» Test system:

— Windows XP test
— Windows 7 test

9.1.3 Users and roles

To address the separation of duty requirements, we must create a set of user
accounts. Each account is given a set of privileges, organized for different access
levels. The following list presents high-level descriptions of the roles:

» System administrators have full access to the solution. This group executes
any functionality that is provided in the solution.

» Report viewers can run reports. No data modification is allowed for this group.

» Configuration administrators can modify or update the computer grouping.
They can modify computer assignment for reporting.

» FException management access level creates and updates the exceptions on a
daily basis.

» Maintenance access level is for a specific group of users to import data
manually, beyond the regular scheduled import settings.

9.1.4 Security configuration management content

The financial accounting company, together with the IBM consultant, create
corporate security policies for various operating systems. We originally imported
these policies from IBM provided Fixlet Sites, which are designed as an
implementation of the Defense Information Systems Agency Security Technical
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Implementation Guide (DISA STIG) standard. This security configuration
management content is compatible with the Security Compliance Analytics
platform. This standard can be automatically imported into the Tivoli Endpoint
Manager Analytics database; no additional actions are required.

The Security Compliance Analytics reporting solution needs to import data from
the main Tivoli Endpoint Manager database. The import process is scheduled to
execute every 24 hours.

We now look at the implementation.

9.2 Implementation

We defined the requirements and completed the planning of the Tivoli Endpoint
Manager Analytics rollout. Now, we need to set up the reporting solution, perform
the initial data load, and configure the necessary parameters.

9.2.1 Installing the Security Compliance Analytics solution

IBM provides two methods to install the Tivoli Endpoint Manager Analytics
platform’. You can choose to perform an independent installation. Or, if you
already have a Tivoli Endpoint Manager Agent deployed on the target machine,
you can use the established infrastructure to start the installation process directly
from the Tivoli Endpoint Manager Console.

Because the financial accounting company has Tivoli Endpoint Manager Agents
already running on its machines, the company uses the second option.

By using the Security Compliance Analytics dashboard, shown in the Figure 9-3
on page 362, you can initiate the installation process.

' For the details of the Tivoli Endpoint Manager Analytics installation, see Tivoli Endpoint Manager for
Security and Compliance Analytics Setup Guide:
http://support.bigfix.com/product/documents/dss/SCA_Setup_Guide.pdf
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B Tivoli Endpoint Manager Console

[ Asset Discovery
= ’E-] Configuration Management
J Security and Compliance Analytics
=HE] Checklist Tooks
 Create Custom Checklist Wizard
EJ SCAP Import
J SCAP Report Creation
| External Checklsts (1,839
=] custom Checkists (o)
TB Applicability Fixlets (27}
£ All Security Configuration

=
U All Content

l@ BigFix Management

','\. Patch Management

[3} Security Configuration

F-(*,:: systems Lifecycle

]

Security and Compliance Analytics

1H[=1 E3
Flle Edit Wew Go Tools Help Debug ‘
Back ~ BB Forward « Hgghnw Hidden Content | ) Show Non-Relevant Content | & ¥Refresh Console
i W <ccurity and Compliance Analy e
J Security Configuration Domain ;l

Securty and Compliance Analptics is a web-based reporting and analysis application that aggregates the results of your security
configuration checks and is used for auditing and evaluating success toward continuous compliance with those checks. It includes

role-based access permissions, and provides users with flaxible, historical report filters, measured values, exceptions managerment,

and saved reports. Additional information is available on the Security and Compliance Analytics documentation page

This wizard will help you deploy the Analytics installer to your desired endpoint. Please select the endpaint on which you
would like to install Analytics below, and click Deploy Installer. The selected endpoint must meet the following requirements:
= Operating system must be one of the following: Windows Server 2003, 2008, or 2008 R2 (the list below already filters out

unsupported operating systems)

= An Oracle-based Java JOK (version 1.5 or higher) must be installed.

Supported Endpoints
Computer Hame Operating System CPU Info Memony
MHOD31 65 Win2003 5.2.3790 3000 MHz Pertium 4 3072 MB
MMODZEE Win2003 5.2.3790 3000 MHz Pertium 4 3072 MB
MNOD3167 Win2003 5 2.3790 3000 MHz Pertium 4 3072 MB
MH143003 Win2003 5.2.3780 3000 MHz Pentium 4 3072 MB

Deploy Installer

Hote: If Analtics has already been installed on the desired endpoint, click here to skip this wizard

|Connected to database ‘benterprise’ as user ‘admin’

NN

Figure 9-3 Security Compliance Analytics installation dashboard

Click the Security Configuration domain to access the dashboard. In the
content tree on the left, select Configuration Management — Security and
Compliance Analytics. Follow the instructions. By using the dashboard, you
select a target machine and automatically create a Task to deploy and execute
the Security and Compliance Analytics installer.

Oracle Java Development Kit Version 6: Security Compliance Analytics
V1.1, available at the time of writing of this book, defines a prerequisite for
successful installation. The Oracle Java Development Kit Version 6 Update 18

or newer must be on the endpoint before the Security Compliance Analytics
installation.

Next, proceed to complete the installation and initial configuration by using the
steps described in the Tivoli Endpoint Manager for Security and Compliance
Analytics Setup Guide:

» Provide administrative user credentials.

» Provide the Tivoli Endpoint Manager Server location and database
credentials. The credentials allow data retrieval from the server and
transformation for the data warehousing.
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» Provide (optionally) the Tivoli Endpoint Manager Web Reports server
locations and credentials, to use the Web Reports authentication for the
users. Tivoli Endpoint Manager Analytics, in addition to using its own
authentication, can use the Web Reports database for authentication, as well.

» Manage the initial data import from the Tivoli Endpoint Manager database into
the Security Compliance Analytics database.

After you complete these steps, you can see the first report, which shows the
deployment compliance overview, as depicted in Figure 9-4.

Overview
(Base Report) - Save &g ¥ Configure Yigw.
Compliance History Computers by Compliance Quartile
1000 10
%
C liant H
S0% omp % 5 4
E
8 2
o o o
[ o
ordm c&foe ey fa 0-5% =-508 S0-75% 75-00% 1008

overllcompliance

10 3 Computer Groups including Asia, 14 14 Checklists including scv
5 Europe, Geography, North America, 7 Checklist for FDCC on Internet
[ — Production, Sourth America, and Test [} Explorer 7 Test

o7 CBAM GBS 0614 oI e C6E 06A4

10 £ Computers with O$s including 1,500 1,802 Checks in categories including
5 Win2008R2 617600, Win2008 6.0.6002, 50 Define and Protect Resources, Njs,

o Win2003 5.2.3790, Linux SUSE Enterprise o Security Options Settings, and |dentify
wiEm B Em s

Server 10 (2.6 16 21-0.6-smp), Linux Red and suthenticate Lsers
Hat Enterprise Server 5.6 (2.6 18-258.¢l5),

and Linux Red Hat Enterprise Client 5.6

[2.6.18-238.¢l5)

Check Results Histary

a0

2 W 15 ot Applicable

3 B 7 Hon-Compliant

] 0 Excepted (NC)

& 0 Excepted(C]
o

W 20 compliant

o7 =20 =2 /14

Figure 9-4 Security Compliance Analytics deployment overview

9.2.2 Implementing users, computer groups, and permissions
After the installation and initial data import, Security Compliance Analytics

defines only one user with administrative authority. To create the other users, we
need to define user roles. A user role can have several rights attached to it, and a
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user can be assigned to a role. A single user can be assigned to multiple roles.
The financial accounting company defines the roles (The Administrators role is
already defined after the installation), as shown in Table 9-1.

Table 9-1 Security Compliance Analytics user roles

Role name Description

Administrators Can manage the system and create computer properties
Auditors Can run reports

Computer Group Editors Can define computer groups

Exception Managers Can define exceptions

Import Managers Can run data import

In the next step, you create user accounts and assign them to the defined roles.
After you complete those steps, you need to create computer groups in the
Security Compliance Analytics system.

User access scope is defined by creating a Security Compliance Analytics
computer group. These computer groups are defined by computer properties. A
computer property can be defined by a user with the appropriate privileges.

Computer group distinction: A computer group that is defined in the
Security Compliance Analytics setup is not the same as a computer group that
is defined in Tivoli Endpoint Manager Server. However, it is possible, and can
be set up by an administrator, to define computer groups in a way so the same
scope is covered..

Figure 9-5 on page 365 shows the computer groups defined by using the web
interface in Security Compliance Analytics. We created these computer groups to
address the requirements in 9.1.2, “Computer grouping” on page 359.
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Figure 9-5 Computer groups defined in Security Compliance Analytics

We defined user roles and computer groups. Now, we must create user accounts
and link them to roles and computers.

In addition to the users defined directly in Tivoli Endpoint Manager Analytics, it is
possible to use Web Reports accounts as authenticated users. In the current
release, Tivoli Endpoint Manager Analytics is unable to authenticate against an
Active Directory. If users change their Web Reports accounts password, Tivoli
Endpoint Manager Analytics requires the new set of credentials at the next login
event. This requirement allows an inherited control of password complexity for all
accounts imported into Tivoli Endpoint Manager Analytics from Web Reports. If
the Web Reports account of a user is deleted, and the user is still logged in, the
user can still run reports within the current session.

We created accounts, considering the privileges requirement defined by the
financial accounting company. Figure 9-6 on page 366 depicts a sample user
that is given only auditors authority. The user can run available reports only. The
user is given access to the production computer group. This restriction means
that the user can generate reports against computers that are used by
employees, but not by the IT department.
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Figure 9-6 Sample user definition in Tivoli Endpoint Manager Analytics

Other user accounts were also created, according to the needs of the financial
accounting company. The initial implementation is complete. Next, we describe
the typical usage.

9.3 Usage

366  Endpoint

By using the Security Compliance Analytics solution, users can navigate and
explore security configuration check results. Each computer in the deployment
evaluates the appropriate checks, and each computer reports a pass, fail, or not
applicable for each check. Each computer also reports computer properties and
Analysis values. Analysis values are available only if they were activated in the
Tivoli Endpoint Manager Console.

The security configuration management check results are aggregated by the
Security Compliance Analytics server. They are augmented with computer
properties and Analysis values to provide compliance overviews and drill-down
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lists into the results. Figure 9-7 depicts the structure of the application reports
and paths to the applicable data set.

Overview ]

«{ Computer Groups ] «{ Checks ] [ Checks Results ] [ Exception Results ] [ Saved Reports ]

Computers ]

«[ Checklists ]

Computer Groups ] 4( Detail ] Detail ] 4[ Detail ] 4( Detail ]
( Checklists ] { Computers ] Checklists ] % Computers ] 4 Computer Groups ]
( Computers ) ( Checks ] ( Checks ] [ Checklists ] [ Check Results ]
( Check Results ] [ Computer Groups. ] ( Exception Results ] [ Checks ] [ Exception Results ]

Figure 9-7 Security Compliance Analytics reports structure

The top level lists the general report branches that are available directly from the
main menu of the application (Figure 9-8). The boxes underneath that hierarchy
represent drill-down reports that can be opened after starting the main report.
Certain detailed reports have the same name, but they are listed under different
main report branches. The difference is the scope of the detailed report. For
example, we can open two reports: Computers and Checklists. Both reports offer
the Checks detailed reports. The difference is that, in the first case, the detailed
report lists the checks available for a selected computer. In the second case, the
detailed report lists the checks available within a selected checklist.

b SECURITY AND COMPLIANCE ANALYTICS

Reports =

Overview Saved Reports

(Base Report)

100%

\—\/\’_,vu—\ 74% s
- Complian .

Manz nent
Security and Compliance £ Configure Yiew.

Qyeryiew —
Checklists
Checks
Computers
Computer Group.

i Save As..

Compliance History snpliance Quartile

Check Results
Exception Results 5
Last Import at 08/17/2011 10:01 PM o
50-75%

75-08% 10096

0s/14 e e
avemlicomplance

Figure 9-8 Reports menu expanded in Security Compliance Analytics

9.3.1 Report execution

The Security Compliance Analytics module for the Tivoli Endpoint Manager
Analytics data warehouse solution provides compliance reports for the current
environment. In 8.1.3, “Designing a new policy model” on page 301, we
introduced the security configuration management implementation for the
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financial accounting company. In this section, we continue this scenario and
provide reporting examples. We focus on the CITSSE100 for WinXP V1.0
checklist. In particular, we describe the Password uniqueness does not meet
minimum requirements Fixlet that we customized according to the organization
policy definition.

Fixlet in Console and analytics web page

Figure 9-9 depicts the Fixlet description in its source form as it is provided in the
DISA STIG for Windows XP V6R1.18 Fixlet Site. The Fixlet parameter contains
the default value, so this capture is taken before the customization step.

. Fixlet: Password uniqueness does not meet minimum requirements.

g%lake Action | & Edit | Copy |==Export | Hide Locally Hide Globally | XK Remove

Description IDetaiIs I Applicable Computers (3) I Action History (0) I

Description
Password uniqueness does not meet minimum requirements.
A system is more vulnerable to unauthorized access when system users recycle the same password
several times without being required to change a password to a unique password on a regularly
scheduled basis. This enables users to effectively negate the purpose of mandating periodic
password changes.
Source ID Source Severity DISA Group Title DISA 1A Controls
4.014 CaTII Password Unigueness  TAla-1, [AIA-2
DISA Rule ID DISA Responsibility DISA Yulid (STIG-ID) DISA Documentable
SY-29648r1_rule System Administrator  v-1107 Mot available
DISA Check Content
Analyze the system using the Security Configuration and Analysis snap-in.
Expand the Security Configuration and Analysis tree view.
MNavigate to Account Policies -= Password Palicy.
If the value for "Enforce password history" is less than 24 passwaords, then this is a finding.
DISA Fix Text
Configure the system to remember a minirmum of "24" used passwaords.
Pararmeter: PasswordHistorySize
Default value: 24
Desired value: 24
Compliant if: ==
Desired value for this parameter:
Click "Save" to update the desired value or values for this check,
Note: Parameters can only be set on a custom copy of this check.
Sa\rel
Actions
® Click here to remediate local policy for this issue.

Figure 9-9 Fixlet description in Tivoli Endpoint Manager Console
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After the Fixlet is imported into Security Compliance Analytics, you can see its
description. To open the description page, starting from the Overview report,
select Reports — Checklists. Then, you can locate the checklist that you want.
After you click the checklist name, a list of all checks (Fixlets) is shown. Then,
you locate a Fixlet and click its name. Figure 9-10 shows the Fixlet description.

(Base Repart) " Save &5

Compliance History

1008 10
% B
Compliant ]

S8k armp 5 £
i
8

e o

orf30 0804 0809 B4 07430

Check Properties

Checklist DISA Group Title
DISA STIG on Windows XPwErl 18 Password Unigueness
Category DISA 14 Controls
M4 L1 AL, |4 42
Source DI54A Rule ID
Windows ¥P 5TIG VYersion 6, Release 1.18 SV-2964811_rule
Source ID DISA Responsibilivy
4014 System Administrator
Source Release Date DISA Yulid (STIG-ID)
06,/25,/2010 V-1107
Source Severity
CAT 11

Description

DI54 Check Content
Analyze the syster using the Security Configuration and Analysis shap-in.
Expand the Security Configuration and Analysis tree view.
MNavigate to Account Policies -» Password Policy.
If the value for "Enforce password history" is less than 24 passwords, then this is a finding.

DISA Fix Text

Configure the systerm to remember a minimurm of "24" used passwords.

Overview ~

£ Configure iew. .

Check Results History

B 0 Mot Applicable
B 0 Non-Compliant
0 Ercepted (NC)
0 Excepted ()
B o0 compliant

06/ 08/ 14

Desired Values
PasswordHistorySize
24

& systemn is more vulnerable to unauthorized access when system users recycl e the same password several times without being required to change 3 password to a unique
password oh a regularly scheduled basis. This enables users to effectively negate the purpose of mandating periodic password changes.

Figure 9-10 Fixlet description in Security Compliance Analytics

As you can see, all the information provided in the Fixlet description is also
available in the web interface. Look at the Desired Value section on the right side.
In a customized Fixlet, the Desired Value is equal to 10, according to the financial

accounting company security policy.
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From the environment overview to the checklist scope
After the user is authenticated, the environment overview page is displayed. The

content of the sections depends on the assigned roles and computer groups.
Figure 9-11 shows the overview report:
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s Europe, Geography, North America, 7 Checklistfor FDCC an Internet
[ — Production, Sourth America, and Test [} Explorer 7 Test

o CBAd B 0612 oI EAM D6 06A3

1o & Computers with 08z including 1,50 1,402 Checks in categories including
s Win2008R2 6.1.7600, Win2008 6.0.6002, 50 Define and Protect Resources, N4,
o Win2003 5.2.3790, Linux SUSE Enterprise o

Security Options Settings, and |dentify

Server 10 (2.6.16.21-0.8-smp, Linux Red and suthenticate Users

Hat Entterprise Server 5.6 (2.6.18-238.el5),
and Linux Red Hat Enterprise Client 5.6
(2.6.18-238.¢15)

Check Results Histary

B 15 HotApplicable
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Check Results

o7 o8/ o8/ /14

Figure 9-11 Environment overview page

The overview report contains the following sections:

» Compliance History represents the aggregate check results (compliant or
non-compliant). It includes all computers within the environment that evaluate
security configuration management content. This graph appears on the other
overview type report and addresses the overview-specific scope.

» Computers by Compliance Quartile represents the computers grouped by
compliance level.

» The deployment information provides additional information according to the
overview report scope. This section shows the changes in the totals in a
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predefined time frame. This data can represent the number of computers,
computer groups, checklists, and the total number of checks.

» Check Results History shows the total number of evaluated checks and
results over time. It uses colors to differentiate the specific types of check
results:

— Not applicable: A check that does not apply to a specific computer.
— Non-compliant: A check that is non-compliant on a specific computer.

— Excepted (NC): A check that is non-compliant on a specific computer, but it
is excepted through a manually created exception.

— Excepted (C): A check that is compliant on a specific computer, but it is
excepted through a manually created exception.

— Compliant: A check that complies with the checklist desired values.

From checklist overview to details

You want to collect the specific information about the compliance posture of the
Windows XP machines according to the CITSSE100 for WinXp v1.0 policy.
Therefore, you must create the appropriate checklist reports. Follow the steps:

1. From the Overview report (Figure 9-11 on page 370), select the n Checklists
link in the deployment information section. The n represents the number of
checklists deployed within the environment.

2. Select the Reports — Checklists menu item to switch to the detailed report.

3. Alist of all available checklists is displayed, as shown in Figure 9-12 on
page 372. This report provides high-level compliance information, similar to
the Overview report. However, in this case, the scope is limited to the
Checklist level. The numerical and graphical controls provide the following
information:

— Graph of historical compliance percentage within the checklist.
— Compliance percentage for each checklist.

— Graphical representation of the percentage compliance levels, including
states, such as not applicable, compliant, noncompliant, excepted (NC),
and excepted (C).

— Number of checks within the checklist.

— Number of computers subscribed to the checklist.
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Figure 9-12 Checklists detailed report
Within this view, you can select any checklist report for more details.

Check results details

Because you want to view detailed compliance information about the CITSEE100
for WinXP V1.0 policy, you must switch to the appropriate view:

1. From the menu, select Reports — Check results. Tivoli Endpoint Manager
Analytics displays the default view for that type of report. Because this report
displays all Check Results from the endpoint environment, you must change
the view to include only the machines, checklist, and aspects you want. The
default view of the reports is shown in Figure 9-13.

Check Results

(Base Repart) v saveds.. O Csv 47657 rowrs g Configure View...

Checklist Check Mam e Computer Nanie Compliance

osfon/am1 - oe/ajama
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SCM Checklist for FDCC on Windows ¥P RPC Endpaoint Mapper Client Authentication VEMPSF232-00 Compliant

|

Figure 9-13 Default view of the Check Results report
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Efficiency: Although the number of rows calculated by Tivoli Endpoint
Analytics displayed in the upper-right report table header might be high,
data is retrieved for only those lines that are visible on the window. After the

operator scrolls through the report table, data is automatically retrieved
from the database.

2. The Check Results report provides detailed information about a single check
(Fixlet) within a checklist (policy) for a particular computer. You cannot get a
compliance graph as shown in the previously described reports.

3. When you click a particular Computer Name link (from within Figure 9-13 on

page 372), you can retrieve a detailed history overview, as shown in
Figure 9-14.

Managerment = Account - Help -

A210ws  # Configure View..
Compliance

OF 20,/ 201 - 08,10,/ 201

|

A .
Compliant

. Mon-Corpliant

Mot Applicable

. Mon-Corpliant

———————— pliant

Mot Applicable

-

Figure 9-14 Single check compliance status and history

Within the depicted time frame (displayed as the column header), the control
shows the last known state of the check on an endpoint. The control provides
color and shape encoding of the historical state.
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Customizing the view

With Security Compliance Analytics, you can customize the view and filter results
in a detailed report. These options are available after you select Customize
View in the table header on the upper-right side of each report. The available
customization options for the Check Results report are depicted in Figure 9-15.

Configure Yiew x
-
Columns =
Check
V¥ Checklist [~ ®CCDF Rule Weight
V¥ Check Marme [~ ®CCDF Benchrmark 1D
[~ Category [~ DI5& Group Title
[~ source [~ DIs& 1A Contrals
[~ source ID [~ DIs&Rule 1D
[~ Source Release Date [~ DIs& Responsibility
[~ Source Severity [~ Disavulid (5TIG-1D)
[~ ®CCDF Profile 1D [~ DIs& Docurmentable
[~ ®CCDF Rule 1D [T Desiredvalues
Computer
¥ Computer Mame [~ DMS Mame
[~ Last Seen [T 1P &ddress
[~ os [T Computer 1D
Check Result
[ state [~ Measured Yalues
V¥ Compliance
Time Range
Al
" Last|3 days j
& |08/02/2011 to |08 /14/2011
0730:20108.’01:20108.’03:20108.’05:20108.’07:20108!09}20108."11:"20108."13:20108."15:20108."17}2011 ||
Filters
Include check results which match |all j of the following conditions:
Checklist j inset j -
= =
Subrit
3

Figure 9-15 Customization dialog

The customization dialog contains these sections:
» Columns

Depending on the report type, in this section, you select the columns that you
want displayed in the report. The section is typically divided into subsections if
appropriate. Visible columns are marked with a selected check box.

» Computers
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In this section, you can select the details you want to display for the endpoint.
» Time Range

In this section, you can define the time range that you want displayed in the
report. You can choose between all the available data, the data that was
collected in the last n days, or select a specific date range.

A pink bar at the bottom of this section indicates the selected time range. The
orange dots show the execution times for the ETL processes.

» Filters

In this section, you can define the scope of data to display. Using this
interface, you can define complex conditions. You can select particular
checkilists, individual computers, or groups of computers to filter the report
view based on these computer properties.

The financial accounting company wants to know the compliance posture results
for its CITSSE100 for WinXP V1.0 checklist and the Password uniqueness does
not meet minimum requirements Fixlet. The company wants to evaluate the
desired value of the password uniqueness (according to the policy, the Fixlet
must define a value of 10). Then, the company wants to compare it to the actual
values returned by the Analysis from the operating systems of the endpoints. To
achieve these results, the company configures the columns and the filtering that
are depicted in Figure 9-16 on page 376.
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Figure 9-16 Customize the report for the financial accounting company

After the operator clicks Submit, Security Compliance Analytics applies the new
view configuration and displays the results. A sample report is shown in

Figure 9-17 on page 377. This report addresses the requirements of viewing the
actual compliance posture and the detailed results for this particular check.
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Figure 9-17 Customized Check Results view

Saving reports

The structure of the reports shown in Figure 9-7 on page 367 is complex.
Manually navigating from the initial overview report to the report layout that you
want by applying all the configuration steps every time you need the same report
is frustrating. Therefore, for repetitive designs, with Tivoli Endpoint Manager
Analytics, you can save your detailed reports.

After you configure a report to address your requirements, use Save as to save
the report (see Figure 9-18).

B) SECURITY AND COMPLIANCE ANALYTICS M

Check Results

(Base Report) - O C5Y 3rows| # Configure Yiew...
Checklist Check Name ‘h Computer Name Desired Values Compliance Measured Values
07ABEZ011 - 0BH92011
RYZ CITSSE100... Password unigueness does not meet HKPCLIENT PasswordHistorySize: 10 1 Mor-Carmpliant - PasswaordHistorySize: 0

Figure 9-18 Save your detailed report

You can provide a descriptive report name and optionally specify that the report
is private. By selecting that check box, you limit the ability to see the report to
only the user that created the report. Otherwise, the report is available to all
users granted privileges to view reports. You can combine the ability to view the
report with other current user privileges for computer groups and properties.

You can open the report by selecting the appropriate link in the Reports menu, as
shown in the Figure 9-19 on page 378. Figure 9-19 on page 378 shows a list of
saved reports. You can modify the name of the report or change the scope of
visibility if you are granted that privilege.
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. TivoL ENDPOINT MANAGER ANALYTICS: SAVED REPORTS
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Figure 9-19 Viewing saved report list

In addition to using saved report views, there is another way to directly access a
required report. Tivoli Endpoint Manager Analytics encodes each detailed view
within a particular URL. The report type, column configurations, scope, additional
filtering, and other required aspects are represented by the URL hash string. By
copying the URL and pasting it directly into a browser, you can open the report
that you want without navigating any Tivoli Endpoint Manager Analytics menus.
To access the data, you must be authenticated and authorized to view the
particular report scope. The advantage of this approach is that the URL can be
bookmarked within a web browser to view reports.

9.3.2 Exception management

Exception management is an inevitable aspect of every endpoint management
deployment. Requirements change, solution deployments are delayed, and
systems must conform to old policies and standards longer than expected. These
cases require you to define and manage exceptions. The Tivoli Endpoint
Manager Analytics reporting system provides a specific interface for exception
management. It allows a privileged user to define the scope and time frame of
the exception.

With Tivoli Endpoint Manager Analytics, you can delegate exception
management. Exception management can be tied to individual operators and
associated computer groups. An exception administrator can implement
exceptions only on machines that administrator manages within a defined
computer scope. This capability provides the delegation of exceptions in multiple
tenant environments.

Consider the following organizational hierarchy of the financial accounting
company:
» Financial accounting company:
— Department A:
* Office 1
» Office 2
— Department B
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Operators can define exceptions at the financial accounting company level,
which are applicable in both Department A and Department B. Department A can
define exceptions for both Office 1 and Office 2. An operator in Department A or
Office 2 can see the inherited control exceptions. That operator can define more
control exceptions in its organization (if the appropriate permissions are granted).
An operator in Department A or Office 1 can also see the inherited control
exceptions; however, the operators in Office 1 and Office 2 cannot see each
other’s exceptions. No one in Department B can see exceptions in Department A,
or vice versa.

Exceptions can be defined within constraints. They can be applied to associated
computer groups or a single machine. Exceptions can be set to expire and can
be defined against one or many checks.

Suppressing a single check

We examine a scenario where the policy is distributed among the organization
infrastructure. All checks were gathered successfully from the endpoint, and the
compliance posture evaluation and reporting are successfully implemented. After
a change in the corporate IT security policy, the organization requires that
password uniqueness requires a new value. This decision is distributed among
the organization to all employees. Due to communication problems with offices in
the Asia region, the organization was unable to announce the effectiveness of
the new policy worldwide. Due to security reasons, the company decided that the
new setting must be effective immediately. To avoid a 100% failing security
posture for endpoints in Asia, the company must create an exception for that
check for the Asia region. The time frame ends on 14 September 2011.

Figure 9-20 on page 380 depicts a sample exception definition.
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Figure 9-20 Exception definition

The exception contains the natural language description of the reason for the
exception. This particular exception is configured for a single check, but it can
either exclude whole checklists or groups of checks. As decided by the
organization, all checked results from the endpoints in the Asia group are
affected by this suppression. The exception is effective until 14 September 2011.

If there is a need, you can update an exception, for example, due to wrongly
defined due dates, by using the same user interface. In addition to the
information that is shown in Figure 9-20, the saved exception always maintains a
history of its changes. If we need to change the expiration date of the previously
defined exception to 7 September, the case is shown in Figure 9-21 on

page 381. Examine the Exception History that is now displayed in the regular
dialog.
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Figure 9-21 Defined exception with updated history

After the exception is defined, a privileged user can run the reports. The
expected result is that the compliance level is now higher for the checklist
compliance, because the endpoints in Asia are not reported as noncompliant.
See Figure 9-22 on page 382. The compliance level changed from 5% to 22%.
This compliance level was calculated based on the number of computers and
checks within the site. Also, notice the changes in the bar graph. The light green
color indicates the percentage of excepted checks.
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Figure 9-22 Checklist compliance level with (bottom) and without (top) effective exception

On the detailed view, the check is reported as Excepted. The characters in
parentheses indicate the original state of the check:

» Compliant - (C)
» Non compliant - (NC)

Figure 9-22 shows an example of excepted checks, for various states before the
exception was applied. If you want to see the state of the Fixlet, the detailed
check results report displays the status by using a graphical representation
(Figure 9-14 on page 373).

9.4 Conclusion

In this chapter, we followed the financial accounting company requirements for
compliance reporting. We introduced the Tivoli Endpoint Manager Analytics
platform with the Security Compliance Analytics module. We established a
reporting environment and presented the reporting capabilities. We provided
additional information about the maintenance of the reporting solution.

382  Endpoint Security and Compliance Management Design Guide Using IBM Tivoli Endpoint Manager



Service offerings

Organizations in today’s ever-changing market need to improve service, reduce
cost, and manage risk. Organizations need a dynamic infrastructure, which is
instrumented, interconnected, and intelligent. A smarter approach requires
speeding time to value, by using proven experience, reducing project risk to
improve the return on investment (ROI) of IT, and expanding the business impact.

To get there faster, IBM Software Services for Tivoli provides consulting services,
skills enablement, and world-class support. Our services are aimed at helping
you move faster, which is key in today’s rapidly evolving environment. With our
services, you can get your Tivoli software solution into your organization quickly
and effectively, putting it to work to solve key business challenges.

Guiding principles for Tivoli Endpoint Manager

Many IBM professionals, clients, and IBM Business Partners are interested in
understanding and scoping Tivoli Endpoint Manager services projects. The IBM
Security Tivoli Endpoint Manager team delivers hundreds of engagements. We
deploy the infrastructure to small (fewer than 7,500 endpoints), medium (fewer
than 100,000 endpoints), and large (more than 10,000 endpoints) accounts
worldwide.

In this appendix, we outline some of the guiding principles that emerged over
time that can contribute to a quick and effective implementation of the Tivoli
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Endpoint Manager platform regardless of whether the emphasis is workstations,
servers, or both. Above all else, it is key to be aware of three things about Tivoli
Endpoint Manager deployments.

Scale and expertise

Speed

The platform is highly scalable (up to 300,000 endpoints managed by one server)
and the installation of the server-side software is simple. You can install the
server-side software with no training, but this step is only the first step. The
successful deployment and configuration of the complete platform require
significant expertise. For example, the traditional Tivoli Endpoint Manager
service teams regularly deploy the solution to small clients with fewer than 7,500
endpoints and 5 - 10 locations with only 32 hours of services delivered remotely.
For someone who is inexperienced in these deployments, this effort can easily
exceed 200 hours. And, due to the power of the platform, it is possible that this
inexperienced individual can introduce significant risk into the production
environment. So, if you decide to forego professional services involvement in
deployments, explore all training options available and certify the key personnel
involved in the deployment to mitigate risk and avoid lost time.

Due to the scalability of the solution and the low requirements for dedicated
hardware, the solution can be deployed rapidly. In fact, there are cases when the
traditional Tivoli Endpoint Manager teams deployed the solution to over 100,000
endpoints over a single weekend. This example is not normal, however, and
typical deployments spread out over 2 - 3 months. Most of this time is spent on
non-technical deployment work, for example, getting agreement and access from
key players, procuring hardware, and getting access to Relays). In cases where
IBM services professionals participate in deployments, the actual on-site service
presence over the course of this time is limited. It is typically 2 - 3 days for small
deployments and 5 - 10 days for larger deployments.

Solutions, process mapping, and integrations

Due to scale limitations, competing solutions frequently impose a distributed (or
federated) management paradigm on the organization. This paradigm can
require excessive headcount and result in multiple points of failure. The Tivoli
Endpoint Manager solutions, in contrast, all rely heavily on distributed processing
from a centralized console. Tivoli Endpoint Manager services professionals work
hard to help reap the benefits of this massive scale and centralized control.
Unfortunately, it is sometimes difficult for organizations to fully understand the
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importance of this new paradigm until the platform is fully deployed, at which
point priorities frequently shift dramatically.

Due to this predictable shift in priorities, the Tivoli Endpoint Manager services
teams encourage organizations to defer work on integrations and process
mapping until after the platform is deployed. This strategy is often referred to as a
land and expand strategy, and it is the hallmark of almost all successful Tivoli
Endpoint Manager deployments. In cases where extensive process and
integration work is done before platform deployment, we find that the time to
complete the deployment is compromised. Also, after the platform is deployed
and begins to be used as an intelligence gathering engine, many of the key
assumptions that underlie the up-front process and integration work are
destroyed.

As a result, we learned that most successful organizations deploy the platform
rapidly, use it to gather intelligence for further decision-making, and then make
investments in process definition and integrations as required. If there is concern
that the budget might not be available to support post-deployment activities, we
suggest allocation of reasonable funds for post-deployment hours to provide the
organization with a reasonable level of comfort.

Phased implementation methodology

In support of the land and expand strategy, we suggest the following phased
deployment strategy.

Phase I: Platform deployment

This phase consists of a comprehensive deployment of the Tivoli Endpoint
Manager Agent to all endpoints in the organization. Success in phase | is a
precursor to subsequent efforts, because all Tivoli Endpoint Manager solutions
rely on a single Agent, regardless of the operating system. Phase | culminates in
activating key Tivoli Endpoint Manager policies for assessment only, which
eliminates the need of time-consuming change control procedures in most
environments.

Phase II: Solutions implementation

This phase consists of a systematic adoption of each licensed solution based on
priority, opportunity, and any key discoveries that are made by the assessment
policies. Most of the Tivoli Endpoint Manager portfolio can be activated with no
additional software installations. As a result, this phase contains the following key
activities:

» Verification that the platform is ready to accept the incremental use case

» Assistance with preferred practice configuration and use of the solution

» Migrations and minor customizations that might be required to address
unique business requirements
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The Tivoli Endpoint Manager services teams frequently deliver QuickStart
services that consist of platform deployment plus a series of solutions workshops.
These services tend to greatly accelerate the learning curve of the operational
teams of the organization and overall success with the solutions at a minimal
cost.

Phase lll: Integrations and custom reporting

Integrations and customized reporting requirements are addressed in phase lIl.
Many organizations effectively used the Tivoli Endpoint Manager solutions for
years with no investment in integrations. As the Tivoli Endpoint Manager solution
set continues to mature, however, opportunities for dramatic operational or ROI
impact are increasingly available. Especially, configuration management
database solutions (CMDBs), ticketing systems, and asset management systems
opportunities are increasing.

Custom reporting is also typically reserved for phase Ill. Unlike many competing
solutions, investments in custom reporting tend to be modest. However, many
organizations can achieve substantial benefits from a handful of strategic custom
reports. Many straightforward reporting extensions are within the reach of Tivoli
Endpoint Manager administrators. Other extensions require more advanced
development skills.

Service offerings overview

Many Tivoli Endpoint Manager services are delivered through standardized
offerings that are contracted for through predefined statements of work (SOW).
These services are designed primarily to address phase | and phase I
requirements. In each case, they are pre-sized at a level designed to support
deployments of various sizes. All the standardized service offerings are designed
to facilitate client self-reliance and longer-term success with the product. It is
incumbent on organizations to assign qualified and focused resources to the
project and that these resources continue on the project for at least 1 - 2 years.

Tivoli Endpoint Manager packaged service offerings and QuickStart continue to
evolve over time. The following link is the best way to find the current offerings:

http://www.ibm.com/software/tivoli/services/consulting/offers-provision
ing.html#provisioning_tem

Table A-1 on page 387 outlines the basic structure of the services offered.
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Table A-1 Packaged services: Fall 2010

Class of Offering name Purpose

offering

Platform IBM QuickStart Fixed fee platform deployment for up to

Offerings Deployment Service for 7,500 endpoints in up to 15 locations.
Tivoli Endpoint Manager | See Table A-2 on page 388 to estimate

scale for larger deployments.?
Solutions IBM Lifecycle (48 hrs) Lifecycle Management Solution
Offerings Management QuickStart | Implementation Services for Windows

Services for Tivoli
Endpoint Manager

Patch Management, Asset Discovery,
Software Distribution, and/or Power
Management. Multiples of this offering
might be required for some
organizations.

IBM Advanced Lifecycle
Management QuickStart
Services for Tivoli
Endpoint Manager

(96 hrs) Lifecycle Management Solution
Implementation Services for UNIX/Linux
Patch Management, Data Security
Standard (DSS) Software Asset
Management, and OS Provisioning.
Multiples of this offering might be
required for some organizations.

IBM Security and
Compliance Quickstart
Services for Tivoli
Endpoint Manager

(96 hrs) Security and Compliance
Solution Implementation Services for
Endpoint Protection, Security
Configuration and Vulnerability
Management, Windows Patch
Management, and UNIX/Linux Patch
Management. Multiples of this offering
might be required for some
organizations.

Tivoli Configuration
Manager to Tivoli
Endpoint Manager
Migration Workshop

(32 hrs) Migration Planning Workshop
for clients that want to replace Tivoli
Configuration Manager with Tivoli
Endpoint Manager.

Assistance/
Augmentation
Services

IBM Expert Assistance
Services for Tivoli
Endpoint Manager
(small)

(150 hrs) A pool of hours to assist a client
with Platform Deployment, Solution
Implementations, Custom Fixlet
Development, Custom Reporting, and
Mentoring/Coaching.
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Class of Offering name Purpose
offering
IBM Expert Assistance (300 hrs) A pool of hours to assist a client
Services for Tivoli with Platform Deployment, Solution
Endpoint Manager Implementations, Custom Fixlet
(medium) Development, Custom Reporting, and
Mentoring/Coaching.
IBM Expert Assistance (600 hrs) A pool of hours to assist a client
Services for Tivoli with Platform Deployment, Solution
Endpoint Manager Implementations, Custom Fixlet
(large) Development, Custom Reporting, and
Mentoring/Coaching.

a. Recommended relative effort calculations for platform deployments larger than
7,500 endpoints.

Additional effort due to the number of endpoints and locations can be estimated
by using Table A-2.

Table A-2 Additional effort

Endpoints/locations Additional effort
(estimated)

Fewer that 7,500 endpoints N/A
Fewer than 15 locations

7,500 - 14,000 endpoints 30 hrs.
15 - 30 locations

15,000 - 30,000 endpoints 60 hrs.
30 - 100 locations

30,000 - 90,000 endpoints 120 hrs.
100 - 500 locations

90,000 - 250,000 endpoints 180 hrs.
500 - 1,000 locations

250,000 - 999,000 endpoints 260 hrs.
1,000 - 3,000 locations

Platform deployment services

Platform deployment services help organizations to establish a sound Tivoli
Endpoint Manager deployment and begin to build the complementary
administrator expertise required to keep their deployment healthy. Activities in
deployment projects are generally broken into three phases.
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Deployment planning
In this activity, the Tivoli Endpoint Manager services teams typically perform
these services:

1.

Initiate and lead a project planning and coordination call (approximately
1-1.5hrs).

Deliver a pre-deployment planning checklist or email request to complete in
preparation for attending the technical planning calls.

Initiate and lead a few pre-deployment technical planning calls (typically, less
than 1.5 hrs each).

4. Deliver a deployment architecture and hardware sizing memo.

5. Document resource requirements for the duration of the project.

6. Validate the completion of pre-deployment activities before scheduling on-site

deployment activities.

On-site deployment activities

In this activity, the Tivoli Endpoint Manager services team typically assists you
with these tasks:

1.

Install the Tivoli Endpoint Manager software on the main Tivoli Endpoint
Manager Server.

Install and configure the Tivoli Endpoint Manager Console software on at
least one device. This component can be installed on the main Tivoli Endpoint
Manager Server.

Install and configure the Tivoli Endpoint Manager web server software on at
least one device. This component can also be installed on the main Tivoli
Endpoint Manager Server.

. Select an appropriate Agent deployment mechanism and develop and test an

Agent deployment package. Multiple packages, typically not in excess of
three packages, can be provided, as well.

Deploy the Tivoli Endpoint Manager Agent to a handful of Relay devices,
promote these devices to Relays, configure Relay selection parameters, and
test Relay affiliation.

Deployment optimization activities

In this activity, the Tivoli Endpoint Manager services team typically assists you
remotely to perform these tasks:

1.

Complete the installation of Tivoli Endpoint Manager Agents on your
endpoints.
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2. Complete the implementation of a Relay infrastructure, including Relay
selection and Relay affiliation strategies for your Tivoli Endpoint Manager
platform.

3. Configure access rights for a few console operators and design an access
provisioning strategy for any remaining console operators.

4. Develop a maintenance and performance monitoring plan for your Tivoli
Endpoint Manager platform.

5. Develop a backup and recovery strategy for your Tivoli Endpoint Manager
platform.

Solutions services

390

Solutions services help organizations to incorporate the preferred practices into
their use of the key product functionality. Solutions services also help
organizations to build up a body of competence in the operator community that
facilitates ongoing success with the product. The primary focus of solutions
services is the Solutions Workshop. The Tivoli Endpoint Manager services
professionals assist you with these activities:

» Evaluate your current state and business requirements

» Educate you on preferred practices to use Tivoli Endpoint Manager in
comparable environments

» Make key decisions about how to configure and use your Tivoli Endpoint
Manager solutions.

Workshops take anywhere from 2 - 4 hours each and are typically done while
on-site. Subsequent hours are delivered either remotely or on-site and focus on
mentoring and coaching your Tivoli Endpoint Manager operators as they go into
production. The solution services are grouped into Standard and Advanced
services based on ranges of the complexity and effort of implementation.

Lifecycle Management services

Lifecycle Management offerings are ever-evolving. As of this writing, the following
solutions are available for workshops under the standard lifecycle management
offering:

» Windows Patch Management

Asset Discovery

Administrator-driven Software Provisioning
Power Management

Tivoli Remote Control

vvyyy
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Advanced Lifecycle Management services

Advanced Lifecycle Management services are scoped slightly larger to
accommodate greater complexity. As of this writing, the following solutions are
available for workshops under the Advanced Lifecycle Management offering:

» UNIX/Linux Patch Management
» OS Provisioning
» Software Usage Analysis

Security and Compliance services
As of this writing, the following solutions are available for workshops under the
standard Security and Compliance offering:

» UNIX/Linux/Windows Patch Management
» DSS Security and Compliance Analytics (SCA) Implementation
» Endpoint Protection

Advanced services offerings

The Tivoli Endpoint Manager services professionals have a wide array of
expertise and experience. The advanced services offerings include the following
key areas:

» Service Desk/Ticketing Integrations: IBM Tivoli Service Request Manager®,
Remedy, Service Now, and Remedy Service Desk Express

» CMDB Integrations: IBM Tivoli Change and Configuration Management
Database (CCMDB) and Atrium

» Event-Monitoring Integrations: Q1 Labs, ArcSight, and Splunk

» Asset Management Integrations: IBM Tivoli Asset Management for IT,
Hewlett-Packard (HP), and CA

» Reporting Integrations: IBM Cognos®, SSRS, and Jasper

» Custom Development: Integration of third-party solutions (for example, HD
Encryption, Application Whitelisting, Monitoring, Device Control, HIPS, and
File Integrity Monitoring), other equipment manufacturer (OEM) product
integrations, and Portal integration and portal development

» Advanced Software Distribution Capabilities: User self-service, advanced
packaging, and managed services

» Security Configuration Management: Advanced security configuration
management (SCM) content development, including OS, application, and
database layers, plus mobile device management
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Conclusion

With IBM Software Services for Tivoli, you get the most knowledgeable experts
on Tivoli technology to accelerate your implementation and mitigate risk. We use
a worldwide team of highly skilled consultants. These consultants offer broad
architectural knowledge, deep technical skills, and preferred practices. They
provide proven solution design consulting, rapid deployment, integration,
configuration, and optimization of your Tivoli software solution. No matter where
you are in your transformation to IT service management, IBM Software Services
for Tivoli has the right services for you.
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IBM deploys Tivoli Endpoint
Manager internally

The IBM Chief Information Security Office (CISO) saw an increase in security
risks to the IBM internal infrastructure. As the company grew through acquisitions
and joint development activities with IBM Business Partners, the percentage of
workers that connect from or work in an unprotected infrastructure increased,
along with an increasing prevalence of endpoints that are not Windows
endpoints. The number, type, and sophistication of security threats in the
industry also rose, placing all corporations under greater risk.

The question for the CISO team was, How do we effectively manage and protect
our endpoints under these changing operating conditions? For the strategist
team, the answer was in a new security model.

The old model was insufficient for the changes that occurred, so the team
approached endpoint management from a reactive correction perspective.
Employees received workstation reports and if they missed a patch or their
anti-virus definitions were out of date, they were provided with links to information
about how to resolve the issue. To better protect the IBM infrastructure, they had
to move to a model of continuous compliance with internal security policies that
automatically remediates issues.
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Continuous compliance with internal security policies

The CISO team focused on two key requirements. First, the team sought to
deliver patches more quickly. The existing tools of the organization required the
staff to repackage the security patches for deployment, which often delayed
patch availability by up to 14 days.

Any delays in delivering patches can lead to an increased vulnerability period.
The IBM team had to get out of the business of repackaging patches because it
was inefficient and costly.

The second area on which the CISO team focused was continuous compliance
with internal security policies. The previous model provided a point-in-time view
of the status of an endpoint when the team ran the tools. So, there were periods
of time when the real status was unknown. By using Tivoli Endpoint Manager,
IBM gained real-time visibility into the status of endpoints. IBM can demonstrate
that the infrastructure is continuously in compliance with the internal security
policies.

A pilot program builds the business case

394

Changing the process for more than a half-million employees and business
partners required a strong business case. So, the team launched a Proof of
Concept (POC) with IBM Tivoli Endpoint Manager software.

It was the POC that led the CISO team to say “This solution is the right answer
for us.” They tested the solution to confirm that it performed as expected. The
next step was to launch a larger pilot, first to a few thousand endpoints, and then
to about 18,000, to confirm scalability.

These pilots also enabled the staff to obtain the concrete data needed to gain
executive agreement-in.

The data from the pilot provided the tipping point. The team estimated a 50%
savings in endpoint support for security issues based on pilot results. After
everyone saw this savings, the directive was to deploy this solution as fast as
possible. The CISO team started in December 2010 and within six months
deployed Tivoli Endpoint Manager on more than 550,000 endpoints worldwide.
This deployment was the largest and fastest internal client deployment within the
history of IBM.
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The IBM deployment was organized into three geographic groupings: North
America, Europe, and Asia Pacific. One dedicated Tivoli Endpoint Manager
physical management server, an IBM System x® server with redundant arrays of
storage disks (RAIDs), supports each geographic area. The System x platform
provides the performance and optical storage to support high transaction rates
and centralize management of about 250,000 endpoints for each geographic
area.

Tivoli Endpoint Manager Relays enable the software to communicate with
endpoints that do not have regular connectivity into the network, such as support
systems used by employees to support IBM clients.

The team wanted to cover everything from servers to smartphones. The first
focus was workstations; they started with Windows endpoints and are now
moving to cover Mac and Linux systems. The CISO team also includes Tivoli
Endpoint Manager in the standard build for any new IBM machine.

A 78% decrease in endpoint security issues

By using Tivoli Endpoint Manager, the team reduced the time and cost to monitor
endpoints, apply patches, and implement new configuration settings and security
software, such as firewall and antivirus solutions. Upon deployment, Tivoli
Endpoint Manager identified which specific patches were missing for each
individual endpoint, and automatically applied the required patches. Tivoli
Endpoint Manager can target specific actions to an exact type of endpoint
configuration or user type.

Tivoli Endpoint Manager also automatically remediates about 90% of the
Windows requirements, which were previously addressed through workstation
reports and manual employee corrective actions. And, the Tivoli Endpoint
Manager administrators have real-time visibility to verify the status of each
endpoint.

Patches are now available within 24 hours (previously, it could take up to14 days
for patch availability). The company realized a 60% reduction in patch cycle time
with a higher rate of patch compliance (98% of required patches applied). While
patches are available in 24 hours, the CISO team is quick to point out that they
stage the distribution of new patches over a 48-hour period to minimize the risk of
faulty patches.

They could have 98% distribution within 24 hours, but they deliberately slowed
the process down to confirm that there are no problems with the patches or
potentially poison patches. Updating half a million systems too fast would make
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IBM a test site for software vendors, and the team does not want to incur that
risk.

Millions in savings

Since deployment, the savings measured in the pilot were discovered to be
conservative. The CISO team initially committed, based on the pilot, to a 50%
decrease in internal security problems. This decrease results in about USD 10
million in savings in just the IBM internal support costs to deal with these security
issues. After deploying Tivoli Endpoint Manager, IBM realized a 78% decrease in
endpoint security problems in the first quarter of global use, which is better than
our pilot estimate. This result drives savings well above the initial USD 10 million
estimate. The team expects the savings to increase as they complete the
deployment to all 750,000 endpoints.

In today’s market, where businesses are constantly seeking ways to increase
staff productivity, it is also significant is that only three full-time equivalents
(FTEs) are needed to support more than 500,000 endpoints.

While the team’s main focus is security, one of the important benefits is also the
increased efficiency and the ability to effectively manage all endpoints with only
three FTEs.

Advanced investigations for sophisticated security
challenges

While the project started with a focus on patch management, the CISO team
expanded its use of Tivoli Endpoint Manager software to help it investigate
unique security problems. For example, recently, the team gathered intelligence
about a threat to businesses that use a combination of changes to both dynamic
live link (DLL) files and registry entries. DLL files contain code that can be called
on by programs to execute a specific function, such as printing. Registry entries
are collections of system settings vital in the stability of the computer operating
system. Changes to these files can place companies at considerable risk for
security breaches and security related-outages, so it is imperative that the CISO
team can quickly confirm that IBM systems are not compromised.

One of the compelling benefits with Tivoli Endpoint Manager is that the CISO
team can chain together a number of different conditions and see in minutes if
any endpoints are at risk for a new security threat. The team no longer must
search for each condition and then consolidate the results manually. And if the
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team needs to remediate an issue, the team does not have to physically track
down the machine, which can be challenging and expensive with systems spread
across locations in almost every country. Tivoli Endpoint Manager is flexible
enough that the IBM CISO team can use it to deliver or control technology for just
about any problem.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this book.

IBM Redbooks

The following IBM Redbooks publications provide additional information about
the topic in this document. Note that some publications referenced in this list
might be available in softcopy only.

» Introducing the IBM Security Framework and IBM Security Blueprint to
Realize Business-Driven Security, REDP-4528

» IBM Security Solutions Architecture for Network, Server and Endpoint,
SG24-7581

You can search for, view, download or order these documents and other
Redbooks, Redpapers, Web Docs, draft and additional materials, at the following
website: ibm.com/redbooks

Online resources
These websites are also relevant as further information sources:

» The IBM Tivoli Endpoint Manager V8.2 Information Center contains
information describing the Tivoli Endpoint Manager products and features:

http://publib.boulder.ibm.com/infocenter/tivihelp/v26rl/index.jsp?to
pic=%2Fcom.ibm.tem.doc_8.2%2Fwelcome%2Fwelcome.htm]

» Tivoli Endpoint Manager for Security and Compliance Analytics Setup Guide:

http://support.bigfix.com/product/documents/dss/SCA Setup Guide.pdf

Help from IBM

IBM Support and downloads
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